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The protection of critical infrastructure facilities  
from air strikes due to compatible use of various forces and means

Abstract. The relevance of the study is emphasised by the need to investigate and develop effective strategies for protecting 
critical state infrastructure in the context of the Russian-Ukrainian war of 2022. The purpose of this study is to evaluate 
the effectiveness of interaction between the means of physical and electronic influence in the context of protecting 
critical infrastructure facilities of the energy sector from air strikes. The object of research is the system of protection of 
critical facilities of the state’s energy sector. Research methods included the use of system analysis, the development of 
strategies for determining the optimal locations of the means of physical influence, and the use of mathematical modelling. 
Research in the field of interaction and simultaneous use of physical and radio-electronic means included a theoretical 
analysis of abstract objects and their relationships. These objects were designed to create an idealised description and 
investigate possible scenarios, as well as to determine optimal actions in specific situations. This study examined in detail 
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not detail the consideration of possible defence options 
during air strikes. I.Yu. Chaika & Ye.G. Tsokur (2022) em-
phasise the high vulnerability of critical facilities to air 
strikes. The effectiveness of possible protection meas-
ures against such threats is not investigated. According to 
V. Hurkovskyi et al. (2023), terrorist acts and examples of 
the use of drones in armed conflicts emphasise the need 
for a combination of means of physical and electronic in-
fluence to provide comprehensive protection. The analysis 
did not address specific aspects of the development or use 
of specific strategies for combining means of physical and 
electronic influence.

S. Korsunov et al.  (2021) note that new opportunities 
for the use of unmanned aerial vehicles, in particular ka-
mikaze unmanned aerial vehicles (UAVs), are highlighted. 
This paper does not address new security challenges. Re-
search conducted by V. Berezutskyi & N. Berezutska (2022) 
emphasises the importance of developing security man-
agement strategies and determining optimal methods for 
protecting critical facilities from air strikes. The study does 
not analyse specific aspects of developing security man-
agement strategies and determining optimal methods for 
protecting critical facilities from air strikes. The paper by 
V. Dykha & V. Lukianova (2023) raises the question of pos-
sible economic losses as a result of attacks on energy facili-
ties. This study does not provide a specific detailed analysis 
of possible measures to reduce economic losses as a result 
of attacks on energy facilities.

The purpose of this study is to determine the effective-
ness of interaction between physical and radio-electronic 
means in the context of protecting critical infrastructure 
facilities of the energy sector from air strikes. Objectives 
of the study:

1.  onduct an analysis of the interaction of means of 
physical and electronic influence to determine their com-
patibility.

2. Develop a methodology for determining the optimal 
location of means of physical influence when protecting 
critical facilities of the energy sector from air strikes.

3.  Develop scientifically based recommendations for 
the effective use and interaction of physical and electronic 
means of influence.

INTRODUCTION
The need to investigate this topic is conditioned by modern 
geopolitical realities and the evolution of security threats. 
The results of terrorist attacks and examples of the use of 
drones to attack critical energy facilities indicate an in-
crease in the vulnerability of states to new forms of aggres-
sion. The use of air strikes, in particular, through the use 
of unmanned aircraft, is becoming an effective tool for ter-
rorist organisations and countries, and therefore, the study 
and development of strategies for the protection of critical 
facilities is an extremely urgent task for ensuring national 
and international security, and protecting the economic in-
terests of states. A significant number of dangerous critical 
facilities in the world are located in most countries. The 
level of danger of a facility is set considering the percent-
age of the civilian population and the area of the territory 
that may become part of the zone of possible impact in the 
event of an accident at a facility. The results of terrorist 
attacks during 2019-2022 in the world and the course of 
the Russian-Ukrainian war show that the most dangerous 
objects today are facilities of the energy sector. In just nine 
months of 2022, more than 184 cruise missiles and more 
than 95 unmanned aerial vehicles were fired at Ukrainian 
cities where critical facilities of the state’s energy sector 
are located, including more than 70 Iranian Shahed-136 
kamikaze drones (Chronicle of the war…, 2022). According 
to estimates of the world’s leading economists, the eco-
nomic damage caused by these blows to the state amounts 
to more than 300 billion USD.

The problem of the study is that modern technologies, 
in particular the use of drones, open up new opportunities 
for attacks on critical facilities of the energy sector. The 
global experience of terrorist attacks and examples of air 
strikes during armed conflicts confirm that the energy sec-
tor is particularly vulnerable to such threats. However, pro-
viding comprehensive protection of critical facilities from 
air strikes is a complex task, as it requires a combination of 
means of physical and electronic influence, including new 
technologies in the field of unmanned aviation, and devel-
oping effective security management strategies.

According to H.  Dementiiuk  et al.  (2023a), modern 
technologies allow effectively using methods of radio-elec-
tronic influence on energy sector facilities. The study does 

the possibilities of improving the effectiveness of protecting important energy facilities from air strikes through the use 
of combined strategies such as anti-aircraft fire and fire protection. Methods for determining the optimal locations of 
the means of physical influence were analysed, which allowed predicting expected results when using them together. It 
was developed evidence-based recommendations for the effective integration of these methods, which is an innovative 
approach to the problem. The means of physical influence included small arms, which were part of the armament of the 
Armed Forces, and interceptor drones. Electronic means of influence included technical means of radio frequency warfare 
and electromagnetic guns. The practical significance of this study lies in the fact that it presents specific strategies and 
technological solutions for comprehensive protection of critical infrastructure facilities from air strikes. This paper can 
serve as a basis for developing effective security and protection policies in countries and regions, helping to improve overall 
sustainability and security

Keywords: energy sector of the state; the Russian-Ukrainian war; means of physical influence; radio waves; air attack
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Figure 1. Algorithm for selecting the location of an anti-aircraft missile system when protecting a facility from an air strike
Source: compiled by the authors based on P. Hou et al. (2023)

MATERIALS AND METHODS
The object of this study is a comprehensive system for pro-
tecting facilities of critical importance that are part of the 
state’s energy complex. After evaluation, it was found that 
this system includes various tools and technologies aimed 
at protecting these facilities from potential air strikes 
and other threats. The subject of this study is a detailed 
review and optimisation of the combined use of physical 
and electronic means of influence in the protection system. 
This included investigating the interaction of these tools, 
evaluating their effectiveness, and developing strategies 
for optimal use in the context of protecting critical energy 
facilities.

The use of the system analysis method identified key 
elements of the system and assessed their importance and 
relationships, which contributed to a deeper understand-
ing of the problem and the development of effective pro-
tection strategies. The system analysis also allowed iden-
tifying possible risks and predicted their consequences, 
which is a key stage in the development of comprehensive 
strategies for protecting critical facilities. This method has 
created a theoretical and practical basis for further steps in 
implementing innovative solutions and developing practi-
cal protection strategies in the face of modern threats and 
challenges.

The method of mathematical modelling allowed con-
sidering various factors, such as geographical conditions, 
characteristics of means of influence, possible attack paths, 
and risk dynamics. By creating mathematical models, pos-
sible scenarios were evaluated and optimal parameters for 
the location of means of physical influence were deter-
mined to maximise the effectiveness of facility protection. 
The use of mathematical modelling contributed to a deep 
understanding of the impact of various factors on security 
and helped improve security strategies, making them more 
accurate and adapted to specific conditions. This is a key 

step in creating comprehensive protection strategies for 
critical facilities that take into account all possible scenar-
ios and risks to ensure full protection.

The development of a methodology for choosing the 
location of means of physical influence included a detailed 
study of the topography and geographical features of the 
facility. This process took into account various factors, 
such as population density, environmental conditions, and 
possible attack routes. Special attention was paid to aero-
dynamic characteristics and altitude parameters in order 
to ensure the optimal location of means of physical influ-
ence to maximise their effectiveness in protecting facili-
ties. In the course of the study, an algorithm for determin-
ing the optimal location of an anti-aircraft missile system 
when protecting a facility from an air strike was developed 
and improved, and key aspects of their optimal use in re-
al-world protection conditions were identified.

RESULTS
Development of a methodology for determining the opti-
mal location of physical protection for energy sector facil-
ities against air strikes
To develop a methodology for determining the optimal 
location of means of physical influence (MPI) in the pro-
tection of critical facilities of the energy complex (CFEC) 
from air strikes, it is proposed to use an algorithm (Fig. 1), 
which provides for the sequential execution of a number of 
procedures and tasks. The initial data for calculating the 
distance between MPI (Block 1) are the types of air-to-air 
missiles (AAM) that can be applied to the protected facility, 
the geographical coordinates and spatial dimensions of the 
protected facility, the composition of MPI allocated for the 
protected facility, the highest level of efficiency in the use 
of MPI, and characteristics describing the effectiveness of 
the use of MPI. Source data is selected from pre-created 
data or generated during database preparation (Block 1).

Start of work 
1 

Formation (correction) of initial data 
2 

Calculation of the fall area debris of the AAM after its disposal 

Calculation of spatial area possible placement of means of physical influence 

4 Calculation of the required amount means of physical influence 
5 
Correction of the calculated placement coordinates MPI based on the topography of the area 

6 
Calculation of the effectiveness of protecting a critical facility from an air strike 

8 Yes 
NAAMi = 1 + nAAMi Edaf ≤ Eneed

9 
Development of recommendations for the protection of a critical facility from an air strike 

Completion of works 

7 

No 

3 
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In Block 2, the area of falling of fragments of an AAM 
after their neutralisation is calculated using the existing 
model (Park et al., 2021). This calculation is key to deter-
mining the required distance by which locations should be 
removed from the perimeter of the protected facility. Anal-
ysis of the results of modelling the process of air defence 
system neutralisation during flight at different speeds and 
altitudes showed that the distance to the detection point 
should be within 1-2 km from the protected facility. Among 
the criteria that determine the effectiveness of MPI, the 
range of destruction of AAM from the protected facility, on 
which the task of their neutralisation is set, is of great im-
portance. This range is determined by the specific means of 
physical influence, the flight altitude of the missile defence 
system, the time of detection and neutralisation, and the 
distance to which the defence zone extends from the fa-
cility. Setting the horizontal distance from the protected 
facility to its border, where tasks for the disposal of AAM 
are set, is carried out using the following equations:

dd.s.t
 = dd.MPI

 + VAAM(td.p.MPI
 + tt.n),                      (1)

where: dd.s.t – horizontal distance from the protected facility 
to the task setting line, dd.MPI – distance of the MPI location 
from the protected facility, VAAM – speed of air attack vehi-
cle, td.p.MPI – time of direct preparation of MPI for neutrali-
sation of air attack vehicles, tt.n – time of neutralisation of 
air attack vehicles at the borders of the neutralisation zone.

Block 3 defines the area where the device can be placed 
for physical influence. Given the requirements for avoiding 
debris entering the protected facility, it is recommended to 
dispose of debris at an average distance of 2 km or more 
from the protected facility (depending on the type of de-
bris). To do this, the location of anti-aircraft installations 
should be removed from the territory of the protected fa-
cility at a distance of 1 km or more. Increasing the distance 
of the MPI location increases the probability of saving the 
protected facility. On the other hand, the more remote the 
MPI is from the protected facility, the more tools need to 
be used for effective protection. It is noted that in prac-
tice there is a limited number of available tools (Kumar et 
al., 2022). Therefore, it is recommended to determine the 
location of means of physical influence as close to the pro-
tected facility as possible, considering their characteristics 
and the number of MPI intended to protect this facility.

After determining the distance required for the loca-
tion of the anti-aircraft system outside the protected facil-
ity, the required number of protection equipment is calcu-
lated in Block 4. The next step is to use the algorithm for 
correcting the calculated coordinates of the MPI location, 
based on the analysis of digital maps of the area (Block 5). 
If the terrain or natural obstacles affect the location of the 
MPI, its position can be adjusted. A programme is activated 
that reproduces the MPI on an electronic map in accord-
ance with the proposed provision (Kasraei et al., 2021). For 
a more detailed and high-quality assessment of the MPI lo-
cation, Block 6 implements an algorithm for assessing the 

degree of protection of facility from physical influence. The 
assessment of the degree of security of the facility is pre-
sented in the form of a table with calculations, which re-
flects the coefficients of neutralisation zones and the load 
coefficients MPI. Based on this information (blocks  7-9), 
MPI location issues are resolved. Regarding the placement 
of electronic means of influence, it is advisable to note the 
definition of such places where they can operate without 
interfering with the operation of MPI. This is, for exam-
ple, considering the norms of frequency-territorial prop-
agation, the corresponding distance between MPI and ra-
dio-electronic influence (REI) when they work together.

Determination of the effectiveness of protection of critical 
energy facilities from air strikes due to the combined use 
of means of physical and electronic influence
To assess the impact of interaction between the means of 
physical and radio-electronic influence on the effective-
ness of their joint action, it is important to analyse the 
essence of the term “compatibility” and logically establish 
the relationship of this concept with the terms related to 
“interaction of physical and radio-electronic influence” 
(Dementiiuk et al., 2023b).

The terminological system and its elements should 
have interdependence, unambiguity in military-scientif-
ic and general scientific disciplines, context-independent 
clarity, correlation with only one concept, brevity and lex-
icographic approach to term formation, flexibility for ex-
pansion, clarification and changes, and the possibility that 
the term becomes a designation of a broader concept. Con-
sidering these requirements for terminology and analysing 
the existing basic terms, the “zone of joint action of means 
of physical influence and means of electronic influence” 
refers to the area of their location and the airspace where 
the neutralisation and suppression of means of air attack 
is carried out.

Scientific challenges in the study of the combined ef-
fects of means physical and radio-electronic influence in 
the protected areas of critical energy facilities are diverse, 
and their solution may vary depending on the specific case. 
Number of possible options (nvar) depends on the quanti-
ty and type, and can be determined using coefficients that 
take these parameters into account:

nvar
 = (NMPIі

 + 1)(NMPIj
 + 1)(Nn.r.s

 + 1)(Nr.r.s
 + 1) … ,     (2)

where: NMPIі
  – number of means related to i-th type of 

physical influence, NMPIj
 – number of physical means of in-

fluence of the j-th type, Nn.r.s – number of radio interference 
stations that are in the noise state, Nr.r.s – number of pulse 
response radio interference stations.

The composition and location of means of physical 
and electronic influence are closely related and interde-
pendent. This interdependence is conditioned by method-
ological approaches to justifying the optimal number and 
order of placement of funds. This is conditioned by the fact 
that the effectiveness of a joint action depends both on its 
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composition and on the order in which it is implemented 
(dl.MPI) and means of electronic influence (dl.REI) from the 
boundaries of the protected facility and mutual distances 
between the means of protection (DMPI-REI). Consequently, 
there is a complex interdependence of the efficiency of in-
teraction between MPI and REI, which can be expressed in 
the form of a functional dependence:

Е = f{NMPI}|NREI, dl.MPI, dl.REI, DMPIі, DREIі, DMPI–REI
 = const,      (3)

Е = f{NREI}|NREI, dl.MPI, dl.REI, DMPIі, DREIі, DMPI–REI
 = const.      (4)

The locations of systems are regulated by the require-
ments of the task, which means that the location of means 
of physical influence must correspond to the distance from 
the boundaries of the security facility, which guarantees 
the removal of the disposal zone abroad, from which the 
AAM task can be performed. To assess the impact of the 
maximum efficiency of using MPI and REI on the effective-
ness of their joint operation, let us return to the essence of 
the term “compatibility”. The result of the effectiveness of 

measures in the protection of critical facilities of the en-
ergy complex is an m-dimensional vector, including three 
main groups of components: the achieved (expected) effect 
(g), time expenditure (t), and resource expenditure (c). The 
result of the effectiveness of measures to protect critical 
energy facilities is (m) a measurable vector that includes 
three main components: the result obtained (g), time (t), 
and the cost of material or financial resources (c):

Ym = [gm, cm, tm],                                   (5)

where: Ym – effectiveness of actions, m – factors and condi-
tions that affect the effectiveness of events; gm – received (or 
expected) useful result, cm – resource costs, tm – time spent.

The most appropriate target task for means of physi-
cal influence when protecting facilities from air strikes is 
a measured indicator – the number of saved air defence 
equipment compared to their total number that were used 
during the strike. As for the choice of indicators of the ratio 
of opposing forces, the most complete confrontation be-
tween MPI and AAM can reflect the ratio:

σі =
KMPIіneutmax�1–�1–Pprob.MPIineut�

n
� Ke.inf.provNMPIі

Dlim.par.MPIіzone NAAM
=  

KMPIіc.p.Ke.inf.prov

NAAM
 ,                                             (6)

where: KMPIіneutmax – maximum number of MPI of i-th types 
that are simultaneously neutralised, Pprob.MPIineut  – prob-
ability of neutralisation of MPI of i-th type, n – amount 
of resources spent, Ke.inf.prov  – efficiency coefficient of in-
formation support, NMPIі

  – number of MPI of i-th type,  
Dlim.par.MPIіzone – limit parameter of the neutralisation zone of 
MPI of i-th type, NAAM – number of military personnel in-
volved in the attack on the security facility, KMPIіc.p – combat 
potential ratio of MPI of i-th type.

Ke.inf.prov =   
Kcoef.f.pKmask �1+NΣt.p� NΣі.m

ts.MPI (1–ti.c)   ,              (7)

where: Kcoef.f.p – coefficient of similarity of false placements 
with true ones, Kmask – facility masking coefficient, NΣt.p – 
total number of forces and means of protecting the facility 
of air strikes that carry out disinformation measures, NΣі.m – 
total number of intelligence tools that are part of the forces 
and means of protecting facilities from air strikes includes 
information flows that are involved in the process of col-
lecting information, ts.MPI – time of MPI stay at the location, 
ti.c. – time to collect information.

Therefore, the process of neutralisation of air defence 
systems during CFEC protection from air strikes is consid-
ered probabilistic, and its main characteristics are the re-
lationship of the forces of the parties (Dementiiuk et al., 
2023b). To assess the effectiveness of the use of electronic 
warfare equipment to protect critical facilities, the math-
ematical expectation of the number of airs attacking sys-
tems exposed to REI MAAM sup.REI is used:

MAAM sup.REI
 = NAAM.supΔPi.p,                          (8)

where: MAAM sup.REI – number of air defence systems that 
have been subjected to electronic influence (suppres-
sion), ΔPi.p – increase in the probability of preserving a 
facility equal to the probability of a conditionally neu-
tralised automated control system, which is determined 
depending on the number of conditionally neutralised 
automated control systems and is calculated using the 
equation:

ΔPi.p
 = Pp

p.rei
 - Po

p.a.rei,                                (9)

where: Pp
p.rei – probability of preserving protected facility 

in case of resistance to electronic means of influence (ob-
struction of them), Po

p.a.rei – probability of preserving the 
protected facility without taking measures to counteract 
the means of electronic influence.

For a situation where facility protection is performed, 
equation (9) can be rewritten as follows:

PREI
 =1-е-NREIΔPp.s.REI/NAAM,                      (10)

where: Pp.s.REI – probability of preserving a critical facility 
only REI, NREI – number of REI, NAAM – number of AAM.

The analysis indicates that when evaluating the ef-
fectiveness of actions, only the ability of physical or ra-
dio/electronic exposure to a certain amount of air defence 
equipment to destroy the protected facility is considered 
(Sowers  et al.,  2017). Thus, considering the above-men-
tioned disadvantage, it is proposed to formalise the de-
pendence in such a way as to determine the effectiveness 
of interaction:
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Pi = 1– e–�Mm.e.dest.MPI
NAAM

 + Kcomp. 
Mm.e.dest.REI

NAAM
 + Ko.r. 

Mm.e.dest.low.alt
NAAM

�  ,                                                   (11)

where: Mm.e.dest.MPI – mathematical expectation of the num-
ber of destroyed AAM MPI, Kcomp – MPI and REI compatibil-
ity ratio, Mm.e.dest.REI – mathematical expectation of the num-
ber of AAM destroyed by REI, Ko.r – opportunity realisation 
coefficient, Mm.e.dest.low.alt – mathematical expectation of the 
number of destroyed air defence systems at low altitudes.

Therefore, it can be determined that to evaluate the 
effectiveness of joint actions of MPI and REI locations, 
generalised indicators are used in the form of mathemat-
ical expectations of the number of AAM air attack vehicles 
that are not able to perform their assigned tasks (Pi), and 
calculated by equation (11). Based on the value of this indi-
cator, it is possible to estimate the expected results of MPI 
and REI actions, the level of AAM losses, and the degree 
to which they perform their task of hitting a critical ener-
gy facility. For the location of means of physical influence 
on the site, the method of directed selection of possible 
options for the composition of means within the existing 
structure was used, while MPI was placed at fixed distances 
from each other relative to the security facility. To apply 
this methodology, coefficients were used:

DMPI-REI
 
min

 = a · J,                                 (12)

where: DMPI-REI
 
min – minimum range of MPI and REI from 

the centre of the protected facility, at which their specified 
number is evenly distributed at J intervals, a – uniformity 
coefficient.

For the relative location of MPI and REI, their relation-
ship and their location relative to the protected facility are 
taken into account using the appropriate ratios:

DMPI–REImin
 = Ddet

 ≤ 0,65Dr.a,                       (13)

where: Ddet  – detection range, Dr.a  – minimum supply of  
ammunition.

Dr.a
 = VAAMTam.d.AAM min

 - Δ + VAAM TAAM dest,         (14)

where: VAAMVVV – AAM speed, km/min, Tam.d.AAMmin – time 
of dropping ammunition from the air defence system, min, 
Δ  – lag of weapons (ammunition) using air defence sys-
tems, km, TAAM dest – time of destruction of AAM.

For effective protection of the facility by means of 
electronic influence, it is important to place the REI at a 
certain distance , which should have less value , and at best 
be zero. However, limiting the reduction in the distance of 
the REI location is associated with the risk of hitting the 
defence facility when using homing weapons with REI ra-
diation. The condition that sets the minimum and optimal 
values has the following form:

DREI
 ≥ Dr.d.am

 + dr.prot
 + 3σa.s.error,                   (15)

where: Dr.d.am – radius of destruction of protected facility 
by ammunition, dr.prot – radius of protected facility, σa.s.error – 
average square error of a homing weapon.

The problem of calculating the distance between the 
locations of anti-aircraft missiles when protecting a facility 
from air strikes is solved by selecting the locations of an-
ti-aircraft missiles (Ivanets et al., 2023). The results show 
that it is strategically important to pre-place physical and 
electronic warfare equipment throughout the protected 
area or in key areas. The simulation performed in this study 
allowed estimating the probability of holding a protected 
target in the event of an air attack by a standard anti-air-
craft missile, such as cruise missiles or unmanned aerial 
vehicles, at different altitudes (Fig. 2).

0,65

0,7

0,75

0,8

The cruise
missile

UAV of the
“Shaheed” type

up to 100 m

100-500 m

500-1000 m

more than 1000 m

Figure 2. Diagram of the probability of preservation of critical facilities of the energy complex
Source: compiled by the authors

Analysis of the obtained data allows for the conclu-
sion that the implementation of the proposed solutions 
can guarantee the safety of the protected facility during 
air strikes with a probability from 0.7 to 0.8 (Kopczewski et 

al.,  2023). Thus, the use of these recommendations will 
significantly increase the effectiveness of protecting both 
critical facilities and the civilian population, and territories 
from possible consequences of damage to energy facilities.
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DISCUSSION
Protecting critical infrastructure facilities from air strikes is 
an extremely important task in the face of modern threats 
and conflicts. The ability to ensure effective protection of 
such facilities becomes strategically important not only for 
ensuring national security, but also for maintaining the 
stability and functioning of society. In the context of avia-
tion threats, the modern development of unmanned aerial 
vehicles and cruise missiles creates new challenges for the 
protection of critical facilities. The combined use of vari-
ous forces and means becomes a key aspect of the defence 
strategy. On the one hand, it is important to have effective 
means of physical influence, such as anti-aircraft systems, 
anti-aircraft missiles, and air defence systems that can pro-
vide active protection against aircraft and missiles. On the 
other hand, electronic means, such as early detection and 
prevention systems, can make important contributions to 
the prevention, detection, and neutralisation of threats. 
The effectiveness of the joint use of these forces and means 
is determined by their interaction and coordination. Re-
search in the field of protecting critical infrastructure from 
air strikes can identify optimal strategies and technolog-
ical solutions for this joint use. Solving these problems 
can serve as a basis for developing effective security and 
protection policies aimed at ensuring the stability and se-
curity of critical facilities in modern conditions of threats. 
This research can also contribute to the development of 
integrated protection strategies, taking into account the 
challenges of the modern military environment, and help 
improve security policies to ensure the sustainability of 
critical facilities.

Based on the results of recent study by M. Piekarski & 
K. Wojtasik (2022), protecting critical infrastructure from 
air threats in Poland is a high priority task in the context 
of modern security challenges. Poland, as a member of 
North Atlantic Treaty Organization (NATO) and the Eu-
ropean Union (EU), faces a variety of potential threats, 
among which air attacks can be particularly serious. Giv-
en the country’s geopolitical position, the importance of 
its economic infrastructure and energy facilities, effective 
protection becomes a key component of national security. 
Poland can use state-of-the-art technologies and strate-
gies to ensure the protection of critical facilities. The de-
velopment and improvement of early detection systems, 
air defences, and modern technical solutions for neutral-
ising air threats can contribute to the creation of a reliable 
security system. The ability to integrate various means of 
physical and electronic influence, optimise their use and 
ensure coordination in activities is of great importance. 
Ukraine may also consider cooperation with other coun-
tries and international organisations to share experience 
and develop joint strategies in the field of critical infra-
structure protection. This approach will ensure not only 
national, but also collective security in the face of increas-
ing threats in the modern world.

Referring to the definition of T. Loveček et al.  (2021), 
modelling and simulation are important tools for improving  

the protection of critical infrastructure and ensuring the 
sustainability of the basic needs of citizens. These ap-
proaches provide an opportunity to address complex chal-
lenges and identify optimal strategies for responding to 
possible threats. By creating mathematical models of vul-
nerabilities and scenarios of possible attacks, it is possible 
to effectively analyse the system and develop preventive 
measures. Simulations, in turn, allow virtually reproduc-
ing different situations and test the effectiveness of differ-
ent protection strategies. These tools can be used to train 
personnel, analyse the reality of the security system, and 
improve infrastructure. Further development of simulation 
and simulation technologies can significantly improve pre-
paredness and response to new threats, providing reliable 
protection for both critical infrastructure and the basic 
needs of citizens in today’s unpredictable environment.

A.B. Daricili & S. Çelik (2022) determined that cyber-
security of critical infrastructure is a top priority in ensur-
ing the sustainability of society in the face of an increasing 
number of cyber threats. Critical infrastructure, such as 
energy facilities, transportation systems, and communi-
cations, is being targeted by attempted cyber-attacks that 
can have serious consequences for national security. It is 
important to identify and implement measures to prevent 
cyber threats using advanced technologies and strategies. 
The development of effective systems for detecting and 
responding to cyber-attacks, and training personnel in the 
field of cybersecurity plays a key role in ensuring the integ-
rity and operability of critical infrastructure. The analysis 
of the results and conclusions shows the relevance of us-
ing artificial intelligence and machine learning to predict 
and prevent cyber threats in the field of cybersecurity of 
critical infrastructure. Strengthening cooperation between 
government agencies, the private sector, and cybersecurity 
experts is becoming an important prerequisite for success-
fully countering cyber threats in critical infrastructure.

Researcher M. Böröcz (2021) determined that the poli-
cy of protecting critical infrastructure in the European Un-
ion is a key element of the strategy for ensuring national 
security and sustainability. This policy is developed and im-
plemented to prevent and counter threats that may affect 
important sectors such as energy, transport, and telecom-
munications. One of the key initiatives is the creation of the 
European Union Agency for Cybersecurity (ENISA), which 
acts as a cybersecurity coordinator and consultant for EU 
member states. The centre promotes the exchange of infor-
mation, provides recommendations and develops strate-
gies to improve the protection of critical infrastructures in 
Europe. It can be agreed that considerable attention is also 
paid to the development of cyber defence standards and 
regulations that take into account the specifics of different 
critical infrastructure sectors. The introduction of innova-
tive technologies such as artificial intelligence and block-
chain into security systems is also becoming an important 
stage in the EU’s critical infrastructure protection strategy.

As noted by Ł. Roman & K. Cygańczuk (2022), the le-
gal dimension of protecting critical infrastructure is an 
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important component of a national and international  
security strategy. Many countries are actively developing 
and improving legal frameworks for the effective protec-
tion of facilities of strategic importance for national se-
curity and sustainability. In most cases, these laws and 
regulations define the list of critical facilities, establish 
requirements for their protection, and also provide for li-
ability for violation of these requirements. They can also 
define incident response procedures and interactions be-
tween public and private actors in protecting critical infra-
structure. The findings of researchers confirm the results 
obtained. It is important to keep in mind that such a legal 
framework should be flexible and consider the rapid devel-
opment of technologies and changing threats. Ensuring the 
effectiveness of these legal mechanisms requires constant 
updating and adaptation to new challenges, in particular, 
in the field of cybersecurity.

R.  Cantelmi  et al.  (2021) showed by their work that 
in the context of the sustainability of critical infrastruc-
ture, the key element is the use of qualitative research ap-
proaches for comprehensive analysis and the development 
of effective protection strategies. One of these approach-
es – a system analysis method that allows considering a 
critical infrastructure as a complex system, considering the 
relationships and dependencies between its components. 
Researchers also actively use mathematical modelling to 
analyse the vulnerability and effectiveness of sustainabili-
ty measures. This allows conducting scenario and strategic 
analyses, identifying weaknesses, and developing optimal 
protection methods. Modelling is also used to simulate a 
variety of scenarios, including natural disasters and cy-
ber-attacks, which helps improve response and recovery 
strategies. However, it is important to note that the appli-
cation of qualitative research methods also includes the 
analysis of modern technologies, considering socio-eco-
nomic aspects and interaction between security actors. 
This approach allows viewing critical infrastructure in its 
full context, providing more effective sustainability and se-
curity management.

CONCLUSIONS
The list of critical energy sector targets for air strikes can 
be diverse and include important government facilities 

that require reliable protection from air strikes. Such fa-
cilities may include power plants, substations, gas pipe-
lines, and infrastructure that is important for the normal 
functioning of the country and its economy. According to 
the above method, the means of physical and electronic 
influence are located at a certain distance from security 
facilities in order to prevent unmanned aerial vehicles 
and cruise missiles from entering the zone of critical en-
ergy facilities.

It is proposed to use physical means to protect crit-
ical energy facilities from air attacks, included in the in-
tegrated model for evaluating the effectiveness of using 
these means, provide an opportunity to confidently assert 
that their use in protecting critical energy facilities from 
air strikes will ensure its safety with a probability from 0.7 
to 0.8. To assess the effectiveness of interaction between 
physical and electronic means, it is a generalised indicator 
in the form of mathematical expectation of the number of 
missiles that have not completed their mission, and is de-
termined in relative terms. By the value of this indicator, 
it is possible to estimate the expected results of interac-
tion between physical and electronic means of influence, 
the level of losses from air attack means and the degree of 
their performance of tasks.

The research shows the expediency of taking measures 
to improve the effectiveness of protecting critical facilities 
of the state’s energy complex from air strikes due to the 
joint use of various forces and means, which is conditioned 
by the need to ensure the survival of the state, preserve th 
e environmental situation in the region of the location of a 
particular critical facility due to catastrophic consequences 
in case of damage.

It is advisable to further investigate the mechanisms 
of interaction and integration of innovative technologies 
in critical infrastructure protection systems to ensure the 
sustainability and effectiveness of countering modern avi-
ation threats.
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Захист об’єктів критичної інфраструктури від повітряних ударів  
завдяки сумісному застосуванню різних сил і засобів

Анотація. Актуальність дослідження підкреслюється необхідністю вивчення та розробки ефективних стратегій 
захисту критично важливих об’єктів інфраструктури держави, в контексті російсько-української війни 2022 року. 
Метою даного дослідження є оцінка ефективності взаємодії між фізичними та радіоелектронними засобами впливу у 
контексті захисту об’єктів критичної інфраструктури енергетичного комплексу від атак повітряних ударів. Об’єктом 
дослідження є система захисту критично важливих об’єктів енергетичного комплексу держави. Дослідницькі 
методи включали в себе використання системного аналізу, розробку стратегій для визначення оптимальних 
місць розташування засобів фізичного впливу та використання математичного моделювання. Дослідження в 
області взаємодії та одночасного використання фізичних та радіоелектронних засобів включало теоретичний 
аналіз абстрактних об’єктів та їх взаємозв’язків. Ці об’єкти конструювалися для створення ідеалізованого опису 
та вивчення можливих сценаріїв, а також для визначення оптимальних дій у конкретних ситуаціях. У цьому 
дослідженні детально розглядалися можливості підвищення ефективності захисту важливих об’єктів енергетичного 
комплексу від авіаударів за допомогою використання комбінованих стратегій, таких як зенітний вогонь та 
протипожежний захист. Аналізувалися методи визначення оптимальних місць розташування засобів фізичного 
впливу, що дозволяли передбачати очікувані результати при їхньому спільному використанні. Розроблено науково-
обґрунтовані рекомендації з ефективного інтегрування цих методів, що є новаторським підходом до проблеми. 
Засоби фізичного впливу включали стрілецьку зброю, яка становила частину озброєння Збройних Сил та інших 
правоохоронних органів, а також безпілотники-перехоплювачі. Засоби радіоелектронного впливу включали в себе 
технічні засоби радіочастотної боротьби та електромагнітні гармати. Практичне значення цієї роботи полягає в 
тому, що вона представляє конкретні стратегії та технологічні рішення для комплексного захисту об’єктів критичної 
інфраструктури від авіаударів. Це дослідження може служити основою для розробки ефективних політик безпеки 
та захисту в країнах та регіонах, сприяючи підвищенню загального рівня стійкості та безпеки

Ключові слова: енергетичний комплекс держави; російсько-українська війна; засоби фізичного впливу; 
радіохвилі; повітряний напад
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