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The protection of critical infrastructure facilities
from air strikes due to compatible use of various forces and means

Abstract. The relevance of the study is emphasised by the need to investigate and develop effective strategies for protecting
critical state infrastructure in the context of the Russian-Ukrainian war of 2022. The purpose of this study is to evaluate
the effectiveness of interaction between the means of physical and electronic influence in the context of protecting
critical infrastructure facilities of the energy sector from air strikes. The object of research is the system of protection of
critical facilities of the state’s energy sector. Research methods included the use of system analysis, the development of
strategies for determining the optimal locations of the means of physical influence, and the use of mathematical modelling.
Research in the field of interaction and simultaneous use of physical and radio-electronic means included a theoretical
analysis of abstract objects and their relationships. These objects were designed to create an idealised description and
investigate possible scenarios, as well as to determine optimal actions in specific situations. This study examined in detail
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The protection of critical infrastructure facilities...

the possibilities of improving the effectiveness of protecting important energy facilities from air strikes through the use
of combined strategies such as anti-aircraft fire and fire protection. Methods for determining the optimal locations of
the means of physical influence were analysed, which allowed predicting expected results when using them together. It
was developed evidence-based recommendations for the effective integration of these methods, which is an innovative
approach to the problem. The means of physical influence included small arms, which were part of the armament of the
Armed Forces, and interceptor drones. Electronic means of influence included technical means of radio frequency warfare
and electromagnetic guns. The practical significance of this study lies in the fact that it presents specific strategies and
technological solutions for comprehensive protection of critical infrastructure facilities from air strikes. This paper can
serve as a basis for developing effective security and protection policies in countries and regions, helping to improve overall
sustainability and security

Keywords: energy sector of the state; the Russian-Ukrainian war; means of physical influence; radio waves; air attack

INTRODUCTION

The need to investigate this topic is conditioned by modern
geopolitical realities and the evolution of security threats.
The results of terrorist attacks and examples of the use of
drones to attack critical energy facilities indicate an in-
crease in the vulnerability of states to new forms of aggres-
sion. The use of air strikes, in particular, through the use
of unmanned aircraft, is becoming an effective tool for ter-
rorist organisations and countries, and therefore, the study
and development of strategies for the protection of critical
facilities is an extremely urgent task for ensuring national
and international security, and protecting the economic in-
terests of states. A significant number of dangerous critical
facilities in the world are located in most countries. The
level of danger of a facility is set considering the percent-
age of the civilian population and the area of the territory
that may become part of the zone of possible impact in the
event of an accident at a facility. The results of terrorist
attacks during 2019-2022 in the world and the course of
the Russian-Ukrainian war show that the most dangerous
objects today are facilities of the energy sector. In just nine
months of 2022, more than 184 cruise missiles and more
than 95 unmanned aerial vehicles were fired at Ukrainian
cities where critical facilities of the state’s energy sector
are located, including more than 70 Iranian Shahed-136
kamikaze drones (Chronicle of the war..., 2022). According
to estimates of the world’s leading economists, the eco-
nomic damage caused by these blows to the state amounts
to more than 300 billion USD.

The problem of the study is that modern technologies,
in particular the use of drones, open up new opportunities
for attacks on critical facilities of the energy sector. The
global experience of terrorist attacks and examples of air
strikes during armed conflicts confirm that the energy sec-
tor is particularly vulnerable to such threats. However, pro-
viding comprehensive protection of critical facilities from
air strikes is a complex task, as it requires a combination of
means of physical and electronic influence, including new
technologies in the field of unmanned aviation, and devel-
oping effective security management strategies.

According to H. Dementiiuk et al. (2023a), modern
technologies allow effectively using methods of radio-elec-
tronic influence on energy sector facilities. The study does

not detail the consideration of possible defence options
during air strikes. I.Yu. Chaika & Ye.G. Tsokur (2022) em-
phasise the high vulnerability of critical facilities to air
strikes. The effectiveness of possible protection meas-
ures against such threats is not investigated. According to
V. Hurkovskyi et al. (2023), terrorist acts and examples of
the use of drones in armed conflicts emphasise the need
for a combination of means of physical and electronic in-
fluence to provide comprehensive protection. The analysis
did not address specific aspects of the development or use
of specific strategies for combining means of physical and
electronic influence.

S. Korsunov et al. (2021) note that new opportunities
for the use of unmanned aerial vehicles, in particular ka-
mikaze unmanned aerial vehicles (UAVs), are highlighted.
This paper does not address new security challenges. Re-
search conducted by V. Berezutskyi & N. Berezutska (2022)
emphasises the importance of developing security man-
agement strategies and determining optimal methods for
protecting critical facilities from air strikes. The study does
not analyse specific aspects of developing security man-
agement strategies and determining optimal methods for
protecting critical facilities from air strikes. The paper by
V. Dykha & V. Lukianova (2023) raises the question of pos-
sible economic losses as a result of attacks on energy facili-
ties. This study does not provide a specific detailed analysis
of possible measures to reduce economic losses as a result
of attacks on energy facilities.

The purpose of this study is to determine the effective-
ness of interaction between physical and radio-electronic
means in the context of protecting critical infrastructure
facilities of the energy sector from air strikes. Objectives
of the study:

1. onduct an analysis of the interaction of means of
physical and electronic influence to determine their com-
patibility.

2. Develop a methodology for determining the optimal
location of means of physical influence when protecting
critical facilities of the energy sector from air strikes.

3. Develop scientifically based recommendations for
the effective use and interaction of physical and electronic
means of influence.
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MATERIALS AND METHODS

The object of this study is a comprehensive system for pro-
tecting facilities of critical importance that are part of the
state’s energy complex. After evaluation, it was found that
this system includes various tools and technologies aimed
at protecting these facilities from potential air strikes
and other threats. The subject of this study is a detailed
review and optimisation of the combined use of physical
and electronic means of influence in the protection system.
This included investigating the interaction of these tools,
evaluating their effectiveness, and developing strategies
for optimal use in the context of protecting critical energy
facilities.

The use of the system analysis method identified key
elements of the system and assessed their importance and
relationships, which contributed to a deeper understand-
ing of the problem and the development of effective pro-
tection strategies. The system analysis also allowed iden-
tifying possible risks and predicted their consequences,
which is a key stage in the development of comprehensive
strategies for protecting critical facilities. This method has
created a theoretical and practical basis for further steps in
implementing innovative solutions and developing practi-
cal protection strategies in the face of modern threats and
challenges.

The method of mathematical modelling allowed con-
sidering various factors, such as geographical conditions,
characteristics of means of influence, possible attack paths,
and risk dynamics. By creating mathematical models, pos-
sible scenarios were evaluated and optimal parameters for
the location of means of physical influence were deter-
mined to maximise the effectiveness of facility protection.
The use of mathematical modelling contributed to a deep
understanding of the impact of various factors on security
and helped improve security strategies, making them more
accurate and adapted to specific conditions. This is a key
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step in creating comprehensive protection strategies for
critical facilities that take into account all possible scenar-
ios and risks to ensure full protection.

The development of a methodology for choosing the
location of means of physical influence included a detailed
study of the topography and geographical features of the
facility. This process took into account various factors,
such as population density, environmental conditions, and
possible attack routes. Special attention was paid to aero-
dynamic characteristics and altitude parameters in order
to ensure the optimal location of means of physical influ-
ence to maximise their effectiveness in protecting facili-
ties. In the course of the study, an algorithm for determin-
ing the optimal location of an anti-aircraft missile system
when protecting a facility from an air strike was developed
and improved, and key aspects of their optimal use in re-
al-world protection conditions were identified.

RESULTS

Development of a methodology for determining the opti-
mal location of physical protection for energy sector facil-
ities against air strikes

To develop a methodology for determining the optimal
location of means of physical influence (MPI) in the pro-
tection of critical facilities of the energy complex (CFEC)
from air strikes, it is proposed to use an algorithm (Fig. 1),
which provides for the sequential execution of a number of
procedures and tasks. The initial data for calculating the
distance between MPI (Block 1) are the types of air-to-air
missiles (AAM) that can be applied to the protected facility,
the geographical coordinates and spatial dimensions of the
protected facility, the composition of MPI allocated for the
protected facility, the highest level of efficiency in the use
of MPI, and characteristics describing the effectiveness of
the use of MPI. Source data is selected from pre-created
data or generated during database preparation (Block 1).

-

Start of work

>

1
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|—2

Calculation of the fall area debris of the AAM after its disposal |

3
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|—4
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|— Correction of the calculated placement coordinates MPI based on the topography of the area |
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>

Figure 1. Algorithm for selecting the location of an anti-aircraft missile system when protecting a facility from an air strike
Source: compiled by the authors based on P. Hou et al. (2023)

Machinery & Energetics. Vol. 14, No. 4

N
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In Block 2, the area of falling of fragments of an AAM
after their neutralisation is calculated using the existing
model (Park et al., 2021). This calculation is key to deter-
mining the required distance by which locations should be
removed from the perimeter of the protected facility. Anal-
ysis of the results of modelling the process of air defence
system neutralisation during flight at different speeds and
altitudes showed that the distance to the detection point
should be within 1-2 km from the protected facility. Among
the criteria that determine the effectiveness of MPI, the
range of destruction of AAM from the protected facility, on
which the task of their neutralisation is set, is of great im-
portance. This range is determined by the specific means of
physical influence, the flight altitude of the missile defence
system, the time of detection and neutralisation, and the
distance to which the defence zone extends from the fa-
cility. Setting the horizontal distance from the protected
facility to its border, where tasks for the disposal of AAM
are set, is carried out using the following equations:

dd.s.t = dd‘MPI + VAAM(td.p.MPI L) M
where: d, - horizontal distance from the protected facility
to the task setting line, d,, ,, — distance of the MPI location
from the protected facility, V,,,, - speed of air attack vehi-
cle, t,, , — time of direct preparation of MPI for neutrali-
sation of air attack vehicles, ¢, - time of neutralisation of
air attack vehicles at the borders of the neutralisation zone.

Block 3 defines the area where the device can be placed
for physical influence. Given the requirements for avoiding
debris entering the protected facility, it is recommended to
dispose of debris at an average distance of 2 km or more
from the protected facility (depending on the type of de-
bris). To do this, the location of anti-aircraft installations
should be removed from the territory of the protected fa-
cility at a distance of 1 km or more. Increasing the distance
of the MPI location increases the probability of saving the
protected facility. On the other hand, the more remote the
MPI is from the protected facility, the more tools need to
be used for effective protection. It is noted that in prac-
tice there is a limited number of available tools (Kumar et
al., 2022). Therefore, it is recommended to determine the
location of means of physical influence as close to the pro-
tected facility as possible, considering their characteristics
and the number of MPI intended to protect this facility.

After determining the distance required for the loca-
tion of the anti-aircraft system outside the protected facil-
ity, the required number of protection equipment is calcu-
lated in Block 4. The next step is to use the algorithm for
correcting the calculated coordinates of the MPI location,
based on the analysis of digital maps of the area (Block 5).
If the terrain or natural obstacles affect the location of the
MPI, its position can be adjusted. A programme is activated
that reproduces the MPI on an electronic map in accord-
ance with the proposed provision (Kasraei et al., 2021). For
a more detailed and high-quality assessment of the MPI lo-
cation, Block 6 implements an algorithm for assessing the

degree of protection of facility from physical influence. The
assessment of the degree of security of the facility is pre-
sented in the form of a table with calculations, which re-
flects the coefficients of neutralisation zones and the load
coefficients MPI. Based on this information (blocks 7-9),
MPI location issues are resolved. Regarding the placement
of electronic means of influence, it is advisable to note the
definition of such places where they can operate without
interfering with the operation of MPI. This is, for exam-
ple, considering the norms of frequency-territorial prop-
agation, the corresponding distance between MPI and ra-
dio-electronic influence (REI) when they work together.

Determination of the effectiveness of protection of critical
energy facilities from air strikes due to the combined use
of means of physical and electronic influence

To assess the impact of interaction between the means of
physical and radio-electronic influence on the effective-
ness of their joint action, it is important to analyse the
essence of the term “compatibility” and logically establish
the relationship of this concept with the terms related to
“interaction of physical and radio-electronic influence”
(Dementiiuk et al., 2023b).

The terminological system and its elements should
have interdependence, unambiguity in military-scientif-
ic and general scientific disciplines, context-independent
clarity, correlation with only one concept, brevity and lex-
icographic approach to term formation, flexibility for ex-
pansion, clarification and changes, and the possibility that
the term becomes a designation of a broader concept. Con-
sidering these requirements for terminology and analysing
the existing basic terms, the “zone of joint action of means
of physical influence and means of electronic influence”
refers to the area of their location and the airspace where
the neutralisation and suppression of means of air attack
is carried out.

Scientific challenges in the study of the combined ef-
fects of means physical and radio-electronic influence in
the protected areas of critical energy facilities are diverse,
and their solution may vary depending on the specific case.
Number of possible options (1) depends on the quanti-
ty and type, and can be determined using coefficients that
take these parameters into account:

n,=MN

+ (N, DN, DN, + Doy ()

MPJ; MPI;

where: Nypy, ~ number of means related to i-th type of
physical influence, NMPIi — number of physical means of in-
fluence of the j-th type, N - number of radio interference
stations that are in the noise state, N - number of pulse
response radio interference stations.

The composition and location of means of physical
and electronic influence are closely related and interde-
pendent. This interdependence is conditioned by method-
ological approaches to justifying the optimal number and
order of placement of funds. This is conditioned by the fact

that the effectiveness of a joint action depends both on its
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composition and on the order in which it is implemented
(d,,») and means of electronic influence (d, ) from the
boundaries of the protected facility and mutual distances
between the means of protection (D, ..). Consequently,
there is a complex interdependence of the efficiency of in-
teraction between MPI and REI, which can be expressed in
the form of a functional dependence:

E=f[N =const, (3)

MPI}lNREI: di.MP1, d1.REL DMPI;» DREIj, PMPI-REI

E=f{N =const. (4)

REI}lNREI: di.mPL d1.REL DMPT> DRET> DMPI-REI

The locations of systems are regulated by the require-
ments of the task, which means that the location of means
of physical influence must correspond to the distance from
the boundaries of the security facility, which guarantees
the removal of the disposal zone abroad, from which the
AAM task can be performed. To assess the impact of the
maximum efficiency of using MPI and REI on the effective-
ness of their joint operation, let us return to the essence of
the term “compatibility”. The result of the effectiveness of

1
KMPIineutmax[1_(1_Pprob.MPlineut) ] Ke.inf.provNMPIi _

A. Volkov et al.

measures in the protection of critical facilities of the en-
ergy complex is an m-dimensional vector, including three
main groups of components: the achieved (expected) effect
(g), time expenditure (t), and resource expenditure (c). The
result of the effectiveness of measures to protect critical
energy facilities is (m) a measurable vector that includes
three main components: the result obtained (g), time (t),
and the cost of material or financial resources (c):

Ym=[gm, cm, tm], ©))

where: Y™ — effectiveness of actions, m — factors and condi-
tions that affect the effectiveness of events; g™ — received (or
expected) useful result, c™ — resource costs, t™ — time spent.

The most appropriate target task for means of physi-
cal influence when protecting facilities from air strikes is
a measured indicator — the number of saved air defence
equipment compared to their total number that were used
during the strike. As for the choice of indicators of the ratio
of opposing forces, the most complete confrontation be-
tween MPI and AAM can reflect the ratio:

KMPIic.p.Ke.inf.prcuv (6)

i

where: KMPIineutmax — maximum number of MPI of i-th types
that are simultaneously neutralised, P 0. ., — prob-
ability of neutralisation of MPI of i-th type, n - amount
of resources spent, K . -~ — efficiency coefficient of in-
formation support, Ny, = number of MPI of i-th type,
im __—limit parameter of the neutralisation zone of
im.par.MPI;zone
MPI of i-th type, N, ,,, — number of military personnel in-
volved in the attack on the security facility, K, . - combat

potential ratio of MPI of i-th type.

MPIjc.

Keoeff.pKmask (1+N2t_p) N5im
tsmpr (1-tic)

, N

Ke.inf.prOV =
where: K. — coefficient of similarity of false placements
with true ones, K, - facility masking coefficient, Ny, | -
total number of forces and means of protecting the facility
of air strikes that carry out disinformation measures, Ny, -
total number of intelligence tools that are part of the forces
and means of protecting facilities from air strikes includes
information flows that are involved in the process of col-
lecting information, t_,, — time of MPI stay at the location,
t, . — time to collect information.

Therefore, the process of neutralisation of air defence
systems during CFEC protection from air strikes is consid-
ered probabilistic, and its main characteristics are the re-
lationship of the forces of the parties (Dementiiuk et al.,
2023b). To assess the effectiveness of the use of electronic
warfare equipment to protect critical facilities, the math-
ematical expectation of the number of airs attacking sys-
tems exposed to REIM is used:

AAM sup.REI

M AP, 8)

AAM sup.REI NAAMsup ip’

Dlim.par.MPlizone Naam

Naam

where: M, ;. pe — NUMber of air defence systems that
have been subjected to electronic influence (suppres-
sion), AP, - increase in the probability of preserving a
facility equal to the probability of a conditionally neu-
tralised automated control system, which is determined
depending on the number of conditionally neutralised
automated control systems and is calculated using the
equation:

APi.p = Pg.rei - Pg.ajei’ (9)
where: P? . — probability of preserving protected facility
in case of resistance to electronic means of influence (ob-
struction of them), P? . - probability of preserving the
protected facility without taking measures to counteract
the means of electronic influence.

For a situation where facility protection is performed,
equation (9) can be rewritten as follows:

=1-e NREIAPp.s REVNAAM
PREI l-e P ’

(10)
where: P ... — probability of preserving a critical facility
only REI, N, — number of REI, N, ,,, — number of AAM.

The analysis indicates that when evaluating the ef-
fectiveness of actions, only the ability of physical or ra-
dio/electronic exposure to a certain amount of air defence
equipment to destroy the protected facility is considered
(Sowers et al., 2017). Thus, considering the above-men-
tioned disadvantage, it is proposed to formalise the de-
pendence in such a way as to determine the effectiveness
of interaction:
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Mm.e.destMPI + K
Naam

P = 1—e_(
where: M__, . — mathematical expectation of the num-
ber of destroyed AAMMPL K ~— MPI and REI compatibil-
ityratio,M__ . . ., — mathematical expectation of the num-
ber of AAM destroyed by REI, K - opportunity realisation
coefficient, M__, . - mathematical expectation of the
number of destroyed air defence systems at low altitudes.

Therefore, it can be determined that to evaluate the
effectiveness of joint actions of MPI and REI locations,
generalised indicators are used in the form of mathemat-
ical expectations of the number of AAM air attack vehicles
that are not able to perform their assigned tasks (P), and
calculated by equation (11). Based on the value of this indi-
cator, it is possible to estimate the expected results of MPI
and REI actions, the level of AAM losses, and the degree
to which they perform their task of hitting a critical ener-
gy facility. For the location of means of physical influence
on the site, the method of directed selection of possible
options for the composition of means within the existing
structure was used, while MPI was placed at fixed distances
from each other relative to the security facility. To apply
this methodology, coefficients were used:

D (12)

MPL-RELmin ~ &5
where: D, o0 i — Minimum range of MPI and REI from
the centre of the protected facility, at which their specified
number is evenly distributed at ] intervals, a — uniformity
coefficient.

For the relative location of MPI and REI, their relation-
ship and their location relative to the protected facility are
taken into account using the appropriate ratios:

Mm.e.dest.REI
comp. + Ko

Mm.e.dest.low.alt)

o NaaM

Naam

) (11

where: D, - detection range, D, -~ minimum supply of
ammunition.

Dr.a = VAAMTam.d.AAM min A+ VAAM TAAM dest? (14)
where: V,,, VVV — AAM speed, km/min, T,_, ,,\mn — time

of dropping ammunition from the air defence system, min,
A - lag of weapons (ammunition) using air defence sys-
tems, km, T,,, ,... — time of destruction of AAM.

For effective protection of the facility by means of
electronic influence, it is important to place the REI at a
certain distance , which should have less value , and at best
be zero. However, limiting the reduction in the distance of
the REI location is associated with the risk of hitting the
defence facility when using homing weapons with REI ra-
diation. The condition that sets the minimum and optimal
values has the following form:

D

>
REIZ Dr.d.am r.prot Ga.&error’ ( 1 5)

where: D_, - radius of destruction of protected facility
by ammunition, d - radius of protected facility, o
average square error of a homing weapon.

The problem of calculating the distance between the
locations of anti-aircraft missiles when protecting a facility
from air strikes is solved by selecting the locations of an-
ti-aircraft missiles (Ivanets et al., 2023). The results show
that it is strategically important to pre-place physical and
electronic warfare equipment throughout the protected
area or in key areas. The simulation performed in this study
allowed estimating the probability of holding a protected
target in the event of an air attack by a standard anti-air-

a.s.error

D, iorremin = Per € 0,65D (13)  craft missile, such as cruise missiles or unmanned aerial
vehicles, at different altitudes (Fig. 2).
0,8 7 a—
pum Eup to 100 m
0,75 7 ® 100-500 m
500-1000 m
0,7
more than 1000 m
0,65 -
The cruise UAV of the
missile “Shaheed” type

Figure 2. Diagram of the probability of preservation of critical facilities of the energy complex

Source: compiled by the authors

Analysis of the obtained data allows for the conclu-
sion that the implementation of the proposed solutions
can guarantee the safety of the protected facility during
air strikes with a probability from 0.7 to 0.8 (Kopczewski et

al., 2023). Thus, the use of these recommendations will
significantly increase the effectiveness of protecting both
critical facilities and the civilian population, and territories
from possible consequences of damage to energy facilities.
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DISCUSSION

Protecting critical infrastructure facilities from air strikes is
an extremely important task in the face of modern threats
and conflicts. The ability to ensure effective protection of
such facilities becomes strategically important not only for
ensuring national security, but also for maintaining the
stability and functioning of society. In the context of avia-
tion threats, the modern development of unmanned aerial
vehicles and cruise missiles creates new challenges for the
protection of critical facilities. The combined use of vari-
ous forces and means becomes a key aspect of the defence
strategy. On the one hand, it is important to have effective
means of physical influence, such as anti-aircraft systems,
anti-aircraft missiles, and air defence systems that can pro-
vide active protection against aircraft and missiles. On the
other hand, electronic means, such as early detection and
prevention systems, can make important contributions to
the prevention, detection, and neutralisation of threats.
The effectiveness of the joint use of these forces and means
is determined by their interaction and coordination. Re-
search in the field of protecting critical infrastructure from
air strikes can identify optimal strategies and technolog-
ical solutions for this joint use. Solving these problems
can serve as a basis for developing effective security and
protection policies aimed at ensuring the stability and se-
curity of critical facilities in modern conditions of threats.
This research can also contribute to the development of
integrated protection strategies, taking into account the
challenges of the modern military environment, and help
improve security policies to ensure the sustainability of
critical facilities.

Based on the results of recent study by M. Piekarski &
K. Wojtasik (2022), protecting critical infrastructure from
air threats in Poland is a high priority task in the context
of modern security challenges. Poland, as a member of
North Atlantic Treaty Organization (NATO) and the Eu-
ropean Union (EU), faces a variety of potential threats,
among which air attacks can be particularly serious. Giv-
en the country’s geopolitical position, the importance of
its economic infrastructure and energy facilities, effective
protection becomes a key component of national security.
Poland can use state-of-the-art technologies and strate-
gies to ensure the protection of critical facilities. The de-
velopment and improvement of early detection systems,
air defences, and modern technical solutions for neutral-
ising air threats can contribute to the creation of a reliable
security system. The ability to integrate various means of
physical and electronic influence, optimise their use and
ensure coordination in activities is of great importance.
Ukraine may also consider cooperation with other coun-
tries and international organisations to share experience
and develop joint strategies in the field of critical infra-
structure protection. This approach will ensure not only
national, but also collective security in the face of increas-
ing threats in the modern world.

Referring to the definition of T. Lovecek et al. (2021),
modelling and simulation are important tools for improving

A. Volkov et al.

the protection of critical infrastructure and ensuring the
sustainability of the basic needs of citizens. These ap-
proaches provide an opportunity to address complex chal-
lenges and identify optimal strategies for responding to
possible threats. By creating mathematical models of vul-
nerabilities and scenarios of possible attacks, it is possible
to effectively analyse the system and develop preventive
measures. Simulations, in turn, allow virtually reproduc-
ing different situations and test the effectiveness of differ-
ent protection strategies. These tools can be used to train
personnel, analyse the reality of the security system, and
improve infrastructure. Further development of simulation
and simulation technologies can significantly improve pre-
paredness and response to new threats, providing reliable
protection for both critical infrastructure and the basic
needs of citizens in today’s unpredictable environment.
A.B. Daricili & S. Celik (2022) determined that cyber-
security of critical infrastructure is a top priority in ensur-
ing the sustainability of society in the face of an increasing
number of cyber threats. Critical infrastructure, such as
energy facilities, transportation systems, and communi-
cations, is being targeted by attempted cyber-attacks that
can have serious consequences for national security. It is
important to identify and implement measures to prevent
cyber threats using advanced technologies and strategies.
The development of effective systems for detecting and
responding to cyber-attacks, and training personnel in the
field of cybersecurity plays a key role in ensuring the integ-
rity and operability of critical infrastructure. The analysis
of the results and conclusions shows the relevance of us-
ing artificial intelligence and machine learning to predict
and prevent cyber threats in the field of cybersecurity of
critical infrastructure. Strengthening cooperation between
government agencies, the private sector, and cybersecurity
experts is becoming an important prerequisite for success-
fully countering cyber threats in critical infrastructure.
Researcher M. Borocz (2021) determined that the poli-
cy of protecting critical infrastructure in the European Un-
ion is a key element of the strategy for ensuring national
security and sustainability. This policy is developed and im-
plemented to prevent and counter threats that may affect
important sectors such as energy, transport, and telecom-
munications. One of the key initiatives is the creation of the
European Union Agency for Cybersecurity (ENISA), which
acts as a cybersecurity coordinator and consultant for EU
member states. The centre promotes the exchange of infor-
mation, provides recommendations and develops strate-
gies to improve the protection of critical infrastructures in
Europe. It can be agreed that considerable attention is also
paid to the development of cyber defence standards and
regulations that take into account the specifics of different
critical infrastructure sectors. The introduction of innova-
tive technologies such as artificial intelligence and block-
chain into security systems is also becoming an important
stage in the EU’s critical infrastructure protection strategy.
As noted by . Roman & K. Cyganczuk (2022), the le-
gal dimension of protecting critical infrastructure is an
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important component of a national and international
security strategy. Many countries are actively developing
and improving legal frameworks for the effective protec-
tion of facilities of strategic importance for national se-
curity and sustainability. In most cases, these laws and
regulations define the list of critical facilities, establish
requirements for their protection, and also provide for li-
ability for violation of these requirements. They can also
define incident response procedures and interactions be-
tween public and private actors in protecting critical infra-
structure. The findings of researchers confirm the results
obtained. It is important to keep in mind that such a legal
framework should be flexible and consider the rapid devel-
opment of technologies and changing threats. Ensuring the
effectiveness of these legal mechanisms requires constant
updating and adaptation to new challenges, in particular,
in the field of cybersecurity.

R. Cantelmi et al. (2021) showed by their work that
in the context of the sustainability of critical infrastruc-
ture, the key element is the use of qualitative research ap-
proaches for comprehensive analysis and the development
of effective protection strategies. One of these approach-
es — a system analysis method that allows considering a
critical infrastructure as a complex system, considering the
relationships and dependencies between its components.
Researchers also actively use mathematical modelling to
analyse the vulnerability and effectiveness of sustainabili-
ty measures. This allows conducting scenario and strategic
analyses, identifying weaknesses, and developing optimal
protection methods. Modelling is also used to simulate a
variety of scenarios, including natural disasters and cy-
ber-attacks, which helps improve response and recovery
strategies. However, it is important to note that the appli-
cation of qualitative research methods also includes the
analysis of modern technologies, considering socio-eco-
nomic aspects and interaction between security actors.
This approach allows viewing critical infrastructure in its
full context, providing more effective sustainability and se-

that require reliable protection from air strikes. Such fa-
cilities may include power plants, substations, gas pipe-
lines, and infrastructure that is important for the normal
functioning of the country and its economy. According to
the above method, the means of physical and electronic
influence are located at a certain distance from security
facilities in order to prevent unmanned aerial vehicles
and cruise missiles from entering the zone of critical en-
ergy facilities.

It is proposed to use physical means to protect crit-
ical energy facilities from air attacks, included in the in-
tegrated model for evaluating the effectiveness of using
these means, provide an opportunity to confidently assert
that their use in protecting critical energy facilities from
air strikes will ensure its safety with a probability from 0.7
to 0.8. To assess the effectiveness of interaction between
physical and electronic means, it is a generalised indicator
in the form of mathematical expectation of the number of
missiles that have not completed their mission, and is de-
termined in relative terms. By the value of this indicator,
it is possible to estimate the expected results of interac-
tion between physical and electronic means of influence,
the level of losses from air attack means and the degree of
their performance of tasks.

The research shows the expediency of taking measures
to improve the effectiveness of protecting critical facilities
of the state’s energy complex from air strikes due to the
joint use of various forces and means, which is conditioned
by the need to ensure the survival of the state, preserve th
e environmental situation in the region of the location of a
particular critical facility due to catastrophic consequences
in case of damage.

It is advisable to further investigate the mechanisms
of interaction and integration of innovative technologies
in critical infrastructure protection systems to ensure the
sustainability and effectiveness of countering modern avi-
ation threats.
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3axmucT 06’eKTIiB KPUTUUHOI iHppaCTPyKTypu Bia NOBITPSHUX yaapiB
3aBASAKM CYMICHOMY 3aCTOCYBaHHIO Pi3HUX cus i 3aco6iB

AHoOTAaUifA. AKTYalTbHICTh DOCTiAKEHHS MMiJKPECTIOETHCS HEOOXiJHICTIO BUBYEHHS Ta PO3POOKM e(eKTUBHUX CTPATETI i
3aXMCTY KPUTUYHO BAKIUBUX 00 €KTIB iHGOPaCTPYKTypu AepskaBy, B KOHTEKCTi pociiicbKoO-yKpaiHchKoi BiftHM 2022 POKYy.
MeTo10 JaHOTO TOCTisKeHHS € OI[iHKa e(eKTUBHOCTI B3aeMogii MiX Qi3uuHMMY Ta pazfioeeKTPOHHUMM 3ac06aMi BILIUBY Y
KOHTEKCTi 3aXUCTy 00’ €KTiB KpUTUUHOI iHDPACTPYKTypU eHepreTMUHOTO KOMILIEKCY Bill aTak MoBiTPsIHMX yaapiB. O6’eKToM
IOCITiIKEHHST € CUCTeMA 3aXMUCTY KPUTUYHO BAKIMBUX 00’EKTIB eHEPreTMYHOTO KOMIUIEKCY AepyKaBu. JocaigHuITbKi
MeTOAM BKIIOUAIN B cebe BUKOPUCTAHHS CUCTEMHOTO aHasli3y, pO3pO0OKyY CTpaTerTiil 71 BU3HAYEHHST ONITUMaJIbHUX
MiCIIb pO3TallyBaHHS 3ac06iB (pi3MUYHOrO BIUIMBY Ta BUKOPUCTAHHS MAaTEeMaTUIHOTO MOJE/NI0BaHHS. [TOCTiIKeHHS B
obmacTi B3aeMogii Ta 0IHOYACHOTO BUKOPUCTAHHS (Qi3UUHMX Ta PaSioeIeKTPOHHMX 3aC06iB BK/IIOUAIO TeOPeTUUHMIA
aHasii3 abCTpaKTHMUX 06’eKTIiB Ta iX B3a€MO3B’s13KiB. Lli 06’€KTM KOHCTPYIOBAINCS IJ1s1 CTBOPEHHS i/1eaTi30BaHOr0 OMUCY
Ta BMBUYEHHS MOXIMBUX ClleHapiiB, a TaKOX [JI1 BU3HAYUEHHS ONTUMMAaJbHUX [ili Y KOHKPETHUX CUTYyalligX. Y LIbOMY
JIOCTiIKeHH] TeTalbHO PO3TVISIAAINCS MOKIMBOCTI MiABUILEHHS e(eKTUBHOCTI 3aXMUCTy BXKIMBYUX 00’ €KTiB eHepreTUIYHOTO
KOMIIJIEKCY Bij aBiaygapiB 3a JOMIOMOTOI0 BUKOPUCTAHHSI KOMOiHOBaHMUX CTPATETiil, TAKMUX SIK 3€HiTHUIT BOTOHb Ta
TIPOTUTIOKEKHMIA 3aXMCT. AHAi3yBaauCsl MeTOIM BU3HAUYEHHST ONITMMAaIbHMUX MICIIb PO3TAIlyBaHHS 3ac06iB (i3nuHOro
BIUTVBY, IO IO3BOJISLIY Tlepef6avyaTyi O4iKyBaHi pe3yibTaTy Mpy iXHbOMY CIiIbBHOMY BUKOpUCTaHHI. PO3po6i1eHo HayKOBO-
0OrpyHTOBaHi pekoMeHaallii 3 epeKTUBHOTO iHTerpyBaHHSI LIX METO/IiB, 10 € HOBATOPCHKMM ITiIXOL0M 0 ITpoGIeMu.
3acobu (i3MyHOro BIUIMBY BKIIIOYA/IM CTPIIEIbKY 36p010, SIKa CTAHOBWIIA YaCTUHY 036poeHHSsT 36poiinux Cyt Ta iHImmMx
MIPaBOOXOPOHHMX OPraHiB, a TAKOK 6e3MiIOTHMKM-TIepPeXoIuToBayi. 3acobu paJioeneKTpPOHHOTO BIUIMBY BKIIOUA/IN B cebe
TeXHiuHi 3ac06M pafiouacToTHOI 60pOTHOM Ta eeKTpoMarHiTHi rapmatu. [IpakTuyHe 3HAUEHHS 1€l pOOOTH TOJSTAE B
TOMY, 1[0 BOHA MPeJICTaBJIsIE KOHKPETHI CTpaTeTii Ta TeXHOMOTIuHi pillleHHsI /15T KOMIUIEKCHOTO 3aXMUCTY 00°€KTiB KPUTUIHOI
indpactpykrypu Big aBiaymapis. Lle mocimskeHHSI MOsKe CITY>KUTU OCHOBOIO JI7IsT pO3p06KM e(eKTUBHUX MOMITUK Ge3TeKn
Ta 3aXMCTy B KpaiHax Ta perioHax, CIPUSIIOYN MMiIBUILEHHIO 3arajJibHOTO PiBHS CTiliKOCTi Ta 6e3meKu

KniouoBi cnoBa: eHepreTMuHMiI KOMILIEKC AepskaBy; POCiiicbKO-yKpaiHchKa BifiHa; 3aco6u (isMuHOTO BIUIUBY;
panioxBwWIi; MOBITPSIHUIT HaMay,
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