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Quantum cryptography: Theoretical foundations
and practical implementations for the protection of critical infrastructure

Abstract. The purpose of the article was to theoretically determine harmonised criteria for the applicability of quantum key
distribution for the protection of critical infrastructure, taking into account the long-term risk of decryption by adversaries
possessing quantum computational resources and traffic archiving capabilities. The methodology relied on a theoretical
systems analysis of three Quantum Key Distribution subsystems — sources, detectors, and channels (fibre/free space) —
complemented by simplified models of the link budget and bit error probability. A concise scenario analysis was conducted
for banking networks, energy systems, and government communications, taking into account scalability, compatibility, and
cost. The main results showed that laser intensity stability of 1-2% and higher detector efficiencies — 60-70% for Avalanche
Photodiodes and 80-90% for Superconducting Nanowire Single-Photon Detectors — extended practical distances and reduced
errors. Without trusted nodes in fibre, 150-200 km was achievable; for urban Free-Space Optics lines, 5-20 km was optimal,
while longer distances required network segmentation or satellite segments. Architecturally, it was justified that: for banks —
rings with trusted nodes and Free-Space Optics reserve; for energy systems — dual fibre channels “control centre-substation”
with a local key cache; for government communications — segmented domains with interagency gateways and satellite
redundancy. In all scenarios, a Quantum Key Distribution+Post-Quantum Cryptography hybrid with short key rotation and
operational countermeasures against attacks on detectors and channels was appropriate, confirming practical suitability
for urban and regional networks. The practical significance lay in providing engineering teams in banking, energy, and
government communications with ready-made architectural profiles — from rings and dual fibre channels to segmented
domains — with Key Management System/Hardware Security Module integration, definition of Service Level Objective/
Service Level Agreement, and phased roadmaps. For regulators and operators, this formed a basis for updating requirements
and audits, as well as for planning redundancy (Free-Space Optics/satellite) and Total Cost of Ownership categories

Keywords: key distribution; laser sources; photonic detectors; optical fibre; free-space communication; trusted nodes;
banking networks

INTRODUCTION
Relevance was driven by the need of critical infrastruc- channels between data centres, processing nodes, and
ture for service continuity, strict timing guarantees, and  branches; the energy sector required low latency between
fault tolerance. Banking systems required secure scalable  control centres and substations; government communications
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required intercity and interagency routes with redun-
dancy and access segmentation. Against the backdrop of
the long-term “store now — decrypt later” risk, interest in
quantum key distribution (QKD) as a physically ground-
ed complement to classical cryptography was growing,
although deployment was complicated by channel losses,
atmospheric factors, network heterogeneity, and require-
ments for interagency key management.

The reviewed studies systematised two main families
of QKD protocols — prepare-and-measure and entangle-
ment-based - in discrete-variable and continuous-variable
implementations, focusing on the relationship between
acceptable Quantum Bit Error Rate (OBER) levels and the
secret rate on the one hand and source and detector pa-
rameters on the other. The works emphasised the critical-
ity of intensity and frequency stability, jitter, background
radiation levels, quantum efficiency, dark counts, and re-
covery time, as well as the role of synchronisation and cor-
rect calibration of polarisation/phase. The meta-review by
L. Gyongyosi et al. (2019) additionally emphasised the im-
portance of decoy states, Measurement-Device-Independ-
ent/Device-Independent (MDI/DI) settings, and finite-key
corrections for network scenarios, but mostly in general
terms, without deriving unified engineering criteria for
specific classes of critical infrastructure and without a ho-
listic comparison of technical requirements with architec-
tural and economic constraints.

A separate body of work devoted to modelling the
Bennett-Brassard 1984 (BB84) protocol detailed the im-
pact of channel losses, background events, basis mis-
match, the choice of timing-window width, discrimination
thresholds, gating and filtering parameters on the secret
rate, the intrusion-detection threshold, and achievable
distance. In a number of studies, including T.-T. Nguyen et
al. (2023), practical approaches were proposed for tuning
receiver paths for fibre and Free-Space Optics (FSO) links,
forming a basis for technical and technological recom-
mendations. At the same time, existing models typically
considered isolated configurations or laboratory con-
ditions, accounted only limitedly for hybrid topologies
combining fibre, FSO, and satellite segments, integration
with key-management systems and Service Level Objec-
tive/Service Level Agreement (SLO/SLA) requirements,
and almost did not propose harmonised suitability crite-
ria specifically for banking networks, energy systems, and
government communications. This structural limitation
delineated the problem space for further research.

Reviews of 6G and URLLC services highlighted the
fundamental need to combine physically protected key
distribution with post-quantum cryptography (PQC), and
to embed crypto functions into Software-Defined Net-
working/Network Functions Virtualisation (SDN/NFV)
architectures with separation of control/user planes and
strict latency budgets under Precision Time Protocol/
Synchronous Ethernet (PTP/SyncE). However, cross-sec-
tor reviews lacked domain-specific, quantitative criteria
for critical infrastructure — banking networks, energy, and

government communications — tied to target SLOs and
component parameters. The study by M. Hoschek (2021)
emphasised slice isolation, distributed key caches, and
telemetry for SLA control, but did not establish a direct
link between telemetry and the link budget and secret
rate, nor with orchestration of Key Management System/
Hardware Security Module (KMS/HSM) under specific time
budgets. The work by D. Rahmayanti (2025) outlined the
applicability of QKD in 5G/6G transport with account tak-
en of radio and FSO channels, showing “windowed” avail-
ability due to turbulence, precipitation, and daytime illu-
mination and justifying spatial-spectral filtering, adaptive
apertures, auto-tracking, and route redundancy, but did
not reduce these factors to unified suitability and life-cy-
cle cost profiles for specific domains.

S. Rajpoot et al. (2023) systematised requirements
for trusted-node networks and highlighted trade-offs be-
tween route length, key rotation, and acceptable QBER,
but without SLO-oriented integration with SDN/NFV
and without comparing fibre/FSO/satellite hybrids spe-
cifically for critical-infrastructure tasks. The review by
I.B. Djordjevic (2022) substantiated layered complemen-
tarity of the physical layer, QKD, and PQC with Perfect
Forward Secrecy (PFS) support and KMS/HSM integra-
tion, but left open the numerical norms for components
and the direct impact on ntot, OBER, and achievable SLOs
in applied scenarios. Results by P. Dharanish et al. (2024)
demonstrated the viability of Field-Programmable Gate
Array (FPGA) implementations of PQC (acceleration of
KEM and signatures), but did not define policies for allo-
cating quantum keys between flows with different latency
requirements and session lifetimes.

Practical countermeasures proposed by C.-L. Chen et
al. (2025) - Quantum Random Number Generator
(ORNG), decoy states, active monitoring of sources and
detectors, checks against blinding attacks — were not tied
to standardised telemetry thresholds and the impact on
SLO/Total Cost of Ownership (TCO) under operational
conditions. Thus, the existing literature set out princi-
ples (QKD + PQC hybrid, SDN/NFV manageability, trust-
ed-node topologies, “windowed” FSO/satellite opera-
tion), but did not form a unified, quantitatively defined,
domain-oriented set of criteria. The article proposed to
close this gap: to normalise source and detector parame-
ters and synchronisation requirements, to build suitabil-
ity maps for fibre, FSO, and satellite channels, to define
SLO classes and TCO profiles for three domains, and to
determine orchestration policies for KMS/HSM and quan-
tum-key allocation in the QKD +PQC hybrid with account
taken of latency budgets and traffic prioritisation.

The problem space, therefore, lay in the absence of
a harmonised systematisation of requirements for com-
ponents and channels with a direct linkage to banking
networks, energy-system control, and government com-
munications, as well as in the shortage of theoretical com-
patibility and cost models that allow comparison of inte-
gration options at the architectural level.
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The purpose of the study was to form a systemic
framework for evaluating the feasibility of implementing
QKD in three typical critical-infrastructure scenarios —
banking networks, energy-system control, and government
communications — taking into account scalability require-
ments, integration with fibre, free-space, and satellite
channels, and full life-cycle costs. The research hypothesis
was that integrating physically grounded key distribution
with key life-cycle management and compatible transport
infrastructure would provide a practically suitable level of
security, fault tolerance, and scalability over urban and re-
gional distances without unacceptable costs.

MATERIALS AND METHODS

The study was purely theoretical in nature and was based
on a systems analysis of three classes of QKD subsystems:
radiation sources, photonic detectors, and quantum com-
munication channels. For sources, intensity and frequency
stability, polarisation constancy, timing jitter, and back-
ground radiation were considered; for detectors — quantum
efficiency, dark count rate, dead time, and timing jitter; for
channels - the loss budget and fluctuations. Closed-form
estimates of the link budget and errors were used: optical
losses in fibre were modelled as (formula 1):

A(d) = afd + Aconn s (1)

where a; - fibre-specific loss (dB/km); d - route length (km);
A, — total losses at connectors/splices (dB). Analysis: in-
creasing d or o;linearly increases attenuation, compressing
the achievable range; a large A, creates a “fixed penalty”
even on short spans. Typically, ;= 0.17-0.25 dB/km; each

connector adds =0.2-0.5 dB. Total transmission (formula 2):

4
Ntot = Nsre X 10710 X gy, (2)

where 1, — the useful fraction of the photon flux from
the source (accounts for intensity/polarisation stability);
10-#10 — the channel transmission fraction, which depends
on attenuation A; n,, — detector quantum efficiency. Anal-
ysis: a decline in due to intensity/polarisation fluctuations,
or an increase in A, exponentially reduces n,,.; increasing ,,,
(APD=0.6-0.7; SNSPD ~0.8-0.9) directly raises the probabili-
ty of useful events and “compensates” for part of the channel
loss. The approximate bit error was evaluated by formula (3).

BER ~ pdc"'emispsig’ (3)
Dsig*tPdc

where p,, — the probability of detecting a useful signal per
pulse; p, — the probability of dark counts (detector noise);
e, — the fraction of errors due to basis/alignment mismatch
(polarisation, timing windows, phase shifts). Analysis: a
decrease in p, (due to low n,,) or an increase in p,, raises
OBER; reducing emis through polarisation/phase stabili-
sation and timing-window optimisation directly reduces
OBER. For CV-QKD, increased phase noise effectively in-
creased emis through quadrature imbalance; active phase
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locking reduced this contribution. For DV-QKD, “decoy”
intensities were taken into account; for CV-QKD — SNR of
homodyne/heterodyne measurement and phase stability.
Parameters were varied within practical intervals aligned
with industry practice, and the output metrics were achiev-
able distance, secret key rate, and QBER. No physical exper-
iments were performed; no equipment list was provided.
Assumptions for detectors were as follows: APDs oper-
ated in Geiger mode with active gating (windows 0.5-1.5 ns,
dead time 50-100 ns, jitter 50-80 ps), and discrimination
thresholds were selected by the criterion of minimising total
error. SNSPDs were considered in continuous counting mode
(without gating) with efficiency 0.8-0.9, dark-count rate <10!
cps, and typical receiver windows of 0.1-0.3 ns. These modes
fixed the initial conditions for calculating p,,, OBER, and
the secret rate. For each applied domain (banking networks,
energy systems, government communications), a set of can-
didate topologies and integration policies (TLS/IPsec, KMS/
HSM, PQC hybrids) was preliminarily formed, target SLOs for
availability/latency were set, and deployment staging was
fixed. For banking profiles, ring schemes with trusted nodes
and an FSO reserve were considered; QKD keys were assigned
to short-lived TLS/IPsec sessions with PFS for critical flows,
while mass channels were protected by PQC, with mandato-
ry integration with KMS/HSM. For trunks, a fibre + LEO/MEO
satellite-link hybrid with key buffering and route redundancy
was assumed. Fault-tolerance requirements were implement-
ed through two physically independent routes (fibre + FSO
or two fibres from different operators) combined with a
path-diversity policy at the level of network management.
Comparative modelling was performed for three trans-
port classes: point-to-point fibre segments without trusted
nodes, fibre networks with trusted nodes/key routing, and
free-space (FSO) links, as well as the combination with sat-
ellite segments. For fibre, an exponential attenuation law
(via a) with additional connector losses was applied; for
FSO - windowed availability models taking into account
turbulence, precipitation, and background illumination; for
satellite links — pointing geometry and atmospheric losses
with time “visibility windows”. For each configuration, the
following were evaluated: (1) indicative secret-key rate (or-
ders of magnitude), (2) probability of meeting target SLOs for
availability, (3) sensitivity to degradation of component pa-
rameters. Topological analysis covered rings and stars with
trusted nodes, fibre + FSO hybrids, and inclusion of satellite
segments for intercity routes. The obtained estimates served
as the basis for distance ranges, availability indicators, and
key-rate profiles, subsequently summarised in results tables.
First, p;, and QBER were obtained from the link budget and
configurations without a positive secret rate were filtered
out. For suitable variants, the secret-key rate was calcu-
lated and binned by order of magnitude: kbit/s, 10 kbit/s,
100+ kbit/s. Availability (SLO) was classified by classes:
A >299.99%, B =99.95-99.99%, C =99.9-99.95%, D = 99.0-
99.9%, E<99.0%. Sensitivity was determined under param-
eter variations of £10% or +1 dB to losses: low — <10% rate
drop; medium - 10-30%; high — >30% or loss of a positive
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secret rate. For further calculations, normalised ranges of
source, detector, and synchronisation parameters were
fixed (intensity, polarisation, linewidth, detection efficien-
cy, dark counts, dead time, jitter, timing windows, and mon-
itoring). The bounds were selected with account taken of
practical intervals: intensity stability <1-2% RMS, polarisa-
tion stability >25-30 dB, APD efficiency 60-70% and SNSPD
80-90%, dark counts for APD <102-103% cps and for SNSPD
<10! cps, typical timing windows 0.2-1.0 ns. The stated
intervals were used as input constraints in all link-budget
models, n,,/OBER calculations, and scenario comparisons of
channels and topologies. Parameterisation covered the fol-
lowing subsystems and protocols: laser source for DV-QKD
(BB84 with “decoy” intensities), local oscillator for CV-QKD
(GMCS); APD detectors for DV-QKD and SNSPD detectors
for DV and CV implementations; synchronisation subsys-
tems for DV-QKD (BB84 + decoy, MDI), for CV-QKD (GMCYS),
and for entanglement-based variants (E91/BBM92); mon-
itoring subsystems for DV-QKD (BB84 + decoy, MDI), CV-
OKD (GMCS), and entanglement-based (E91/BBM92).
All listed components were included in the link-budget
calculations, ntot estimates, QBER, and secret-key rate.

Scenario analysis was conducted for three applied crit-
ical-infrastructure domains: banking networks, energy-sys-
tem control, and government communications. For each
scenario, architectural profiles were formed: recommended
topology; integration with classical protocols (Transport
Layer Security (TLS) and Internet Protocol Security (IPsec)),
KMS/HSM and PQC hybrids; requirements for latency, avail-
ability, and fault tolerance; a phased deployment plan. Hy-
brid trunk: fibre - the primary transport; LEO/MEO satellite
links - reserve/bridge for intercity sections with “windowed”
availability. Quantum-key exchange was performed oppor-
tunistically, key material was buffered in edge KMS/HSM
with lifetime limits and used to bridge pauses between “win-
dows”. Route redundancy ensured path diversity under SDN
control, with automatic switching to an alternative path (fi-
bre priority). Compatibility was assessed at the network level
(SDN/NFV manageability, Wavelength-Division Multiplexing
(WDM) coexistence for Continuous-Variable Quantum Key
Distribution (CV-QKD), optical isolation for Discrete-Varia-
ble Quantum Key Distribution (DV-QKD)) and at the appli-
cation level (key life-cycle policies, rotation frequency, PES).
For DV-QKD with “decoy” intensities, automated calibration
of the “signal/decoy” power ratio and continuous moni-
toring of parasitic ASE with pre-set alert thresholds were

envisaged; procedures were performed at initialisation and
periodically during the session for timely recalibration. The
economic component was implemented as a structured TCO
model: Capital Expenditures (CapEx) (optics, detectors, sat-
ellite inserts), Operating Expenditures (OpEx) (calibration,
monitoring, audit), integration costs (KMS/HSM, node up-
grades), staff training, and risk costs. Threat modelling was
also carried out: attacks on measurement modules (blinding,
timing shifts), “Trojan” injections, store-now/decrypt-later
with the use of quantum memory. For each threat, techni-
cal (MDI/DI) paradigms, power/spectrum monitoring, ran-
domised window sampling), organisational (HSM, domain
segmentation, audit), and operational countermeasures
were defined, as well as residual risk. The combination of the
stated methods directly produced the normalised compo-
nent ranges, channel suitability maps, and applied profiles.

RESULTS

Systematised quality criteria for sources and detectors
For radiation sources, it was established that intensity sta-
bility within €1-2% RMS over the operating interval and lin-
ear polarisation stability of no worse than 25-30 dB ensured
reproducibility of state encoding in prepare-and-measure
protocols. For discrete-variable implementations with de-
coy intensities, automated calibration of power ratios and
monitoring of parasitic amplified spontaneous emission
(ASE) background radiation with alert thresholds were rec-
ommended. In continuous-variable (CV-QKD) implementa-
tions, stability of the local-oscillator phase and low source
phase noise were critical; within the study, normalisation
was adopted at the level of a narrow frequency band (a few
hundred kHz) for sources aligned with local oscillators.

For detectors, it was established that detection effi-
ciency >60-70% for avalanche photodiodes (APD) in Gei-
ger mode and >80-90% for superconducting nanowire
single-photon detectors (SNSPD) substantially reduced re-
quirements for channel length or intensity. In parallel, low-
er bounds for dark counts in the range <102-103 cps for APD
and <10! cps for SNSPD reduced the contribution to QBER
and increased the usable key-sifting rate. Dead time <50-
100 ns for APD and <20-50 ns for SNSPD, and jitter <50-80
ps, were defined as practical reference points for urban and
regional profiles. In Table 1, the recommended parameter
ranges for sources, detectors, and synchronisation were sys-
tematised (intensity, polarisation, linewidth, efficiency, dark
counts, dead time, jitter, timing windows, and monitoring).

Table 1. Recommended parameter ranges for sources and detectors

Subsystem Protocol/class Key parameters Recommended range/note
Intens(lfg\l/lsst)ablhty <1-2% over the session interval
Source (laser) DV-QKD (BB84+decoy) Linear polarisation Stability >25-30 dB
Linewidth Narrow (hundreds of kHz) for stable interference

Source CV-QKD

Phase noise

Low: 0¢<0.1-0.2 rad; SSB PN <-90/-120/-140 dBc/Hz
@10 kHz/100 kHz/>1 MHz; Av<100-300 kHz;
active phase locking

(local oscillator)

Relative intensity
noise

Minimisation of ASE, real-time monitoring:
C-band #1-1.5 nm from the carrier (windows 0.2-
0.4 nm =~ 25-50 GHz); RIN 10 kHz-20 MHz
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Continued Table 1.

Subsystem Protocol/class Key parameters Recommended range/note
Detection efficiency 260-70% (near-IR)
Detector (APD) DV-QKD Dark counts <102-103 cps; active gating
Dead time / jitter <100 ns/<80 ps
Detection efficiency >80-90%
Detector (SNSPD) DV/CV Dark counts <10! cps
Dead time / jitter <50 ns/<50 ps
DV-QKD (BB84 +decoy, MDI); - N .
Synchronisation | CV-QKD (GMCS); Entanglement- Co&?ﬁfgxce Tunable,(g}l))%n(l)l?S:itllcgnnfqrssi\ll\lslingng Egan 0-2-1.0ms
based (E91/BBM92) ->-L.5ms; -1-0.3ns)
. Detection of blinding, “Trojan” injections, afterpulsing:
DV-QKD (BB84 +decoy, MDI); ’ . > o
Monitoring CV-QKD (GMCS); Entanglement- | Security parameters power thres}igl%—S 5'“_2.5 éiBm,(? lzltboi_banfl monitoring
based (E91/BBM92) .. *2-5nm (windows 0.2-0.4 nm);
tail monitoring 0.1-10 ps (APD 1-10 ps; SNSPD <0.5 ps)

Note: low local-oscillator phase noise: o <0.1-0.2 rad (RMS, band 1 kHz-10 MHz); SSB PN<-90 dBc/Hz @ 10 kHz,
<-120 dBc/Hz @ 100 kHz, <-140 dBc/Hz @>1 MHz; source/LO linewidth Av < 100-300 kHz; residual phase-tracker
error < 5-10° (RMS). Active phase locking - mandatory. near-IR - near-infrared

Source: compiled by the authors based on D.V. Reddy et al. (2020), Y. Shao et al. (2021), C. Yu et al. (2024)

For DV-QKD, intensity stability at the level of <1-2%
RMS preserved the correctness of selecting “decoy” in-
tensities and reduced statistical biases; deterioration to
~3-5% increased the conservatism of intrusion estimation
and reduced the secret rate in weak-signal regimes. Linear
polarisation stability of around 25-30 dB ensured selec-
tivity in the bases, whereas ~20 dB already noticeably in-
creased OBER due to degraded orthogonality. For CV-QKD,
low local-oscillator phase noise and active locking main-
tained the SNR of homodyne/heterodyne measurement;
without these measures, quadrature variance increased,
and the secret rate fell under an unchanged loss budget.
Detector efficiency remained key: approximately 60-70%
for APD and 80-90% for SNSPD increased the registration
probability and “absorbed” several decibels of additional
loss; a decrease by ~10 pp reduced the practical range by
tens of kilometres. Limiting dark counts (on the order of
102-103 cps for APD and 10! cps for SNSPD) reduced the
background contribution to QBER; exceeding these levels
required either narrowing timing windows with the risk
of losing useful events, or reducing the sifting rate, which
directly reduced the key rate. Within detector dynamics,
dead time and jitter should be kept at the level of “tens of
nanoseconds” and “tens of picoseconds” respectively, so as
not to limit pulse rate and the accuracy of time correlation.
The defined reference points were integrated into accept-
ance-testing procedures: verification of intensity stability
under thermal fluctuations, analysis of dark counts with
temperature taken into account, assessment of afterpuls-
ing, and modelling of blinding and “Trojan” injections. For
timely detection of degradation, telemetry was applied at a
rate of at least 1 Hz for sources and 10-100 Hz for detectors,
ensuring continuity of critical-infrastructure services.

Attenuation A(d) increased linearly with length and
the number of connections; an increase of +1 dB reduced
the transmission fraction 10-A/10 by approximately 20%,
and even a small fixed penalty A_,, substantially limit-
ed the operating range. Converting attenuation into the
channel transmission fraction and then accounting for

source and detector efficiencies showed that an additional
1-2 dB of loss reduced n,, by ~18-36%, with ntot scaling
proportionally with 5, and n,,. Transitioning from APD
to SNSPD increased path efficiency by on the order of 15-
30% under otherwise equal conditions. QBER estimation
revealed that reducing p,, as a result of increasing total
channel attenuation A to = 15-20 dB (e.g., 80-120 km of
fibre with «;~ 0.2 dB/km plus 6-8 connectors of 0.2-0.5
dB) or even adding +1...+2 dB to the baseline directly in-
creased the error rate, because ntot « 10-A/10 decreased
by ~18-36% and the relative contribution of dark counts
p,. increased. By contrast, reducing emis through polarisa-
tion/phase stabilisation and timing-window optimisation
(approximately 0.2-1.0 ns) consistently decreased QBER
by several percentage points. In CV-QKD, increased phase
noise raised effective e,,, but active phase locking recov-
ered part of the operating region in range; in DV-QKD,
the use of “decoy” intensities stabilised estimates of p,
in weak-signal regimes and maintained a positive secret
rate on longer links. Configurations with above-threshold
OBER were removed from further comparisons, which ex-
plains the reduction of usable range in high-loss scenarios.
Sensitivity analysis identified critical points at which an
additional connector (~0.2-0.5 dB) triggered a transition
from a positive to a zero-secret rate; increasing n,, and
N4 Dartly compensated fibre losses, reduced OBER, and
extended the operating range without increasing source
power. Collectively, these dependencies showed that man-
aging line losses and path efficiency determines the useful
signal p, and, consequently, the error level, shaping the
observed ranges and secret rates.

Comparative modelling results

for quantum channels and topologies

The second block of results concerned a comparative analy-
sis of communication channels and basic topologies. Three
operating regimes were aligned: (1) point-to-point optical
fibre without intermediate trusted nodes, (2) fibre segments
with trusted nodes and key routing, (3) free-space optical
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(FSO) communication for urban routes and satellite seg-
ments for intercity. The analysis was conducted with ac-
count taken of losses, fluctuations, background illumina-
tion, weather factors, and service-availability requirements.

For fibre lines, practical ranges of 150-200 km without
nodes were confirmed, provided the parameters in Table 1
were met and “decoy” intensities were used. For longer
distances, segmentation with trusted nodes was deemed
appropriate, shifting requirements from the physical lay-
er to organisational and cryptographic policies (physical

security, HSM, audit). For urban FSO, typical routes of
5-20 km were aligned, with sensitivity to meteorological
factors; nighttime windows and adaptive apertures/track-
ers improved the availability profile. For trunks, a hybrid
was recommended: terrestrial fibre segments + satellite
(Low Earth Orbit (LEO) and Medium Earth Orbit (MEO))
segments with key buffering and route redundancy. In Ta-
ble 2, the suitability of channels and topologies for different
environments and distances was summarised with typical
losses, target availability, and orders of key-generation rate.

Table 2. Suitability of channels and topologies for distances/environments

Typical

Indicative losses/

Channel/Topology environment Distance (km) factors Target availability Indicative key rate*
Fibre I;lzc)}‘)jgithout Urban/regional 50-200 kr(:i 17c_(§)n%1igt% /r s 99.9% tens of kbit/s
Fibre with trusted | - pegional/intercity 200-1,000+ by ;Fé’gtiiiﬁisiide 99.95%+ e oo

requirements

Inter—?:si;(:\i/r;g FSO Intra-urban reserve 1-5 L‘S%V;rl? EZE;?E::’ 99.9% tens of kbit/s

Satellite (LEO/MEO) | Intercity/interstate 500+ (projection) poin[t\itlrlré?tszll):ueé%over ;/X;Iilli%‘ﬁ?t% from(:lfrﬁltosi tt/c; tens

Note: * - rate depends on protocol, losses, and the parameters in Table 1; typical orders are given for planning
Source: compiled by the authors based on M. Ghalaii et al. (2023), A. Rayhan et al. (2025)

The range of 50-200 km for “pure” fibre without trust-
ed nodes corresponded to a practical loss budget of 8-20 dB
(including splices/connectors), within which the parame-
ters in Table 1 made it possible to keep OBER below thresh-
old values for a positive secret rate. Crossing the ~200 km
boundary without nodes, even with high-efficiency detec-
tors, theoretically required either unacceptably low error
rates from ideal components or a substantial reduction in
the key rate, which made the service uneconomic for most
applied critical-infrastructure scenarios.

Fibre networks with trusted nodes extended geograph-
ical coverage to hundreds and thousands of kilometres
via an organisational trust model: each segment ensured
locally high quality, while the key was routed through
nodes. Technically, this enabled aggregation of key rates
(hundreds of kbit/s in total), but shifted requirements to
physical security, HSM, audit, and segmentation of access
domains, which had to be accounted for in TCO. FSO links
of 5-20 km provided effective urban connections at low
deployment cost, but availability of 99.0-99.9% depended
strongly on climate: rain, fog, and daytime illumination re-
duced time windows of stable operation. For this reason,
FSO was appropriate either as a reserve to fibre (1-5 km
with 99.9% availability due to short baselines) or as a pri-
mary channel in scenarios where windowed availability
profiles were acceptable (for example, night-time windows
with illumination control in dense urban areas).

Satellite segments (LEO/MEO) logically imposed a
windowed availability regime and requirements for point-
ing/atmospheric transparency. Despite modest orders of
key rates (units-tens of kbit/s), such segments opened a

practical path for intercity/interstate trunks where contin-
uous fibre rings with trusted nodes were economically or
organisationally difficult. Thus, the “fibre + FSO/satellite”
hybrid optimised both range and fault tolerance. In sum-
mary, for designing critical-infrastructure networks it was
rational to combine fibre segments (as a high-availability
base) with FSO inserts (as an economical reserve or local
primary channel) and satellite links (as an intercity reserve
or temporary bridge), achieving compliance with SLO with-
out disproportionate cost growth.

Applicability for banks, energy systems, and the state
The third block of results transformed technical norms
into applied architectural profiles for three scenarios, in
each of which a recommended topology, an integration
policy with classical protocols and KMS/HSM, latency and
fault-tolerance requirements, an indicative cost catego-
ry, and a phased implementation plan were formed. For
banking networks, the suitability of branch-to-hub and
processing-centre interactions in the form of rings with
trusted nodes was established, enabling routing of key ma-
terial with local aggregation and rotation aligned with the
transaction profile. For critical payments, QKD keys were
used as material for one-time or partially one-time TLS/
IPsec sessions (PFS +PQC hybrid), while standard flows re-
mained on PQC algorithms with higher throughput. Due to
high sensitivity to outages, fault tolerance was ensured via
two independent physical routes (fibre + FSO or two fibres
from different operators).

In energy-system management, the suitability of dual
“control centre — substation” channels with geo-redundancy
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was confirmed, where QKD provided keys to protect crit-
ical telemetry and control commands (including for IEC
62351-compatible profiles), while classical channels served as
backup or transport. Strict requirements for latency and de-
terminism directed the design towards fibre segments with a
minimal number of intermediate nodes and a local key cache
at the edge. For government communications, hybrid archi-
tectures were formed with segmentation of access domains, in

Limar & Sevastieiev

which QKD keys remained within the domain, and inter-do-
main exchange took place through gateways with HSM and
trust policies. Satellite segments were used for intercity back-
bones and redundancy, while urban segments were built on
fibre with nodes. Table 3 summarised the applied deployment
profiles forbanking networks, energy systems,and government
communications: topologies, integration with classical cryp-
tography, SLOs, TCO categories, and implementation phasing.

Table 3. QKD deployment profiles — topology, integration, SLO, TCO, phasing

. Recommended Integration with SLO TCO category . .
Scenario . . Phased implementation
topology classical cryptography  requirements (5 years)
Banking Ring with trusted | TLS/IPsec with PFS; PQC 99.95%+, low Medium-hieh Urban pilot — regional
networks nodes +FSO backup hybrid; KMS +HSM RTO/RPO g rings — intercity backbones
IEC-compatible . Backbone section —
Energy systems Eﬁgls f&?é;olﬁgggeel; protection; local key Loéveltaetri?icgi’s};gh Medium critical nodes — scaling to
cache substation classes
Segmented . . . o s Urban cores — intercity
segments p sm gateways

Note: TCO categories (5 years) are interpreted as follows: medium - basic fibre infrastructure without expensive
components; medium-high - rings with trusted nodes and backup (FSO/second route) and increased availability
requirements; high - intercity/satellite segments with enhanced hardware security and complex integration

Source: compiled by the authors based on M. Stanley et al. (2022), ]. Faba et al. (2025)

For banking networks, ring topologies with trusted
nodes ensured uniform availability and the ability to route
the key even if an individual segment failed. FSO backup
enabled rapid service restoration during fibre incidents,
keeping RTO/RPO within strict limits. The QKD + PQC
hybrid made it possible to allocate QKD keys to transac-
tion-critical flows (short TLS sessions with frequent rota-
tion), while high-performance channels were handled by
PQC algorithms without a bottleneck on the quantum key
generation side. In the TCO profile, CapEx on nodes and
KMS/HSM and OpEx on audit/logging dominated.

In energy systems, determinism and low latency were
decisive. Dual fibre channels between control centres and
substations minimised the risk of losing control. A local
edge key cache removed peak load on generation during
short “bursts” of control commands; the compatibility
profile with the IEC family of protocols meant practical
integration without violating existing SLAs. TCO here was
formed by a balance of moderate CapEx on fibre routes/
nodes and OpEx for maintaining determinism (synchroni-
sation, regular monitoring of the timing budget).

For government communications, access-domain seg-
mentation and intercity/interstate links were key. Satellite
segments added geographic flexibility and route redundan-
cy, but increased the complexity of managing availability
windows. Inter-domain exchange policies required gate-
ways with HSM, multifactor access, logging, and thorough
audit. The high TCO category was explained both by the
cost of satellite components and by organisational security
requirements. Thus, each profile demonstrated how tech-
nical norms of components and channels were transformed
into applied architectures with realistic SLOs and costs,
confirming the hypothesis about the practical suitability of
hybrid QKD networks for critical infrastructure.

Scalability, compatibility, cost,

and future risks

The fourth block of results integrated aspects of scalabil-
ity, compatibility with existing infrastructure, life-cycle
economics, and evolutionary risks. It was generalised that
scaling QKD networks required coordination at three lev-
els: physical (channel and component quality), network
(topological and routing decisions), and application (key
management, compatibility with protocols and services).
All levels were “tied together” through SLOs (availability,
latency, key throughput) and security policies (trust do-
main, isolation, audit).

Compatibility with existing infrastructure was
achieved through hybrid cryptoprofiles: QKD provid-
ed high-quality symmetric material injected into TLS/
IPsec/into application protocols as session keys, while
post-quantum algorithms (PQC) carried scalable flows
where QKD key material was a limited resource. For tele-
com operators, an SDN/NFV approach with cryptographic
functions as services was considered appropriate, enabling
centralised management of rotation and key distribution
policies and observability of network state.

The economic part of the results was presented as
structured TCO drivers: capital expenditure on optics/
detectors/satellite segments; operating expenditure on
calibration, monitoring, audit; costs of integration with
KMS/HSM and upgrading network elements; costs of staff
training; risk costs (penalties/downtime) in case of fail-
ure. It was determined that phased deployment (pilots,
limited operation, scaling) minimised TCO through grad-
ual capability build-up and reuse of developed templates.
Table 4 presented a risk map of deployment and corre-
sponding countermeasures, with an assessment of resid-
ual risk and operational policies.
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Table 4. Deployment risks and aligned countermeasures

Risk/attack Nature of the threat Aligned countermeasures  Residual risk  Operational policies
L Driving the APD into linear Power monitoring, filtering, : . Periodic testing,
Detector blinding mode MDI-QKD, liveness tests Low-medium telemetry logging
wm » . C Optical isolators, back- Strict cabling policies,
Trojan horse Light injection into the module reflection detectors, alarms Low tamper sealing
. . . ) . - - Dynamic windows, random Synchronisation checks,
Time/window shift Manipulation of time windows discretisation, audit Low test packets
Store-now/decrypt- | Archiving traffic until quantum QKD+PQC hybrid, short key Low Clear RKP (retention/
later computers emerge rotation rotation) policies
Atmospheric/weather Loss of availability Geo-redundancy, combined Medium SLAs with alternative

factors (FSO)

routes, window planning

carriers

Trusted-node

compromise Organisational risk

Physical security, HSM,
separation of duties, audit

Access checks, logging,

Low-medium SOC integration

Note: RKP - Retention/Rotation Key Policies, SOC-integration — Security Operations Centre
Source: compiled by the authors based on M.P. Lingaraju et al. (2019)

Risk contours confirmed the appropriateness of tech-
nical and organisational countermeasures. For detector
blinding, the simultaneous presence of optical filtering,
power monitoring at the module input, and periodic
liveness tests reduced the probability of a successful at-
tack to a low/medium level, while MDI-QKD additional-
ly shifted trust to the central joint-measurement node,
removing the class of detector attacks at the endpoints.
The “Trojan horse” attack was neutralised by isolators
and back-radiation sensors; residual risk remained low,
provided strict cabling policies and access control to op-
tical panels were enforced.

Manipulations of time windows were mitigated by adap-
tive windows and randomised offsets, making the attack
less predictable; regular synchronisation audits prevented
drift from accumulating to levels that would be noticeable
in OBER only after the fact. The store-now/decrypt-later
risk was conceptually reduced by the QKD +PQC hybrid and
short key rotation, which made sessions cryptographically
short-lived for deferred analysis, even with the emergence
of powerful quantum computers. For FSO channels, medi-
um residual risk was compensated by geo-redundancy and
SLAs with alternative transport, as well as planning of op-
erating “windows” taking into account local climate pat-
terns. Finally, the organisational risk of trusted nodes was
substantially reduced through HSM, separation of duties,
tamper sealing, video surveillance, and SOC monitoring
with immutable logs. From a scalability perspective, the
results confirmed that segmentation into trust domains
and gateways between those domains allowed the network
to grow without disproportionate risk growth: an incident
was localised within a domain, component migrations oc-
curred gradually, and policies for key-material exchange
remained under centralised KMS control.

The TCO structure was formed from four classes of
costs: CapEx on optics/detectors/satellite segments; OpEx
on calibration, monitoring, and audit; costs of integration
with KMS/HSM and upgrading network elements; costs
of staff training. Phased deployment - first an urban pi-
lot on short fibre or FSO (5-20 km), then regional rings
with nodes, then intercity inclusion via satellite or leased

backbones — spread costs evenly and reduced integration
risks. Compatibility with existing transports improved with
CV-QOKD (better alignment with WDM), while DV-QKD re-
quired stricter optical isolation and channel separation; in
application protocols, short TLS/IPsec sessions with fre-
quent key rotation were recommended for critical flows in
order to use the limited quantum key rate efficiently.

Development trajectories relevant to the studied sce-
narios were outlined: the emergence of quantum repeat-
ers and intermediate technologies without state disclosure
(extending distance without trusted nodes), broader use of
MDI/DI paradigms (reducing dependence on the honesty
of the measurement module), hardware improvements in
detectors and sources (fewer dark events, lower jitter, bet-
ter phase stability), and “native” integration with PQC in
network stack services. Threats from quantum memory —
i.e., the ability to store states and analyse these states lat-
er — were neutralised by design choices of the QKD +PQC
hybrid, short key-rotation policies, and minimising session
lifetimes; in the government segment, record-retention
regulations and mandatory PFS settings were additionally
taken into account.

The theoretical study fulfilled the stated aim: aligned
criteria for sources, detectors, and channels were formed;
comparative profiles of channels and topologies for urban
and regional distances were proposed; applied architectur-
al solutions for banking, energy, and government commu-
nications were built; issues of scalability, compatibility, and
life-cycle economics were integrated; risks and effective
countermeasures were systematised. The obtained results
confirmed the working hypothesis: integrating physically
grounded key distribution with key life-cycle management
and compatible transport infrastructure provides a practi-
cally usable level of security, resilience, and scalability over
urban and regional distances without unacceptable costs,
while phased deployment made it possible to achieve tar-
get SLOs with controlled risks and predictable TCO.

DISCUSSION

In this section, the obtained results were analysed — link
budgets, the sensitivity of the secret key rate to dark-count
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events and jitter, as well as SLO profiles for the banking,
energy, and government domains — and compared with the
conclusions of other researchers. The emphasis was not
on a literature review, but on comparison: where the re-
sults coincided, where these findings diverged, what this
meant for practical implementation, and why it mattered
for long-term cyber resilience. The obtained results are
consistent with a broad body of research and, at the same
time, refine the boundaries of applicability for critical in-
frastructure. The practical secret key rate was determined
by a combination of intensity stability (<1-2% RMS), po-
larisation stability (~25-30 dB), and low dark-event rate
together with detection efficiency; similar dependencies
were reported by M. Kumar & B. Mondal (2025). The tran-
sition from APD = 60-70% to SNSPD = 80-90% effectively
“recovered” several decibels and extended the operating
distance without changing the topology, while accounting
for receiver time-window jitter refined the boundary of a
positive secret key rate. For CV-QKD, the stability of the
local-oscillator phase remained critical: the degradation
of SNR in homodyne and heterodyne measurements under
uncontrolled phase noise was described in detail by S. Kun-
du et al. (2025), which is consistent with the phase-noise
and linewidth norms adopted in this work. The combina-
tion of authentication, modern error correction, and decoy
intensities with narrow time windows reduced statistical
biases in single-photon estimation; the corresponding ef-
fects were demonstrated by C. Anilkumar et al. (2024), and
in the developed model this reduced QBER without mod-
ernising the optics, with deviations from the stated esti-
mates explained by tighter gating and stricter tolerances
for intensity stability.

The evolutionary trajectory of the network - from
trusted-node to entanglement-based architectures with
quantum repeaters — was substantiated by Q. Jude (2024);
the obtained profiles confirm the viability of such an ap-
proach, provided that sites are reserved for repeaters and
DI verification is prepared in urban and regional pilots. The
strengthening of cryptographic security through entangled
states in a “one-time pad” was demonstrated by G. Pradeep
& M.D.S. Nandhini (2024); in applied policy, this meant al-
locating the quantum key to short-lived critical TLS/IPsec
sessions with PFS priority, while bulk high-bitrate flows
were encrypted using PQC algorithms for scalability. The
heterogeneity of availability in 5G/6G and IoT and the need
for geo-redundancy with combined transports are consist-
ent with the conclusions of Durr-E-Shahwar et al. (2024);
the “fibre + FSO/satellite” hybrid achieves target SLOs
with moderate TCO if FSO is used as an urban backup over
1-5 km, and the satellite as an intercity “bridge”. Addition-
ally, the operational observations of S.V.S. Pillai & K. Poli-
metla (2024) were taken into account, that centralisation of
key generation increases delays and costs; local edge cach-
es with eviction policies synchronised with rotation smooth
“bursts” of control commands and unload backbone links.

Interoperability and manageability were ensured
through an SDN/NFV framework with crypto functions
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as services and centralised KMS/HSM control loops — ap-
proaches set out in detail in S. Brightwood et al. (2024); on
this basis, the architecture avoided “crypto islands” dur-
ing migration and scaling, and orchestration was tied to
SLO classes and domain constraints. The stratification of
roles of the physical channel, the key distribution system,
and application protocols, generalised by S. Akter (2023),
confirms the practicality of separation of duties and sim-
plifies SLO validation. For cloud solutions with artificial
intelligence (AI) components, zero-trust principles based
on post-quantum algorithms, described by A. Sreerangapu-
ri (2024), envisaged telemetry of the status of quantum
components, liveness tests, access audits, and checks of
encryption modes in OT environments.

Industrial cases of adopting PQC without breaking
existing stacks were generalised by H.C. Ukwuoma et
al. (2022); the obtained hybrid policy shifted bulk chan-
nels to PQC, while the quantum key was reserved for short
critical sessions. The outcomes of the NIST process and
the arguments in favour of hybridisation, presented by
R. Bavdekar et al. (2023), were reflected in TCO estimates
for different domains. Aspects of corporate governance
and risk management in migration to PQC, highlighted
by Y.-K. Liu & D. Moody (2024), were supplemented with
requirements for regular implementation audits, staff
training programmes, and side-channel control; techni-
cal issues of compatibility and leakage mitigation were
detailed by S. Li et al. (2023). The “store now — decrypt
later” risk was systematised by S. Singh et al. (2024); in
practical profiles, this was implemented by short key ro-
tation and mandatory PFS in critical channels, with im-
mutable logs and domain segmentation for government
communications. Performance data on CRYSTALS-Ky-
ber and the advisability of hardware offloads at network
nodes were provided by M.S.C. Laule et al. (2024), while
the integration of lattice-based schemes on OpenTitan
was demonstrated by T. Stelzer et al. (2025) — together,
this substantiated encrypting large flows “in hardware”
without loss of cryptographic security in banking and en-
ergy backbones. The discipline of modes and ciphertext
variability as a way to reduce leakage through side chan-
nels was detailed by P.-A. Berthet (2024); in regulations,
this was implemented through regular compliance tests,
non-conformance logs, and rapid configuration roll-
backs. The long-term security of lattice-based schemes
in hybrid profiles was confirmed by J. Shunza (2019), and
A. Dadheech (2021). In elevated-risk scenarios, the com-
plementary role of chaotic dynamics was considered by
M.H. Al Hasani & K.A. Al Naimee (2019).

The integration of cryptography into PKI and OT net-
works with domain segmentation and HSM gateways was
described by J.O. del Moral et al. (2024), while models for
integrating KMS and key-distribution policies in mul-
ti-domain environments were presented by A. Geremew &
A. Mohammad (2024); comparison with the chosen archi-
tecture of inter-agency gateways and centralised manage-
ment attests to interoperability.
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Taken together, manageable standardisation of com-
ponents (intensity stability, polarisation stability, detec-
tor efficiency and noise characteristics), protocol engi-
neering (decoy states, gating, authentication and error
correction), and the choice of transports/topologies (fi-
bre with FSO/satellite backup and a “development win-
dow” for MDI/DI and repeaters) ensure the achievement
of target SLOs without radical replacement of physical
infrastructure. For banking networks, rings with trusted
nodes and edge key caching are appropriate; for energy
systems — deterministic latency in dual fibres “control
centre — substation”; for government communications —
domain segmentation and HSM gateways with satellite
“bridges” for intercity routes. The practical importance
lies in outlining a manageable migration trajectory to-
wards long-term cyber resilience: from urban pilots — to
regional rings and then to architectures with MDI/DI and
quantum repeaters, with a hybrid cryptopolicy QKD +PQC
that operates at scale without “crypto islands”.

CONCLUSIONS

The study was purely theoretical in nature and, in accord-
ance with its aim, aligned the requirements for three key
OKD subsystems: radiation sources with controlled fre-
quency and intensity stability and stable polarisation, pho-
ton detectors with high efficiency at low dark-count events
and low jitter, and quantum communication channels in
optical fibre and free space, taking into account the loss
budget and fluctuations.

It was established that, without trusted nodes, practi-
cally achievable fibre distances are about 150-200 km; for
urban FSO lines, routes of 5-20 km are appropriate; scaling
up requires segmentation via a network of trusted nodes,
satellite segments, or the emergence of quantum repeat-
ers. Applied architectural profiles were formed: for banking
networks, rings with FSO backup and session rotation based
on QKD keys; for energy-system control, dual fibre chan-
nels between control centres and substations with a local

key cache; for government communications, segmented do-
mains with inter-agency gateways and satellite redundancy.
Quantitative indicators showed that, without trusted
nodes in fibre, 150-200 km is practically achievable with a
loss budget of ~8-20 dB, with secret key rates at the level of
tens of kbit/s; at the component level, maintaining inten-
sity stability <1-2%, polarisation stability >25-30 dB, and
detection efficiency of 60-70% (APD) and 80-90% (SNSPD)
extends operating distances; the transition APD—-SNSPD
adds approximately 15-30%, while an additional +1 dB of
loss reduces the secret-key-rate margin by roughly 20%.
The obtained values confirm the proposed hypothesis
about the practical suitability of a QKD + PQC hybrid for
urban and regional networks with achievable SLOs without
unacceptable TCO. Compatibility with existing infrastruc-
ture was shown through a QKD plus PQC hybrid with inte-
gration into TLS or IPsec and KMS or HSM under SDN or
NFV policy control, as well as a predictable life-cycle cost
structure. A phased deployment was recommended, from
an urban pilot to regional rings and intercity backbones,
with prioritisation of critical flows, short rotation, and PFS.
The limitations of the conclusions are linked to the
absence of empirical validation, the climatic sensitivity of
FSO, and dependence on assumed component parameters.
Further directions include quantum repeaters, broader MDI
or DI verification, improving the quality of sources and de-
tectors, and native integration of QKD plus PQC hybrids
into network services of Ukraine’s critical infrastructure.
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KBaHTOBa KpunTtorpadis: TeopeTUUHi OCHOBU Ta NPaKTUYHI iMNsieMeHTauii
AN 3aXUCTY KPUTUYHOI iHPpaCTPYKTYypU

AHoOTaUia. MeTo10 cTaTTi 6y/I0 TEOPETUUYHO BM3HAUMUTI Y3TOIKEeH]I KpuTepii 3aCTOCOBHOCTI KBAHTOBOI'O PO3ITOLITY
KJIIOUiB AJIS1 3aXUCTY KPUTUUHOT iHOPACTPYKTYPHU 3 ypaxyBaHHSIM JOBrOTPUBAIOTO PU3UKY HelnbpyBaHHS 3 6OKY
CYMIPOTUBHMKIB, 1[0 BOJOAIIOTh KBAHTOBMMM OOUMCTIOBAIbHMMM pecypcaMy Ta apxiBailiero Tpadiky. Metomosoris
CrIMpasacs Ha TEOPETUYHMI CUCTEMHMIT aHauTi3 Tpbox migcucTeM Quantum Key Distribution mkepern, meTexTopis i KaHaTiB
(BOJIOKHO/BiTbHMI ITPOCTip), IOMIOBHEHMI CIIPOIIEHMMM MOIEISIMU JIiHK-OF0/IKeTy Ta iMOBipHOCTI 6iTOBOi IMOMMJIKH.
TIpoBeeHO CTUCTNIA ClieHapHWMIT aHai3 it 6aHKiBCbKMX Mepesk, eHePTrOCUCTEM i IepskaBHMX KOMYHIKalliii 3 ypaxyBaHHIM
MacITaboBaHOCTi, CyMiCHOCTi Ta BapToCTi. OCHOBHI pe3y/IbTaTy MOKa3aJin, o CTabilbHiCTh iIHTEHCMBHOCTI a3epiB 1-2 %
i Buma edexTuBHICTD eTeKTOPiB — 60-70 % s Avalanche Photodiode Ta 80-90 % nyist Superconducting Nanowire Single-
Photon Detector — po3mMpoO0Th MPAKTUYHI BiICTaHi Ta 3HVIKYIOTh TOXMOKY. Be3 moBipeHuX By3/1iB y BOJIOKHI TOCSKHO 150-
200 km; ajist micbkux Free-Space Optics siHiii onTuMasnbHi 5-20 KM, a 6iblii gucTaHIii moTpe6yoTh cerMmeHTallii Mepeski
YUY CYMYTHUKOBMUX BiIpi3KiB. ApXiTeKTYpHO OOGIPYHTOBAHO: /151 6GaHKIB — Ki/IbIlS 3 JOBipeHUMM By3iaamu Ta Free-Space
Optics pe3epBoM; 1JisI eHEPIOCUCTEM — MOBiliHI BOJIOKOHHI KaHaIM “OyCcIieTuepCchKa-IigCTaHIlist” 3 IOKAJIbHUM KelleM
KJTIOUiB; IJISI IEPSK3B 13Ky — CETMEHTOBAHI JOMEHM 3 MiXKBiIOMYMMM IIUTI03aMM Ta CYITyTHMKOBUM pe3epBYBAHHSIM. Y BCiX
cleHapisx mouinbauit Tiopua Quantum Key Distribution+Post-Quantum Cryptography i3 KOpOTKO0 POTaIli€l0 KII0UiB
i omepariiiHMMM KOHTP3ax0AaMM MIPOTH aTaK Ha TETEKTOPY Ta KaHAIN, IO MiATBEPAKYE TPAKTUUHY TPUIATHICTD IJIS
MiCchKMX i perioHasibHMX Mepexk. [IpakTMUHA 3HAUMMICTh IOJISITA€ B HaZAHHI iHKeHepHMM KOMaHIaM OaHKiB, eHepreTUKA
Ta JepPK3B 13Ky FOTOBMX apXiTeKTypHUX MpoQiliB — Bif Kisellpb i MoABiiiHMX BOIOKOHHMX KaHAIiB J0 CETMEeHTOBaHMUX
nmoMeHiB — 3 iHTerpaniero Key Management System/Hardware Security Module, Bu3HaueHnnsim Service Level Objective/
Service Level Agreement Ta moeTarnHuMu JOPOKHIMM KapTamu. [IJIs1 peryyisiTopiB i orepaTopiB Iie 6a3a AJisk OHOBIEHHS
BMMOT i ayInTiB, @ TAKOXK [Is TUIaHYBaHHS pe3epByBaHHs (Free-Space Optics/cymyTHuK) i Kateropiit Total Cost of Ownership

KniouoBi cnoBa: po3mo/isi KiIouiB; JasepHi akepesna; GOTOHHI JeTEKTOPH; ONTUYHE BOJIOKHO; 3B’I30K Y BiIbHOMY
MPOCTOPi; MOBipeHi By3/1; 6aHKiBChKi Mepexi

Machinery & Energetics. Vol. 16, No. 4

4


https://doi.org/10.13140/RG.2.2.18756.50563
https://doi.org/10.1109/ASP-DAC58780.2024.10473924
https://doi.org/10.36948/ijfmr.2024.v06i05.29032
https://doi.org/10.1088/1742-6596/2416/1/012001
https://doi.org/10.1007/s13389-025-00369-5
https://doi.org/10.1515/comp-2022-0235
https://doi.org/10.1088/1361-6501/ad76ca
https://orcid.org/0000-0002-8972-9935
https://orcid.org/0000-0003-1165-1119

Machinery & Energetics
Vol. 16, No. 4. 2025

_V—

UDC 004.738.5:004.042
DOI: 10.31548/machinery/4.2025.21

Journal homepage:
https://technicalscience.com.ua/en

Khrystyna Terletska®

Bachelor
Lviv Polytechnic National University
79000, 12 Stepan Bandera Str., Lviv, Ukraine
https://orcid.org/0009-0002-7302-2625

Performance trade-offs between predictive
and reactive autoscaling in stateful microservices

Abstract. The relevance of studying the trade-offs between reactive and predictive autoscaling of stateful microservices
was due to the need to improve stability, resource performance and reliability of cloud systems in dynamic conditions.
The aim of the study was to assess the effectiveness of reactive, predictive and hybrid autoscaling strategies in stateful
microservice architectures. The methodological basis of the research relied on comparative, content, systems and structural-
functional analyses, as well as modelling, which made it possible to comprehensively investigate the performance and
stability of different approaches to autoscaling in stateful microservices. Theoretical analysis showed that autoscaling in
microservice systems provides adaptive performance, and the choice of strategy depends on the nature of the workload,
latency sensitivity and consistency requirements. The review of models demonstrated that reactive autoscaling responds
quickly to changes but is accompanied by high latency, performance fluctuations and the risk of state divergence between
replicas, whereas predictive autoscaling reduces scaling delay and increases stability and resource efficiency but requires
accurate models and additional computational resources. Analysis of the results revealed that hybrid strategies integrate
the advantages of both approaches, providing both flexibility and stability, and that system efficiency is determined by a
trade-off between latency, stability, state consistency, resource efficiency and financial costs. The results of the study may
be useful for developers and architects of cloud microservice systems, IT engineers and DevOps teams for optimising scaling
strategies, increasing service stability and ensuring efficient resource use in different cloud environments

Keywords: Kubernetes; resource optimisation; cloud performance; dynamic resource allocation; system stability;
observability metrics

INTRODUCTION

Modern cloud microservice architectures require efficient
autoscaling mechanisms, especially for stateful services
with critical state consistency and high latency sensitivi-
ty. Traditional reactive approaches provide basic stability
but suffer from reaction delay and inefficient resource use,
whereas predictive models make it possible to anticipate
load peaks but require complex analytics and precise tun-
ing. In this regard, the study of performance trade-offs be-
tween reactive and predictive approaches and the develop-
ment of a conceptual model for choosing a scaling strategy
for stateful environments are relevant and make it possible
to improve stability, resource efficiency and reliability of
cloud systems in dynamic conditions.

In the modern academic discourse, research on micro-
service autoscaling increasingly focuses on adaptability,
load prediction and resource optimisation. Thus, in the
work of I. Varzhanskiy et al. (2025), approaches to load
forecasting and strategic resource analysis were consid-
ered, demonstrating the potential of applying predictive
and hybrid methods to increase system resilience and ef-
ficiency. The study showed that the integration of analyt-
ical methods and forecasting makes it possible to improve
scaling planning and reduce the risks of peak loads. In the
work of O. Romanov et al. (2024), dynamic scaling of con-
tainerised applications using Kubernetes Cluster Autos-
caler and Auto Scaling Group was analysed. The authors
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demonstrated that the combined use of horizontal and ver-
tical scaling reduces latency and increases the performance
of stateful microservices in multicluster environments. The
results of the work confirmed the relevance of combining
reactive, predictive and hybrid strategies to achieve an
optimal balance between stability, reaction speed and re-
source efficiency. At the same time, the study of T. Baben-
ko et al. (2025) focused on automated data collection and
risk assessment of digital assets using AI methods. The an-
alytical and predictive approaches used demonstrated the
possibilities of integrating machine learning to optimise
the management of complex systems. This highlighted the
prospects of applying intelligent algorithms to support
scalable and resilient microservice architectures. In the
study, B. Guntupalli & S. Vamshi (2023) analysed the de-
sign of microservices for processing high data volumes. The
results showed that the correct combination of horizontal
and vertical scaling has a critical impact on system perfor-
mance and economic efficiency. The authors emphasised
the importance of a structured approach to microservice
architecture in large cloud environments.

In studies of autoscaling for stateful microservices,
attention was also paid to increasing system stability and
resource efficiency. M. Mekki et al. (2025) proposed an ap-
proach to proactive lifecycle management in multi-clus-
ter containerised environments, which envisages load
forecasting and adaptive resource deployment. The study
showed that this approach reduces the risk of state diver-
gence between replicas and increases system resilience to
load fluctuations, demonstrating practical value in com-
plex distributed architectures. C. Meng et al. (2023) devel-
oped Deepscaler — a comprehensive horizontal and vertical
scaling model based on spatio-temporal graph neural net-
works with adaptive graph learning. The review showed that
the approach makes it possible to effectively forecast load
peaks and optimise resource distribution, which reduces
system reaction latency and increases the stability of state-
ful microservices. The results of the study demonstrated the
advantages of using deep learning for comprehensive scal-
ing, particularly in scenarios with dynamic and unpredict-
able workloads. In turn, M. Thompson et al. (2023) focused
on intelligent workload balancing in multi-cloud environ-
ments, applying adaptive algorithms for resource distri-
bution between providers. The study showed that such an
approach makes it possible to increase system performance
and fault tolerance while reducing the risk of overloading
individual components. The literature review demonstrates
that the integration of intelligent balancing strategies with
predictive scaling provides comprehensive optimisation of
stateful microservice operation in complex and distributed
cloud infrastructures. T. Prasad (2023) proposed an Al-driv-
en predictive scaling approach that uses machine-learning
algorithms to forecast workload and automatically allocate
resources. The study showed that the use of Al reduces scal-
ing latency and increases system stability, and the results
demonstrated the effectiveness of the predictive approach
in complex cloud environments with dynamic workloads.

Previous studies focused on the application of re-
active and predictive autoscaling models for cloud and
cloud-native architectures, paying attention to forecasting
efficiency, system stability and resource optimisation. At
the same time, most works leave the performance trade-
offs in stateful microservices without detailed analysis, in
particular the relationship between reaction latency, state
consistency, stability and financial costs, and do not offer
a comprehensive assessment of hybrid strategies. The aim
of the study was to examine the effectiveness of reactive,
predictive and hybrid autoscaling strategies in stateful mi-
croservice architectures, taking into account performance
trade-offs and financial feasibility. To achieve this aim, the
following objectives were set: to analyse the theoretical
aspects of these strategies in terms of the impact on la-
tency, stability, state consistency and efficiency of resource
provision, as well as to develop a generalised comparison
model for strategies in stateful microservices, enabling the
identification of key trade-offs and contextual factors for
choosing the optimal model.

MATERIALS AND METHODS

The study was an interdisciplinary analytical investigation
in which elements of theoretical, comparative, modelling
and predictive analysis were combined. The theoreti-
cal-analytical group of methods included systems analysis
and the method of analytical generalisation, which made it
possible to identify the main trends in the development of
scaling strategies in stateful environments and to classi-
fy approaches according to adaptability, type of computa-
tional load, consistency requirements and latency level. A
comprehensive source base was formed in the study, which
included 34 peer-reviewed journal articles selected as a re-
sult of searches in international scientometric databases,
in particular Scopus, Web of Science and Google Scholar.
The criteria for selecting sources were the relevance of
publications (2021-2025), the direct relevance to the re-
search topic, scientific novelty and practical significance
for assessing the effectiveness of reactive, predictive and
hybrid autoscaling strategies in stateful microservices.
The systems method assumed a comprehensive view of
the research object as an integrated structure in which all
elements were interconnected and interdependent. Its ap-
plication in this study was conditioned by the need to con-
sider the scaling process not in isolation but as a result of
the interaction of several infrastructure levels — the orches-
trator, service mesh, autoscaler and load balancer. Within
the systems analysis, key links between these components
were identified, which ensured the stability and perfor-
mance of stateful microservices. The use of this method
made it possible to reveal critical factors influencing scal-
ing efficiency and to form a generalised logical model of
interaction between infrastructure components. The use of
the method of analytical generalisation was determined by
the need to integrate disparate approaches to autoscaling
presented in contemporary academic and applied sources.
Within this method, typical decision-making scenarios in
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the scaling process were analysed and common features
among reactive, predictive and hybrid approaches were
distinguished. The application of analytical generalisation
made it possible to construct a generalised classification
of scaling strategies that reflected the logic, strengths, and
limitations in the context of stateful environments.

Comparative-structural methods involved the as-
sessment of practical scaling implementations in leading
cloud ecosystems (Amazon Web Services, Google Cloud
Platform and Azure), taking into account the architec-
tural features of each. Comparative analysis provided an
opportunity to compare mechanisms for managing con-
tainer state (stateful sets, persistent volumes, checkpoint-
ing) and to assess the impact on system stability. In turn,
structural-functional analysis made it possible to trace
the logic of interaction between infrastructure compo-
nents and to determine the features of performance moni-
toring, load forecasting and balancing between nodes. The
application of this method resulted in the identification
of patterns in the choice of scaling strategies depending
on Service Level Agreement parameters, which created the
basis for forming generalised conclusions regarding the
effectiveness of different scaling models.

Conceptual modelling methods ensured the formal-
isation of complex systemic dependencies through the
construction of logical, structural and hierarchical models.
The use in the study was driven by the need to generalise
the results of the analytical and comparative stages and
to present the process of choosing a scaling strategy as an
integrated conceptual scheme. The application of the sys-
tems-hierarchy method made it possible to form a multi-
level structure of criteria within which reactive, predictive
and hybrid approaches were compared according to the
type of workload, latency sensitivity and data-consisten-
cy requirements. As a result, conceptual modelling made
it possible to integrate the disparate analysis results into
a single formalised model that visually represented the
decision-making logic and the relationship between the
technical characteristics of the system and the effective-
ness of the choice of scaling strategy. Analytical-predictive
methods were justified by the need to forecast the effec-
tiveness of scaling strategies in stateful microservices and
to assess the potential for integrating intelligent autoscal-
ing solutions based on machine learning. The use of ana-
Iytical-predictive methods made it possible to extrapolate
the identified patterns to prospective scenarios, to evaluate
the impact of predictive strategies on resource optimisa-
tion and to determine the contribution to increasing the
stability of stateful microservices.

RESULTS
Theoretical foundations of autoscaling
in microservice architecture
Autoscaling in microservice systems acts as a key tool
for maintaining adaptive performance under dynamically
changing workloads. Theoretically, this process is based on
the principles of self-organisation and feedback control,

Terletska

which allow the infrastructure to adapt its resources au-
tomatically to current and forecast needs without operator
intervention. According to dynamic load control models,
autoscaling is a mechanism that minimises the difference
between the actual and target level of resource utilisation,
ensuring stability and efficiency in the operation of cloud
services. In a microservice architecture, each component
of the system performs a narrowly specialised function, so
scaling is carried out granularly, i.e., at the level of indi-
vidual services rather than the whole application (Quat-
trocchi et al., 2024). This creates conditions for local op-
timisation of performance but at the same time generates
complex interaction dynamics between services, which
requires theoretical modelling based on the principles of
discrete control systems and distributed coherence. In the
context of Kubernetes, autoscaling is implemented as a
multilevel control system that combines monitoring, ana-
lytics and orchestration. The main theoretical foundation is
the control loop, in which three components (observation,
analysis, and action) interact cyclically, forming a mech-
anism of continuous adaptation. This model is consistent
with the concept of cybernetic feedback control, where the
system not only reacts to changes but also predicts future
trends on the basis of historical data (which becomes the
basis for the transition from reactive to predictive autos-
caling) (Tabilo Alvarez & Ramirez-Correa, 2023). In cloud
environments such as Amazon Web Services, Google Cloud
Platform or Azure, similar mechanisms are integrated into
global Service Level Objectives policies, which set permis-
sible limits for stability and performance metrics.
Horizontal scaling consists in increasing the number
of homogeneous service instances to distribute the load.
In Kubernetes, this approach is implemented through the
Horizontal Pod Autoscaler, which continuously monitors
Central Processing Unit (CPU) metrics or custom metrics
(for example, latency or the number of requests per sec-
ond). Theoretically, horizontal scaling is based on the
model of massive parallelism, where system performance
is directly proportional to the number of available instanc-
es but is limited by Amdahl’s Law. Its main advantage is
linear scalability for stateless services, whereas the main
challenge is the coordination of load balancing and in-
ter-service dependencies. Vertical scaling, in contrast, fo-
cuses on optimising the parameters of each instance, i.e.
increasing computing power (CPU, Random Access Mem-
ory (RAM), storage) without changing the number of pods.
In Kubernetes, this approach is implemented in the form of
the Vertical Pod Autoscaler, which uses statistical methods
to assess average resource consumption and dynamically
adjusts requests and limits. From a theoretical point of
view, the Vertical Pod Autoscaler is a manifestation of the
model of adaptive parameter control, within which the sys-
tem reduces the imbalance between node capacity and cur-
rent workload. The main drawback is that pod restarts may
temporarily reduce service availability (Razavi et al., 2024).
Hybrid scaling combines the advantages of both pre-
vious approaches and uses multilevel analytics to control
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both the number of pods and the resource parameters
simultaneously. Theoretically, it relies on the model of
multiloop control, where one loop is responsible for re-
active regulation and the other for predictive optimisa-
tion of resources. This approach is particularly effective
in scenarios where there is high workload variability and

system sensitivity to latency. Comparative analy-
sis presented in Table 1 shows that the choice of
scaling type should be context-dependent — based
on the nature of the workload, latency sensitivity,
consistency requirements and the capabilities of
the Kubernetes infrastructure.

Table 1. Comparative characteristics of scaling types in Kubernetes microservice environments

Type of scaling

Horizontal Pod
Autoscaler

Theoretical model

Parallelism model

Vertical Pod Autoscaler

Adaptive parameter
control

Hybrid

Multiloop control

Main purpose Advantages Disadvantages
Load distribution ngsll]rél;ﬁé?g}w’ Not suitable for stateful
Optimisation of pod . .
capacity Efficient use of resources Requires restart
. High stability, Implementation
Performance balancing adaptability complexity

Source: created by the author on the basis of analysis of data from F. Almeida & B. Balint (2024), K. Razavi et al. (2024)

As shown in the table, each type of scaling has its own
theoretical basis, purpose, and trade-offs. Horizontal scal-
ing is the simplest to implement and provides high flex-
ibility, but it has limitations for stateful services, where
state coordination between replicas complicates parallel
operation. Vertical scaling uses resources efficiently but
requires container restarts, which may lead to short-term
system interruptions. Hybrid scaling is considered the op-
timal strategy for complex workloads, as it combines the
adaptability of reactive solutions with the stability of pre-
dictive ones, although it requires complex orchestration
and precise tuning of interaction parameters between
control layers. Scaling stateful services constitutes a sep-
arate theoretical and applied challenge, as it violates the
classical assumption of instance independence. In systems
with internal state (databases, caches, message queues,
streaming data stores), key issues become data consistency,
availability, and fault tolerance. From a theoretical point
of view, this means that the autoscaling process must be
aligned with the constraints of Consistency, Availability,
Partition tolerance (the CAP theorem), which proves the
impossibility of simultaneously ensuring full consistency,
availability, and partition tolerance. In Kubernetes, the
management of stateful components is carried out through
the StatefulSet object, which ensures persistent pod iden-
tity, a guaranteed order of start and termination, as well
as stable data storage. Unlike Deployment for stateless
components, StatefulSet preserves a pod — persistent vol-
ume map, which makes it possible to implement localised
state coherence. However, theoretically, effective scaling of
such systems requires state-synchronisation models that
include replication, latency control and cluster-stability
forecasting. Thus, autoscaling in stateful environments is
not only resource management but a complex task of dy-
namically maintaining system invariants, where a scaling
decision must take into account the topology of connec-
tions between nodes, the volume of data transferred and
synchronisation delays (Kumari et al., 2023).

The theoretical foundations of autoscaling in micros-
ervice architecture presuppose a synthesis of concepts of

feedback control, resource optimisation and coherent state
management. For Kubernetes and similar systems, autos-
caling appears as a cybernetic regulation system operating
at the intersection of three axes - type of scaling, nature of
service and observability metrics. In theoretical terms, this
creates a basis for further differentiation between reactive
and predictive approaches to scaling, which are considered
the next level in the evolution of automated control sys-
tems in cloud environments.

Review of principles, algorithms,

and architecture of reactive

and predictive autoscaling models

Autoscaling models in cloud microservice architectures
have evolved from simple reactive mechanisms to com-
plex predictive systems capable of taking into account
temporal patterns of load, correlations between compo-
nents and user behaviour patterns. In theoretical terms,
these models are based on different approaches to con-
trol — reactive, which involves a direct response to current
system metrics, and predictive, focused on forecasting
load changes using time-series prediction models or neu-
ral networks. The comparison makes it possible to reveal
the fundamental principles of building adaptive control
systems that underlie Kubernetes, Amazon Web Services
Auto Scaling or Azure Autoscale.

Reactive scaling is the most widespread paradigm of
automatic resource regulation in cloud environments.
Theoretically, it relies on a feedback-control model, within
which the system observes current metrics (for example,
CPU utilisation, memory usage, latency, throughput) and
performs scaling in response to deviations from predeter-
mined thresholds (Chilakala et al., 2024). Mathematically,
such scaling can be described in the form of a Proportion-
al-Integral-Derivative (PID-controller) type regulator,
which responds to the error between the desired and ac-
tual metric value. The advantage of reactive models lies
in the implementation simplicity, deterministic behaviour
and high predictability. However, the main drawback is re-
sponse latency, which may lead to short-term overloads or
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excessive resource use. In the context of Kubernetes, the
implementation of such an approach is the Horizontal Pod
Autoscaler, which regularly (for example, every 15 seconds)
analyses the average workload of pods and increases or de-
creases the number according to the scaling formula (1):

— Ucurrent
Ndesired - Ncurrent X (1)

Utarget
where N, ;.. — the new number of pods; U,... — the current
average workload; U, — the target value of the metric.
The formula is a clear example of the mathematical rep-
resentation of the principle of operation of the reactive mod-
el: from the measured error to resource correction, and ex-
plains how the Horizontal Pod Autoscaler system transforms
observed workload metrics into specific actions — changing
the number of pods, which ensures the maintenance of the
desired performance level. Thus, reactive scaling is a post
factum correction of the system state that supports short-
term stability but does not provide adaptive forecasting. Its
application is appropriate in systems with stable or weakly
variable workloads, where the risk of peak spikes is minimal.
Threshold models are the basic form of reactive scal-
ing (Fig. 1). The principle lies in defining hard limits of
permissible metric values: if the average CPU workload
exceeds, for example, 80%, the system adds a new pod
when the threshold is crossed. The advantage of threshold
models lies in the low computational complexity and ease
of parameterisation, which makes the mentioned models
popular in industrial systems. However, these models are
prone to oscillations — frequent changes in the number of
instances when metrics fluctuate near boundary values. To
mitigate this effect, hysteresis or moving averages are used.

[Monitoring of metrics |

Figure 1. Logic of threshold scaling in a reactive model
Source: created by the author

According to the analytical model presented in the fig-
ure, the key advantage of this approach is responsiveness —
the system quickly reacts to peak loads without the need
for complex forecasting. At the same time, such logic has a
number of structural limitations, in particular: a delay be-
tween the moment the threshold is exceeded and the actual
scaling, the risk of performance fluctuations due to frequent
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metric oscillations, as well as increased resource consump-
tion in cases of excessive scaling. Thus, the presented
scheme reflects not only the mechanism of operation of
the reactive model, but also the basis for the subsequent
transition to predictive and hybrid strategies designed to
reduce the delay between detection and system response.

The transition from reactive to predictive models
has become a key point in the development of autoscal-
ing theory. The main idea of the predictive approach lies
in forecasting future workload on the basis of historical
data and temporal patterns. Theoretically, these models
are based on time-series forecasting methods or machine
learning, which makes it possible to reduce reaction lag
and prevent overloads. Among classical statistical meth-
ods, the following are used: AutoRegressive Integrated
Moving Average (ARIMA) - for forecasting short-term
workload changes on the basis of autocorrelation; Expo-
nential Smoothing - for identifying trends and seasonal
fluctuations in resource use; Kalman Filter — for adaptive
correction of forecasts in real time (Table 2). More mod-
ern approaches are based on neural networks, in particu-
lar Long Short-Term Memory (LSTM) or Temporal Convo-
lutional Networks (TCN), which are capable of capturing
non-linear dependencies and long-term workload pat-
terns. In such models, scaling decisions are based not only
on current metrics but also on a probabilistic assessment
of the future system state. For example, if the forecast
workload exceeds current capacity by 20% over the next
five minutes, the system may pre-emptively activate new
pods, avoiding performance degradation.

As shown in the table, ARIMA models time series
and is effective for short-term, linear processes but is not
suitable for complex dynamic systems with non-linear
dependencies. LSTM, based on deep learning, can iden-
tify non-linear workload patterns, providing high accu-
racy, but requires significant computational resources
and lengthy training. Kalman Filter, in turn, combines
stochastic principles of filtering and adaptive control,
ensuring flexible response to changes in real time, but is
sensitive to noise and errors in input metrics. Thus, the
choice of forecasting model should be based on the nature
of the workload: ARIMA - for stable and periodic systems,
LSTM - for highly volatile and dynamic environments,
and Kalman Filter - for scenarios where the speed of ad-
aptation to metric changes in real time is critical. In real
cloud environments, reactive and predictive mechanisms
are often combined in a hybrid autoscaling architecture,
where short-term fluctuations are handled reactively and
medium- and long-term trends - predictively. Architec-
turally, such a system consists of three layers: monitoring
and observability - collection of metrics, logs and tracing
via Prometheus, Grafana, OpenTelemetry; analytical lay-
er — metric processing, time-series modelling, workload
forecasting; orchestration layer — implementation of deci-
sions via the Kubernetes Application Programming Inter-
face (API), Horizontal Pod Autoscaler/Vertical Pod Autos-
caler controllers or custom webhooks (Fig. 2).
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Table 2. Comparative characteristics of predictive autoscaling models in cloud environments

Type of model
ARIMA

Algorithmic basis
Linear time series

Main purpose
Short-term forecasting

Advantages Limitations

Simplicity, interpretability Does not work with nonlinear data

LSTM Deep learning Nonlinear patterns

High accuracy High computational costs

Kalman Filter | Stochastic control | Real-time adaptability

Fast response Sensitivity to data noise

Source: created by the author based on data analysis by H.S. Chilakala et al. (2024)

e Analytics/ Scaling Kubernetes ﬂ Pod
Monitoring ‘» Forecastin | *| decision | | API Scaling
Feedback

from the system

Figure 2. Architecture of a combined autoscaling approach
Source: created by the author on the basis of analysis of data from V. Rampérez et al. (2021)

This architecture corresponds to the theoretical model
of adaptive control with a double loop, in which the outer
loop performs long-term optimisation and the inner loop
short-term stabilisation. In summary, it can be argued that
the evolution of autoscaling models from reactive to pre-
dictive reflects the transition from deviation-based regu-
lation to forecast-based regulation, i.e. from the classical
cybernetic control model to an intelligent self-tuning
system. Reactive models provide basic stability but are
limited in dynamic environments; predictive models, due
to the use of machine-learning methods and time-series
models, form the basis of cognitive autoscaling capable of
self-learning and resource optimisation in real time.

Theoretical analysis of performance trade-offs
In theoretical terms, the effectiveness of autoscaling sys-
tems in microservice architectures is always assessed
through the prism of performance trade-offs. The term
performance trade-offs refers to the balance between a
number of interrelated parameters: latency, system stabil-
ity, state consistency, resource efficiency and scaling cost.
The application of different autoscaling models (reactive or
predictive) determines which aspects of performance will
be prioritised and where certain compromises are possible.
One of the priority parameters is scaling latency, i.e.,
the time from the moment overload is detected to the actual
addition of new resources. In reactive models, this latency
usually includes: the time taken to collect metrics, compute
a decision based on thresholds, initiate scaling via the Ku-
bernetes API and start a new pod. Theoretically, even with
optimal configuration, reactive systems demonstrate high-
er latency, which may lead to short-term overload and dete-
rioration of Quality of Service. In predictive models, scaling
latency is compensated by anticipatory decision-making,
when new resources are activated before critical workloads
are reached. However, forecast accuracy directly affects
the effectiveness of this approach: inaccurate forecasts
may lead to unjustified resource allocation, which in-
creases the cost of scaling without real benefit for latency.
Stability is defined as the absence of frequent and sharp
fluctuations in the number of pods or resource use. In re-
active systems, high sensitivity to thresholds often causes

“flipping”: a short-term threshold exceedance leads to the
addition of pods, and a decrease in workload to the remov-
al almost immediately afterwards. Such behaviour creates
performance oscillations and may worsen the stability of
stateful services, especially when state consistency be-
tween replicas is important. Predictive autoscaling, by con-
trast, makes it possible to smooth out fluctuations, since
scaling decisions are made on the basis of forecast trends
rather than instantaneous spikes. However, incorrect model
configuration or failure to take sudden peaks into account
may lead to systematic instability, for example when the
system allocates resources in advance, but the peak does
not occur (Kanwal et al., 2024). For stateful microservices,
a critical characteristic is state consistency between repli-
cas, since any changes in the scaling configuration — both
scale-out (adding pods) and scale-in (removal) — may dis-
rupt data synchronisation. In the absence of effective rep-
lication mechanisms such as Raft or Paxos, the system may
temporarily lose consistency, which is particularly danger-
ous for transactional or analytical services. Within reactive
autoscaling, such problems occur more often, since scaling
takes place post factum, i.e. after an increase in workload
has been detected. At this point, new pods have not yet
had time to fully synchronise state with existing instances,
which leads to asynchronous state divergence and poten-
tial data-consistency errors. Predictive autoscaling, on the
other hand, makes it possible to plan scaling in advance,
ensuring data replication before the system reaches peak
workload. This reduces the risk of state divergence but re-
quires additional computing resources and time costs for
preliminary synchronisation. Thus, there is a clear trade-
off between response speed and data consistency that
must be taken into account when designing the system.

Another aspect is resource efficiency and scaling cost.
In the reactive approach, the system often operates in a
state of under- or over-provisioning, which leads to un-
stable performance and increased financial costs. Due to
the delay in responding to workload, resources are added
with a lag, and after the activity decreases the resources
remain unused, generating economic losses — especially in
cloud environments where payment is made for allocated
resources. The predictive approach, by contrast, makes it
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possible to optimise resource provisioning, activating pods
only when necessary. However, forecast accuracy becomes
a critical factor: overly conservative or inaccurate models
may lead to suboptimal reservation and, accordingly, addi-
tional costs (Maliakel et al., 2025). Overall, the effectiveness
of predictive scaling is determined by the balance between
model accuracy, performance stability and economic fea-
sibility. The reactive approach prevails in scenarios where
rapid response is required, but temporary instability is

Terletska

acceptable, whereas the predictive approach is preferable in
environments that require stability, state consistency and
optimal resource use. Table 3 presents a structured com-
parison of the characteristics of each approach, taking into
account the impact on latency, stability, state consistency,
resource efficiency and financial costs. This format makes it
possible to clearly trace in which conditions one approach
shows advantages over the other and where trade-offs arise
between accuracy, reaction speed and economic feasibility.

Table 3. Comparative characteristics of reactive and predictive autoscaling for stateful microservices

Performance aspect Reactive autoscaling

Latency High due to post factum

Predictive autoscaling Theoretical trade-off

Reduced thanks Forecast accuracy vs.

response

to anticipatory forecasting

reaction speed

Stability

Prone to oscillations
and “flipping”

Higher stability due
to trend smoothing

Flexibility of response vs.
stability

Resource efficiency

or overprovisioned

with accurate forecasting

. Possible state divergence Planning of scaling Synchronisation time vs.
State consistency during scaling with regard to replication scaling speed
Often under- Higher Forecast accuracy vs.

resource savings

Higher due to excessive

Optimised but dependent

Forecasting vs.

Scaling cost

or delayed resource allocation

financial costs

on forecast accuracy

Source: created by the author on the basis of analysis of data from J. Karol Santos Nunes et al. (2024), A. Khaleq & I.Ra (2021)

The results obtained indicate that reactive autoscal-
ing remains more flexible in unpredictable conditions but
is characterised by increased latency and a risk of destabi-
lising state. Predictive autoscaling, in turn, provides better
stability and resource-use efficiency, especially for stateful
microservices, but requires accurate forecasting models
and additional computational costs. Thus, the choice of
optimal scaling strategy should be based on a balance be-
tween consistency requirements, Service Level Agreement,
cost constraints and workload dynamics of the system.

Conceptual model for choosing a scaling strategy

for stateful environments

In microservice systems with internal state, the choice of
an optimal scaling strategy is a complex task that requires
balancing between response speed, system stability, state
consistency and efficient use of resources. Theoretically,
this is linked to performance trade-offs, where none of the
autoscaling models - reactive or predictive — can optimise
all parameters simultaneously. The choice of approach de-
pends on the characteristics of the system: type of work-
load, permissible latency, state-consistency requirements,
resource availability and the duration of workload trends.

Reactive autoscaling is appropriate in environments
with stable or moderately variable workloads where short-
term deviations from target metrics are acceptable and re-
sponse latency is not critical. Theoretically, this approach re-
lies on a feedback-control model, in which scaling takes place
post factum, allowing rapid reaction to local changes but not
preventing peak overloads. Predictive autoscaling, by con-
trast, presupposes anticipatory resource management on the
basis of forecasts of future workload. This approach is opti-
mal for environments with highly variable workload, critical
latency and strict requirements for state consistency. The use
of time-series methods, ARIMA models, the Kalman Filter or
neural networks (LSTM, TCN) makes it possible to activate
resources in advance, reducing the risk of performance deg-
radation and consistency violations. Hybrid autoscaling com-
bines the advantages of both approaches and implements a
multi-loop architecture: the inner loop provides short-term
reaction to local changes, while the outer loop forecasts me-
dium- and long-term trends. This approach is particularly
effective in stateful environments with mixed workloads,
where stability, consistency, and resource savings must be
maintained simultaneously. Table 4 shows the key criteria for
choosing an autoscaling strategy for stateful environments.

Table 4. Comparison of scaling strategies

Criterion

Reactive autoscaling

Predictive autoscaling Hybrid autoscaling

Trade-off/notes

Type Stable or moderately Highly variable, Any, especially Reactive quickly reacts to local
of workload variable seasonal spikes medium dynamics | changes, predictive anticipates peaks
Latency Medium/high latency Low tolerance Configurable Reactive may miss peaks,
tolerance tolerance of latency dynamically predictive acts in advance
Consistency | Short-term inconsistencies High criticality Balance between Hybrid makes it possible to stabilise
requirements are acceptable of consistency speed and consistency | state and react to local fluctuations
Resource Often under- or over- Optimisation given | Medium — depends on | Reactive is less economical, predictive
efficiency provisioning accurate forecasting configuration precise, hybrid combines both
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Continued Table 4.
Criterion Reactive autoscaling  Predictive autoscaling Hybrid autoscaling Trade-off/notes
Implementation High (requires ML/ . Hybrid requires dual-loop
complexity Low analytics) Very high architecture and monitoring
Scaling cost High due to delayed Depends Optimised through Trade-off between finance
8 or excessive allocation on forecast accuracy | a combined approach and productivity

Source: created by the author on the basis of analysis of data from D. Zou et al. (2024)

Table 4 summarises the key characteristics of the
three scaling approaches — reactive, predictive and hy-
brid - in stateful microservices. Overall, reactive autos-
caling provides rapid reaction to current workload, but
is less effective with highly variable peaks and may al-
low short-term state inconsistencies. The predictive ap-
proach anticipates workload in advance, improving sta-
bility and consistency, but requires accurate forecasting
and additional resources. Hybrid autoscaling combines
the advantages of both approaches, allowing simultane-
ous reaction to local changes and forecasting of peaks,

although its implementation is more complex and re-
quires greater analytical support. Thus, the choice of
strategy depends on workload dynamics, latency and con-
sistency requirements, as well as on the system’s resource
and financial constraints. Different parameters, such as
workload variability, latency criticality, data-consistency
requirements and resource availability, determine which
approach - reactive, predictive or hybrid — will be more
appropriate. Table 5 summarises these dependencies,
demonstrating the trade-off between performance, sta-
bility and resource efficiency.

Table 5. Influence of stateful-system characteristics on the choice of autoscaling strategy

System characteristic Reactive Predictive Hybrid Comment
Workload Stable Dynamic, spikes Medium/mixed Choice depends on load variability
hgh | Medumdependson | ateney e cridal e
requirements Moderate High Hnoothing | itis important to pian replication
Reouudeet | Limite vodere | Sufent | fbrideauires more rsources
Trend duration Short Long or seasonal Any of ?ﬁg‘rti_d;}éol‘g ;g—(t:gg)isrtl?;iggies

Source: created by the author on the basis of analysis of data from T. Betti Pillippuge et al. (2025)

Table 5 shows that reactive autoscaling is effective
for stable systems with low latency criticality and moder-
ate consistency requirements, but does not provide high
stability under sharp workload spikes. The predictive ap-
proach demonstrates advantages in systems with dynamic
or seasonal workload and high requirements for latency
and state consistency, but demands significant resourc-
es for accurate forecasting. Hybrid autoscaling makes it
possible to combine reactive speed and anticipatory plan-
ning, which makes it universal for systems with medium or
mixed workload dynamics and long-term trends, although
its implementation requires dual-loop architecture and ad-
ditional monitoring. Overall, the choice of strategy should
be based on a balance between performance, consistency
and resource-use efficiency.

Choosing an optimal scaling strategy for stateful mi-
croservice environments requires a systematic analysis
of a set of interrelated factors that affect performance,
state consistency and resource-use efficiency. A hierar-
chical model of factors makes it possible to structure the
key decision-making criteria, from general requirements
for throughput and latency to specific requirements for
consistency and resource availability. Such a conceptual

approach provides a scientifically grounded basis for as-
sessing trade-offs between response speed, system stabili-
ty and economic efficiency, which is critical when choosing
between reactive, predictive and hybrid autoscaling mod-
els (Rao, 2021). Schematically, the conceptual model can
be presented as a hierarchy of factors that determine the
optimal scaling approach (Fig. 3).

On the basis of this hierarchy, the decision-making
process can be formalised as follows: if most character-
istics point to stable workload and acceptable latency,
reactive is chosen; if consistency and latency are critical,
predictive is chosen; and for mixed scenarios with suffi-
cient resources, hybrid is chosen. The conceptual model
of choosing a scaling strategy shows that there is no uni-
versal approach for stateful microservices. The choice be-
tween reactive, predictive and hybrid approaches is a com-
promise and depends on workload characteristics, latency
and consistency requirements, resource availability and
trend duration. Integration of a dual-loop architecture in
hybrid autoscaling makes it possible to maintain stability,
optimal resource use and state consistency simultaneous-
ly, which makes it the most flexible and promising option
for complex stateful environments.
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duration
Long
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Figure 3. Hierarchy of factors for strategy selection

Source: created by the author

DISCUSSION

The review of scientific works shows a gradual shift of fo-
cus from localised technical solutions (simple horizontal/
vertical scaling) to complex, context-oriented approach-
es: self-adaptive architectures, vertically oriented resiz-
ing algorithms, solutions for serverless/ETL processes and
assessments of the impact of frameworks on scalability.
For example, S. Boyapati & C. Szabo (2022) present a de-
tailed case study of self-tuning microservice architectures,
in which the authors focus on mechanisms of dynamic
adaptation to workload changes in real time. The results
of the study confirmed the effectiveness of reactive ap-
proaches for environments with highly dynamic requests
but revealed a significant dependence on the accuracy of
metric monitoring. In the present study, similar conclu-
sions were obtained regarding the high sensitivity of the
system to threshold values in the reactive model. Meth-
ods of optimising this sensitivity through combination
with elements of predictive scaling were also proposed,
providing greater stability during peak loads. In addition,
the findings of Yu. Palamarchuk (2022) emphasise that the
effectiveness of microservice-based systems is strongly
dependent on the architectural decomposition of services
and the precision of interaction patterns between compo-
nents. It is highlighted that well-structured microservice
architectures enable more predictable scaling behaviour
and support improved resource utilisation, particularly in
environments where dynamic load variations are present.
These observations align with the patterns identified in the
present study, where architectural clarity and service mod-
ularity are shown to influence the performance and stabil-
ity of both reactive and predictive autoscaling approaches
in stateful systems. The work further reinforces the notion

that autoscaling mechanisms cannot be fully effective
without a coherent underlying architectural framework,
which remains consistent with the broader conclusions
of the current research regarding the context-dependent
nature of scaling strategies. The publication by A. Pavlen-
ko et al. (2024) presents the CaaSPER algorithm, aimed at
vertical autoscaling of monolithic applications in a con-
tainerised environment. The authors showed that even
for non-microservice architectures, the vertical approach
can significantly reduce downtime and optimise resource
use. These results partially align with the current obser-
vations: in stateful environments vertical scaling is ap-
propriate only if mechanisms of state coordination are in
place, whereas in the work of A. Pavlenko et al. the main
focus was on isolated monolithic applications. This differ-
ence explains the divergence in conclusions regarding the
effectiveness of the Vertical Pod Autoscaler — in the present
study, its application is limited by data-consistency issues.

In the study by D. Rodrigues et al. (2025), the trade-off
between execution latency and computation cost in server-
less environments is examined, where scaling is performed
on the basis of optimisation rules for ETL processes. The
authors formalised a trade-off model for decision-making,
which shows how scaling policies affect performance and
costs. This approach is close to the theoretical analysis car-
ried out here of trade-offs between latency, stability, and
costs. At the same time, the concept of adaptive selection
of a scaling policy depending on the dominant metric con-
firms the validity of the proposed model of hybrid load con-
trol. M. Islam (2025) reveals the impact of data-driven web
frameworks on the scalability and performance of modern
enterprise systems. The author found that framework fea-
tures — in particular the ORM layer, asynchronous request
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handling and caching mechanisms - directly determine the
behaviour of autoscaler algorithms. This conclusion is con-
sistent with the results obtained here regarding the role of
RAM and CPU as the main triggers for scaling and the im-
portance of taking into account characteristics of the soft-
ware stack when choosing the Horizontal Pod Autoscaler
or Vertical Pod Autoscaler.

B. Tutuncuoglu (2025) proposed the “Phoenix Stack”
architecture for self-healing microservice web applica-
tions in real time, where the key elements are automatic
failure detection and localised state recovery. The author
showed that integrating self-healing mechanisms signifi-
cantly increases availability and reduces recovery time in
the event of component failures, which directly correlates
with the current conclusion about the need to consider
fault tolerance when designing scaling strategies for state-
ful services. At the same time, the “Phoenix Stack” strong-
ly emphasises local recovery and restart patterns. In turn,
J. Prodanov et al. (2025) investigated an in-place scaling
mechanism for edge-cloud environments, implement-
ed through multi-agent reinforcement learning (MARL),
where agents coordinate decisions on local increase/de-
crease of replicas, taking into account network latency
and energy constraints. The results showed that the MARL
approach significantly improved latency and energy-con-
sumption balance compared with static policies; this cor-
relates with the present conclusions about the promise
of adaptive, intelligent controllers for hybrid autoscaling.
However, the application of MARL by the authors is orient-
ed towards edge-class scenarios with strict resource con-
straints and a different network topology, so direct transfer
of these results to traditional stateful Kubernetes clusters
requires adjustments. I. Vasireddy et al. (2025) presented
a non-linear regression predictive model of replicas com-
bined with the ORLE algorithm to improve the scalability,
energy efficiency and economy of Kubernetes clusters. In
the experiments, the authors demonstrated a reduction in
redundant replicas and improved CPU/RAM use compared
with the standard Horizontal Pod Autoscaler, which direct-
ly correlates with the current conclusion that more accu-
rate predictive models increase the efficiency of resource
provisioning. The difference is that I. Vasireddy et al. fo-
cused on specific regression models and an energy met-
ric, whereas the present study considered a broader set of
trade-offs (latency, consistency, costs). Thus, these results
complement but do not fully replace the recommendations
proposed here regarding strategy selection.

M. Yang et al. (2025) conducted a systematic review
on the optimisation of full-stack microservice architecture
and identified research gaps in the integration of network,
container, and application levels for global performance
optimisation. The review confirmed that comprehensive,
cross-stack approaches (combining optimisation at the
code, container, and orchestration levels) are the most
promising for achieving both cost-efficiency and low la-
tency, which corresponds to the current recommendation
in favour of hybrid and multi-layer strategies. At the same

time, M. Yang et al. emphasised that there is still a lack
of large-scale empirical research under production condi-
tions, which reinforces the present limitation due to the
absence of full experimental validation and indicates di-
rections for further research. In the study by A. Chaudhari
& P. Charate (2025), an approach to dynamic orchestration
of microservices in multicloud environments is proposed,
aimed at minimising latency in applications with high per-
formance requirements. The authors demonstrated that
combining container orchestration with adaptive routing
algorithms can significantly reduce latency between cloud
nodes and increase resource-use efficiency. This result
partially corresponds to the current conclusions on the
importance of adaptive scaling strategies for stateful sys-
tems, but the present study focuses on intra-cluster op-
timisation mechanisms, which explains the difference in
focus and practical recommendations.

In turn, the dissertation research by A. Baarzi (2021)
analyses the effectiveness of service deployment in public
clouds from the perspective of the cost-performance-se-
curity ratio. The author proved that optimising service de-
ployments by combining automated scaling and security
policies can reduce operational costs without significant
loss of performance. Compared with the present study, the
work of A. Baarzi is more oriented towards the macro-level
of economic parameters and overall architectural trade-
offs, while the current analysis focuses on the technical de-
tail of reactive and predictive scaling models. At the same
time, C. Oleti (2023) considered the construction of secure
scalable microservice architectures based on Spring Boot
and Amazon Web Services, paying particular attention to
the integration of artificial-intelligence modules in corpo-
rate systems. The author showed that the use of Al com-
ponents in orchestration and load-distribution processes
significantly improves request-processing efficiency and
allows peak loads to be predicted with high accuracy. This
directly correlates with the present conclusions regarding
the feasibility of the predictive approach and hybrid strat-
egies that combine reactive mechanisms with intelligent
forecasting. However, the work of C. Oleti focuses mainly
on the corporate context (enterprise-scale AI), whereas the
present study covers more universal scenarios of contain-
erised stateful services, which explains the difference in
the scope of application and the target efficiency metrics.

Thus, the synthesis of the analysed sources has con-
firmed the current conclusions regarding the context-de-
pendence of scaling-strategy choice and the feasibility of
using hybrid models that combine reactive and predictive
principles. Differences in conclusions between the works
are primarily due to differences in research subject (mon-
oliths, microservices, serverless), the level of empirical
verification and the specificity of the metrics used (laten-
cy, cost, uptime). The present study extends the existing
theoretical basis by integrating these approaches into a
generalised decision-making model for stateful environ-
ments, which forms a foundation for further experiments
in the field of adaptive scaling.
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CONCLUSIONS

Autoscaling in microservice systems provides adaptive
performance through a feedback loop, while the choice of
strategy depends on the nature of the workload, latency
sensitivity and consistency requirements. Horizontal scal-
ing provides flexibility for stateless services, vertical scaling
optimises pod resources, and hybrid scaling combines both
approaches for complex scenarios. Reactive autoscaling
reacts quickly to changes but may lead to state inconsist-
encies and inefficient resource use, whereas predictive au-
toscaling forecasts needs and increases stability, requiring
additional computing resources. The choice of an optimal
strategy is always a compromise and context-dependent.

The study has shown that autoscaling models in cloud
microservice architectures have evolved from simple reac-
tive mechanisms to complex predictive systems capable of
taking into account temporal workload patterns and user
behaviour. Reactive models implemented via the Hori-
zontal Pod Autoscaler provide simplicity and predictabil-
ity, but are limited in reaction speed and resource-use ef-
ficiency. Predictive models based on time-series methods
(ARIMA, Exponential Smoothing, Kalman Filter) or deep
learning (LSTM, TCN) make it possible to reduce reaction
lag, predict workload peaks and increase system stabili-
ty, although such models require significant computing
resources and more complex implementation. Hybrid ap-
proaches combine the advantages of both strategies, pro-
viding short-term stabilisation and long-term forecasting
through a dual-loop adaptive-control architecture. Over-
all, the choice of an optimal autoscaling strategy is con-
text-dependent and involves balancing between reaction
speed, stability, state consistency, resource efficiency and
implementation complexity.

The theoretical analysis of performance trade-offs has
shown that the effectiveness of autoscaling in stateful mi-
croservice architectures is determined by the balance be-
tween reaction latency, system stability, state consistency,
resource-use efficiency and financial costs. Reactive autos-
caling provides rapid adaptation to unpredictable workload
changes, but is characterised by high latency, performance
fluctuations and a risk of replica-state inconsistencies.
Predictive autoscaling reduces scaling latency and increas-
es stability and resource provisioning efficiency through

Terletska

anticipatory forecasting, but requires accurate prediction
models and additional computing resources. Hybrid strate-
gies combine the advantages of both approaches, making it
possible to ensure short-term flexibility and long-term sta-
bility simultaneously, which makes the choice of optimal
model context-dependent and determined by workload dy-
namics, Service Level Agreement and financial constraints.

The analysis of autoscaling models in stateful micros-
ervice architectures has shown that system effectiveness is
defined by the trade-off between reaction latency, stability,
state consistency, resource efficiency and costs. Reactive
autoscaling provides rapid adaptation to unpredictable
workloads but is accompanied by high latency and a risk
of replica-state inconsistencies. Predictive autoscaling in-
creases stability and optimises resource use owing to antic-
ipatory forecasting, but requires accurate models and addi-
tional computing resources. Hybrid strategies integrate the
advantages of both approaches, providing flexibility and
stability at the same time, and the choice of optimal model
depends on workload dynamics, Service Level Agreement
requirements and financial constraints.

The limitations of the study lie in the theoretical na-
ture of the analysis, which was based on conceptual models
of reactive, predictive and hybrid scaling without experi-
mental validation in real stateful microservice environ-
ments, as well as on a limited set of forecasting algorithms
and the absence of a detailed examination of economic and
cloud-provider aspects of implementation. Prospects for
further research include empirical testing of strategies in
different cloud infrastructures, integration of modern ma-
chine-learning methods to increase forecasting accuracy
and the development of dynamic combined scaling models
that take into account Service Level Agreement, latency,
consistency and financial efficiency.
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Investigation of the stress state of a carbide plate of a cutting tool

Abstract. Cutting tools with carbide inserts operate under harsh conditions that can cause cracking and failure, as their
strength directly depends on the stress-strain state. The study was conducted to determine of the influence of the angle
of installation in the holder of brazed carbide plates of cutting tools on their stress state was investigated. Experimental
studies using the method of photoelasticity are characterised by high sensitivity, non-destructive effects, clarity, and speed
of results. The study was carried out on the polarisation-projection unit PPU-7 using physical models of carbide plates made
of optically sensitive material ED-6, which were attached to the holder with different installation angles. The resulting
isochrome and isokline photographs made it possible to assess the actual visual picture of the existing stresses. During
the experiment, the cutting tool models were loaded using a specially designed stand that simulated the cutting force. The
principal stresses were calculated by the method of difference of tangential stresses for the selected insert installation
angles. It was proved that the angle of attachment of the carbide insert to the holder undoubtedly affects the distribution
of stresses in it during metalworking. A quantitative relationship has been established between the angle of attachment
to the holder and the magnitude of internal stresses acting in the carbide plate. The highest stresses o,,, occured in the
cross-section of the cutting blade of a carbide insert regardless of the angle of attachment to the holder. The lowest level
of acting stresses along the measurement points in three zones along the width of the carbide insert when attached to the
holder at an angle of -30° was found. With connection angles of 15°,0°, and -15°, critical stresses occur in all investigated
areas across the width of the plate along the measurement points
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INTRODUCTION

The reliability and durability of turning tools play a crucial
role in ensuring the stability of machining processes and
the quality of manufactured components. During cutting,
the tool is subjected to elevated temperatures, substantial
mechanical loads and thermal fluctuations, all of which
contribute to intensive wear or even brittle fracture of
carbide inserts. The geometric parameters of the tool, par-
ticularly the installation angle of the carbide insert, signif-
icantly influence its ability to withstand these operation-
al stresses. Consequently, investigating the stress-strain
state of the insert and the effect of its orientation within
the toolholder is essential for improving tool reliability
and extending its service life.

As the authors M. Sobron et al. (2020) pointed out,
before starting the machining process, it is necessary
to know how long the cutting tool can operate before it
breaks down or suffers critical wear. A. Adamu et al. (2021)
provided a comprehensive review of approaches to opti-
mising cutting parameters with the aim of reducing tool
wear in turning operations. The authors highlighted that
tool wear was governed by a complex interaction of cut-
ting speed, feed rate, depth of cut and the material prop-
erties of both the tool and the workpiece. Their analysis
demonstrated that the selection of appropriate machining
parameters was essential for achieving stable cutting con-
ditions, improving surface quality and extending tool life.
That is, cutting tools, including turning cutters, must have
high strength, heat resistance, wear resistance, and hard-
ness. If wear occurs in the main area of chip impact, i.e., on
the front surface, crater wear occurs, and if the main wear
occurs on the back surface of the cutter, edge wear occurs
(Roszkowski et al., 2020). Thus, the main reason why turn-
ing inserts fail and need to be replaced is wear. The situa-
tion is different with cutting tools.

Unlike through-hole cutters, cut-off cutters operate
under difficult conditions of non-orthogonal cutting, as the
cutter is subjected to force and temperature loads on three
sides. In such conditions, the lubricating coolant does not
work effectively enough, which complicates the efficien-
cy of the chip removal process. P. Zabrodskyi et al. (2021)
noted that the main cause of failure of cutters is not wear,
as in the case of passing cutters, but breakage of carbide
inserts. At the same time, as the authors Y. Liu et al. (2025)
pointed out, compared to wear, brittle fracture occurs more
suddenly and less predictably. Experimental results by
A. Rizzo et al. (2020) showed that breakage occurs due to
the formation of surface cracks with their subsequent ex-
pansion. Cracks can appear as a result of untimely sharp-
ening of the tool, incorrectly selected cutting modes, and
for cutters with brazed inserts during the manufacturing
process when the inserts are soldered.

Scientists have conducted extensive research to deter-
mine the causes of cracks and breakage in carbide plates.
Thus, F. Wu et al. (2021) and J. Ostby et al. (2022), the meth-
od of analytical research is used to study the proposed
theory of sliding lamellae formation in carbide inserts at
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the WC/WC grain boundary based on shear stresses. Fi-
nite element modeling of the cutting process by C. Xiao et
al. (2024) provided information on the deformations along
each point of the cutting line, the stresses occurring at
each node/point, and the temperature distribution in the
tool and workpiece during the machining process. The
study was conducted using Deform 2D computer-aided de-
sign software. The authors V. Gutakovskis et al. (2022) used
the Third Wave Advant Edge software to model turning and
study stresses using the finite element method. W. Cai et
al. (2025) used the Johnson-Cook constitutive model to
determine the shear stress on the primary shear plane. It
takes into account the strain, strain rate, and temperature
effect to describe the stress. This model is widely used in
cutting modelling and simulation studies.

Among the experimental methods used to study the
stress-strain state, it is necessary to note, for example, the
holographic method. M. Kumar et al. (2025) used a holo-
graphic interferometry unit to determine the deformations
of turning cutters, which made it possible to combine the
results of experimental and numerical studies. In the work
by S. Lubis et al. (2020), a non-destructive X-ray diffraction
method was used to measure surface stress. The authors
B. Bergmann et al. (2025) used a method for calculating in-
ternal stresses based on measured external stresses. In this
case, the internal stresses of worn cutting tools are calcu-
lated at different states of wear.

Therefore, the solution of the problem of optimising
the geometric parameters of cut-off turning tools with
brazed carbide inserts by determining the influence of the
angle of installation in the holder on their stress-strain
state is of scientific interest. The insufficient study of this
issue requires additional research to identify ways to in-
crease the durability and reliability of cutting tools. The
aim of this study was to investigate the effect of the in-
stallation angle of brazed carbide inserts in the toolholder
on their stress-strain state and to optimise tool design for
improved durability during metalworking.

MATERIALS AND METHODS

It is difficult to ensure machining accuracy in prefabricated
cutters due to the presence of additional gaps at the joints
of the carbide inserts, so they were used in single or small
batch production. Tools with brazed inserts (Fig. 1) offered
significantly better precision than prefabricated cutters
and were therefore preferred for use in Computer Numeri-
cal Control (CNC) machines.

Figure 1. Cutting-off tool with brazed carbide insert

Source: prepared on the basis of research data by
P. Zabrodskyi (2021)
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In the study, analytical and experimental methods
were used to determine the stress state of carbide inserts
in cut-off tools. One of the key methods involves calculat-
ing the shear stress in the material. For this, the formula
proposed by J. Ostby et al. (2022) was used to compute the
shear stress (1), which took into account the material’s me-
chanical and thermal properties:

r=glap (@) @I -GEE) o

where A is the yield strength; B is the strain hardening co-
efficient; C is the sensitive strain rate coefficient; n is the
strain hardening degree index; m is the thermal softening
index; T, is the reference temperature (ambient tempera-
ture); T, is the melting point; y is the strain; y is the strain
rate; y, is the reference strain rate.

To evaluate the stress-strain state of carbide inserts of
cut-off cutters, the polarisation-optical method, or photo-
elasticity method, was used. In the present work, the po-
larisation-optical method, or photoelasticity method, was
used to assess the stress-strain state of carbide plates of
cutting tools. This method was based on the properties of

certain transparent materials, which become optically ani-
sotropic when deformed under mechanical stress. They de-
veloped optical anisotropy and the associated double bire-
fringence. This was the so-called piezoelectric effect. In this
case, the main values of the dielectric constant were linear-
ly related to the main stresses within the elastic range. The
main advantage of the polarisation-optical method was its
ability to determine residual stresses. For the manufacture
of models studied by the polarisation-optical method, ma-
terials were used that must have high transparency, stable
optical and mechanical characteristics, sufficient strength,
and optical and mechanical isotropy.

To study the stress-strain state of a carbide plate
at different installation angles, models of cut-off cut-
ters were made with front angles of -30, -15, 0, 15, and
30 degrees. The models of carbide insert of the cutting
tools were made of optically sensitive material based on
ED-6 epoxy resin, the hardening of which was provided
by methyl tetrahydrophthalic anhydride with an optical
constant =1.88 MPa. The geometric dimensions of the car-
bide insert models at different angles of installation in the
holder are shown in Figure 2.

f) L

Figure 2. Geometric dimensions of models of cutting tools with the angle of installation of a carbide insert
Note: a) y=30°; b) y=15°;c) y=0°; d) y=15°; e) y=30°; f) thickness of the carbide insert

Source: compiled by the authors

The geometric scale of modelling for the geometric pa-
rameters of the model is selected based on:

l
a= l—” = const, 2)

m

where [, [, are the lengths of any corresponding segments
in reality and the model.
The force scale can be chosen arbitrarily:

B = ﬁ—; = const. 3)

The relationship between the stress similarity scale §
and the force scale B is expressed through the geometric
scale a:

On B
6=—=;=const. 4)

The elastic modulus of the model, which has a stress

dimension, should be modeled on the same scale as the

stress 6, according to the general principles of simi-
larity theory:
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5—; = § = const, (5)
where E,, E, are the elastic moduli at the corresponding
points in nature and the model.

The Poisson’s ratios of the real materials p, and the
model materials p,, as dimensionless quantities must be
equal to each other:

Un = Um- (6)

When these conditions of similarity are met, it is suf-
ficient that the internal (studied) stresses in the model
have a scale of §, the displacement has a scale of a, and
the deformations of the model and the nature coincide. A
special stand was used to perform the study, where models
of incisors were installed and loaded with a force that sim-
ulated the cutting force (Fig. 3). A universal dynamometer
was used to measure the applied force.

Figure 3. Polarisation and projection unit (PPU-7)
with a load stand

Source: compiled by the authors

To determine the stresses, it was necessary to obtain
pictures of isochromes (stripes of the same colour connect-
ing points with the same difference in principal stresses)
and pictures of isoclines (dark-coloured lines connecting
points with the same direction of principal stresses).

RESULTS AND DISCUSSION
Patterns of isochromes (Fig. 4) and isoclines were obtained
at the same load P,=1,000 N. To evaluate the existing stress-
es, along arbitrary lines, two parallel auxiliary sections were
drawn on opposite sides of these lines at a sufficiently close
distance from the main ones. Along these sections, the values
of the tangential stresses and were determined, as well as the
difference of these stresses between the auxiliary sections.

Zabrodskyi et al.

b)

d)

e)

Figure 4. Photocopies of isochromes of samples
with different angles of carbide plate fixation

Note: a) y=30°; b) y=15°;¢) y=0°; d) y=-15°; e) y=-30°
Source: compiled by the authors

The values of the normal stresses ¢, and o, were deter-
mined using the following formulas:

Ax;
Oxn = Oxo — 2?=I(ATX3’)L'§; ™
Ayy
g'yk = g'yo - Z$=1(ATxy)r é + Y Zle Ayr; (8)

where n, k are the number of measured points along the x and
y axes, respectively; o,, 0, are the known values o,i o, at the
starting point of integration; Ax, Ay, are the intervals along
the x and y axes through which measurements were made;
Ax, Ay — are the distances between parallel auxiliary sections
along the x and y axes, respectively; yY, Ay, is the product of
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the volume weight and the length of the integration segment
(taken into account if the model works under its own weight).

The dangerous cross-section of the carbide insert was
determined according to the second theory of strength. To
do this, first, knowing the values of ¢,, 0, and t,,,,, the val-
ues of the principal stresses o, and o, were calculated. Next,
the value of the equivalent stress o,,, was calculated for the
case of a plane stress state:

Oequ = 01 — UO3. )

In each of the three longitudinal sections of the plate:
near the surface, in the middle, and at the base for all an-
gles of the plate installation, the calculation was performed
for ten points (Fig. 5).

Figure 5. Scheme of the study on the example of a sample
with a plate hard-metal insertion angle of y=-15°
Note: the numbers show the division of the field into zones

Source: compiled by the authors

Based on the values of ¢, the dependences of the lo-
cation of dangerous sections in them and the value of o,
at different angles of the carbide plate installation were
obtained. The tensions distribution graphs o, (in values
are presented strips) are shown in Figures 6-8. The analysis
of the results of the surface zone study (Fig. 6) showed that
the largest number of stress bands occurred in the plate
with the installation angle of y=15° and y=30°, i.e., the
samples shown in Figure 4a and Figure 4b. The plates
with attachment angles of y=-15° and y=-30° (Fig. 4d and
Fig. 4e) show the same result, i.e., no load tensions strips.
For the specimen with an insertion angle of y=0° (Fig. 4c),
the smallest number of tensions strips occurred at the end
connection to the holder. An increase in the load at the end
connection indicates dangerous sections and areas of pos-
sible insert cracking, which will lead to further loss of the
integrity of the cutting tool. The study of the middle zone
(Fig. 7) along the length of the hard metal insert showed
the largest number of stress bands for the sample with
an insertion angle of y=0° in the front part of the insert
and for the sample with an insertion angle of y=15° at the
point of attachment of the end part to the holder. Almost
the same number of stress bands along the length of the
middle zone was observed for the specimen with an inser-
tion angle of y=30°, which may indicate a possible reason
for the low durability of this type of cutting tool. Along the

base of the carbide insert (Fig. 8), the highest tensions oc-
cur in the specimens with an installation angle of y=30°
and y=15°. The lowest tensions are observed in the method
of installing carbide inserts with an angle of attachment
to the holder of y=-30° and y=-15°. Under the condition
of direct attachment, i.e., the angle of installation is y=0°,
almost the same level of load is observed along the meas-
urement points, which poses a hidden threat of destruction
of the soldering point of the insert to the holder.

Tensions o, ,
strips
O N W W

2 3 4 5 6 7 8 9 10
Distance at points along the plate

—_

Figure 6. Stress distribution o,,, along the front surface
of a hard metal insert at different installation angles

Note: m -y=30°;, m —y=15°; m —y=0°;, -—-y=-15°%m -
y=-30°
Source: compiled by the authors
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Figure 7. Stress distribution pattern o,
along the middle section of a hard metal insert
at different installation angles

Note: m - y=30°;, m —y=15°; m —-y=0°;, -—-y=-15°m -
y=-30°
Source: compiled by the authors
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Figure 8. Stress distribution o, along the base
of the hard metal insert at different installation angles
Note: m - y=30°;, m —y=15°; m —y=0°;, -—-y=-15°%m -
y=-30°
Source: compiled by the authors

A significant amount of research into factors affecting
the durability of cutting tools has focused on through-type
turning tools. This is understandable, since this type of
tool performs the main work in turning. The insufficiently
studied factors affecting the durability of cut-off turning
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tools prompted the search for a scientific solution to the
problem. According to M. Zheng et al. (2012) cut-off tools
operate under very harsh conditions, and the main cause
of failure is the breakage of their carbide inserts. In ac-
cordance with the findings of M. Zheng et al. the primary
cause of failure in cut-off turning tools has been identi-
fied as carbide insert breakage. The proposed methods by
A. Kurt et al. (2015) for studying the stress-strain state do
not allow for a full assessment of all the factors involved,
in particular the geometry of the cutter, on the destruc-
tive loads acting on it. The gap in these studies has been
addressed by the current study, which emphasises the in-
fluence of geometric parameters — specifically, the instal-
lation angle of the carbide inserts — on stress distribution
and overall tool durability Thus, studying the influence of
geometric parameters on the stress state of carbide inserts
of cut-off turning tools using the photoelasticity method
makes it possible to optimise the design of tools, which
will increase their strength and service life. While earli-
er studies by A. Pandey et al. (2024) focused on wear and
temperature-induced failure, the current study provides a
more precise understanding of the mechanical stress fac-
tors. The current study offers new insights into the rela-
tionship between tool geometry and stress concentration,
which can help optimise tool design and extend service life.
Although the photoelasticity method is not as com-
monly used in modern analytical research due to the de-
velopment of alternative techniques, it still offers signif-
icant advantages, as highlighted by Q. He et al. (2025).
Specifically, this method is known for its high sensitivity,
non-destructive nature, and ability to provide detailed in-
sights into stress distribution. These advantages make the
photoelasticity method particularly valuable for studying
the stress-strain state of cutting tools under operational
conditions. Geometric parameters of the tools themselves
are among the critical factors affecting the reliability and
durability of cutting tools. S. Shvets & V. Astakhov (2020)
emphasised that the required geometry of the cutting sys-
tem is achieved by adjusting the tilt of the carbide insert
in both radial and axial directions. This observation aligns
with the current study, which also investigates the impact
of carbide insert installation angles on stress distribution
and tool durability, further supporting the importance of
geometric optimisation for enhancing tool performance.
The durability of turning tools has a significant impact
on machine tool productivity. According to research by
S. Ghosh et al. (2018), cutting tool failure causes almost
20% of machine downtime. It is very important to know the
remaining service life of the cutting tool in order to replace
it in a timely manner that meets the goals of sustainable
development - responsible use. However, it is difficult to
predict the service life of a cutting tool because each cut-
ting tool has different characteristics when cutting metal.
Cutting conditions such as feed rate, cutting speed,
depth of cut, as well as workpiece material and tool ma-
terial, have a significant impact on tool durability. These
factors directly influence the wear rate and lifespan of the
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cutting tool, making it essential to optimise machining pa-
rameters to extend tool life. A.A. Yontar & Y. Kartal (2017)
explored the effects of various cutting parameters on tool
wear and machinability, emphasising the complexity of
predicting tool lifespan due to the dynamic nature of these
factors. Similarly, L. Bouzidab et al. (2018) highlighted the
importance of optimising cutting conditions, particularly
when finishing AISI 304 stainless steel, to minimise flank
wear and maximise tool life. Both studies underscore the
need for a comprehensive understanding of cutting param-
eters to improve tool performance and minimise downtime.

Tool geometry, such as positive/negative frontal an-
gle or honed/beveled edge, also has a significant impact.
A study of the causes of cutting tool failures by A. Rizzo et
al. (2020) has shown that during the metal cutting process,
cutting tools must withstand high heat, high pressure,
abrasion, thermal and mechanical shocks. This finding
aligns with the current study, which also underscores the
critical role of cutting forces in determining the stress state
within the carbide insert. Control and analysis of stress
conditions are crucial for the reliability of elements. Ignor-
ing stress concentrations can lead to structural failure, as
demonstrated in the analysis of the silo tower collapse by
Ye. Bakulin et al. (2022). Therefore, the data obtained in the
current study on the distribution of stresses in a carbide
plate allow reasonably selecting the optimal method of
fastening it and prevent premature tool failure. The deci-
sive parameter affecting the strength of a carbide turning
tool insert is the cutting forces that arise during metal ma-
chining and, accordingly, cause a certain stress state in the
insert body. Therefore, when designing a tool, it is very im-
portant to know the relationships between the parameters
of the insert geometry in the tool coordinate system.

The influence of destructive factors was studied using
a non-destructive photoelasticity method with a polari-
sation-projection device. Based on the obtained photos,
isochromes and isoclines were used to determine the max-
imum permissible stresses in a carbide plate depending
on its geometric shape and the angle of installation in the
holder. The most acceptable from the point of view of the
minimum tensions can be considered samples with carbide
insertion angles of y=-15° and y=-30°. This installation
method will ensure the highest durability of the carbide
insert and the cutting tool as a whole. The intermediate
position is occupied by a sample with a mounting angle
of y=0°, but the significant load on the front of the insert
in the middle zone and the connecting end part can cause
cracks and contribute to further destruction of the tool
integrity. Regardless of the angle of insert insertion, the
maximum loads occur in the cutting zone, which may be a
determinant of tool life and requires further research.

The durability of cutting tools is influenced by a com-
plex interplay of factors, including cutting conditions, tool
geometry, and material properties. Research has shown
that factors such as feed rate, cutting speed, and depth of
cut, along with tool and workpiece materials, significantly
affect tool wear and lifespan. Additionally, the geometry
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of the tool, such as insert angles and edge design, plays a
crucial role in determining stress distribution and tool per-
formance. Cutting tools, particularly those with carbide in-
serts, must withstand high heat, pressure, and mechanical
stresses, making it essential to understand the relationship
between cutting forces and tool geometry. As demonstrat-
ed in the current study, optimising these parameters is key
to improving tool durability and minimising failures. These
insights pave the way for further advancements in tool de-
sign, with a focus on optimising geometry and cutting con-
ditions to enhance tool life and operational efficiency. The
findings underscore the importance of comprehensive ap-
proaches to tool design and machining process optimisation
for the future of sustainable and efficient manufacturing.

CONCLUSIONS

Hidden fracture of the inner part of carbide inserts is dif-
ficult to detect visually, compared to the possible appear-
ance of cracks on their surface. This study provided a clear
understanding of the distribution of loads along the car-
bide insert along its width. In an applied sense, it is impor-
tant to know the geometric features of the cutting tools to
establish the required angles of attachment of carbide in-
serts to the holder, depending on the specified production
conditions. This will increase the service life of the cutting
tools and the productivity of metal cutting operations.
According to the results of the studies, it was found
that the angle of attachment of the carbide insert to the
toolholder significantly affects the stress distribution in it

during tool operation. It is the current level of stress in the
defined zone of the carbide insert that determines its re-
sistance to cracking and subsequent fracture. In terms of
insert strength, the most optimal setting angle is y=-30°,
since the minimum value of dangerous stresses o,,, is ob-
served along the measurement points in all three zones
along the width of the insert.

The results have shown that the most dangerous op-
tion for installing a carbide insert in a holder is an an-
gle of y=130°. The maximum stresses occur in all studied
zones along the width of the insert along the measurement
points, compared to the attachment angles of 15°,0°,-15°,
and -30°. The sample with an attachment angle of y=30°
can be considered to have the best surface finish quality in-
dicators. However, even minor deviations from the machin-
ing process technology cause significant wear and frequent
tool breakage. Further research should focus on a deeper
investigation of the impact of various geometric parame-
ters of carbide inserts on their stress resistance under dif-
ferent machining conditions.
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AHoTauid. PizanbHi iHCTpyMeHTH 3 TBEPAOCIUIABHUMM IJIACTUHAMM TIPAIIOIOTh Y JKOPCTKUX YMOBAX, SIKi MOXYTh
CIIPUYMHUTU PO3TPiCKyBaHHS Ta PYIHYBaHHS, OCKIIBKY iXHSI MillHiCTb 6e31ocepeSHbO 3aMeXUTh BiJj HAMIPYsKeHO-
nedopmoBaHoro crany. JoctigkeHHs 6y/I0 MPOBeIeHO 3 MeTOI0 BM3HAUEHHS BIUIMBY KyTa BCTAHOBJIEHHS B JeP5KaBKy
HalasHUX TBEPAOCIUIaBHUX IIACTUH BiApi3HMX pi3LiB Ha iX HaNpykeHUi cTaH. EKcriepuMeHTalbHI LOCTiAKEHHS
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OTPMMaHHS pe3y/abTaTiB. BUKOHyBany JOCTiIKeHHS Ha oS pU3aliliHO-IPoeKILiliHii ycraHoBLi ITITY-7 3 BUKOPUCTaHHSIM
disuuHMX MoJeneit TBepAOCIUIABHUX IUIACTUH 3 ONITUYHO-UYTAMBOro Mmartepiany E[I-6, ki MpuegHyBaIUCh y IepKaBKy
3 pi3HMMM KyTaMy BCTaHOBJIeHHS. OTprMaHi GOTOKAPTKY i30XPOM Ta i30KJIMH JO3BOIMIN OLIIHUTY peabHy Bi3yaabHy
KapTUHKY [il0uMXx Hallpy>XeHb. [1if] yac ekcriepMMeHTy MOJesi BigpisHMX pi3LiB HaBaHTaXXyBaJMCs 3a JOIIOMOTOI0
crierfiaJibHO PO3POO6JIEHOTO CTEHY, 10 MOJENI0BaB CUIY pizaHHs. PO3paxyHOK TOJIOBHUX HAIPYy>KeHb BUKOHYBABCS
METOJIOM Pi3HMIIi JOTMYHMX HAIIPYyKeHb [T 00paHUX KyTiB BCTAHOBJIEHHS IJIaCTUH. [I0BeleHO, 1[0 KyT IpMUETHAHHS
TBEPAOCIUIABHOI TUIACTVHM J0 JepkaBka 6e31epeyHo BIUIMBAE HA PO3TO/iJ B Hiil HANIPyKeHb ITiJl YaC MEeTaJI000pPOOKNA.
BcTaHOBJIEHO KiTbKiCHMI 3B’S130K MiXK BEJTMUYMHOIO KyTa MPUESHAHHS IO JeP>KaBKM Ta BEIMUMHOIO TiI0UMX BHYTPIlIHIX
HampyXeHb Y TBePAOCIUIABHOI TacTMHKN. Halibinbuii HanpykeHHs o,,, Mil0Th B Iiepepisi pixkydoro jesa TBepAoCIIaBHOL
IIJIACTMHM He3aJIeXXHO Bif, KyTa IpUEeIHAHHS [0 AepskaBka. BcTaHOBIeHO HaliMeHIINIi piBeHb Jil0YMX Hallpy>KeHb B3[I0BXK
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3a yMOBM KyTiB mpuegHanHs 15°, 0° Ta -15° BUHMKAIOTh KPUTUYHI HAIPYKeHHST Y BCiX TOCTiIKeHMX 30HaX 3a IMPUHOIO
IJIACTMHMY B3[0BXX TOUYOK BUMipIOBaHHSI
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Digitalisation of field research data - the basis of farm management

Abstract. The efficiency of modern agricultural production management was shown to depend largely on the
implementation of digitalisation processes, which transformed the paradigm of production process management and
created conditions for increasing agricultural productivity through the use of innovative digital technologies. The purpose
of the article was to review scientific publications devoted to the digitisation of field experiment databases in order to
enhance the profitability of agricultural production through the development of effective management decisions in
crop production based on data obtained from numerous sources of digital transformation. It was demonstrated that
the diversity of technological processes, as well as input and output data involved in agricultural production, resulted
in significant complexity and integrative challenges in assessing production sustainability. It was identified that the
majority of farmers were not specialists in information technologies and were therefore unable to fully comprehend
the complexity of the algorithms underlying modern digital solutions. Approaches to the use of big data in agriculture
were systematised with regard to the evolution of the 4V concept towards the 5V framework, in which data value
was emphasised as a critical requirement. A scientific and methodological approach aimed at improving agricultural
production efficiency through the application of machine learning methods was proposed, including automatic crop
recognition, disease and weed detection, and the forecasting of crop yield and product quality. It was established that,
alongside material and technical support, the intellectualisation of production and management activities based on
digitalisation constituted a priority factor in the development of the agro-industrial sector, being considered a highly
effective means of increasing the return on investment in agriculture by 10-15%

Keywords: agricultural production efficiency; digitalisation; yield; soil fertility; moisture reserves

INTRODUCTION

Digitalisation and the integration of advanced technolo-
gies, including data analytics, machine learning (ML), and
automation, offer significant potential to transform agri-
cultural management, increase productivity, and ensure
long-term sustainability. These innovations are becoming
essential as part of efforts to increase agricultural produc-
tion while minimising environmental impact. In review
of the concepts and methods of sustainable agricultural

development, conducted by a team of authors from differ-
ent countries it is argued that the way to solve the above
problems, which put enormous pressure on the level of ag-
ricultural production, is to increase the efficiency of agri-
cultural technologies while reducing the burden on the en-
vironment. These two important factors form the basis for
transforming production in the agricultural sector based
on the principles and characteristics of precision farming.
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Such modernisation has great potential for ensuring the
sustainable development of agricultural production while
maximising its productivity and environmental safety.

Researchers A. Cravero & S. Septlveda (2021) explored
the use of ML in big data applications within agriculture.
They focused on the practical adaptations of these tech-
nologies to improve efficiency in agricultural processes. By
leveraging advanced data analysis techniques, they demon-
strated how automation can enhance decision-making and
optimize agricultural operations. In general, according to
F. Zecca (2019), smart agriculture is based on four basic
principles that make it possible to meet the growing needs
of the population: a) optimal management of natural re-
sources; b) use of advanced technologies; c) preservation
of the ecosystem; d) development of relevant services.

An essential feature of modern agriculture is the use
of information and communication technologies (ICTs),
which are encouraged by policy makers around the world.
ICTs may, for example, include farm management informa-
tion systems, air and soil moisture sensors, accelerometers,
wireless sensor networks, cameras, drones, low-cost satel-
lites, online services, automated guided vehicles, etc. The
disadvantage and a serious obstacle to obtaining valuable
information from field research data is that traditional data
processing methods are unable to meet the ever-grow-
ing needs in the new era of “smart” agriculture based on
the algorithmic and software being created everywhere
(Serensen et al., 2021). That is why ML has emerged, taking
advantage of the rapid exponential growth of computing
power and the tools of artificial intelligence and the Internet
of Things (IoT) (Evstatiev & Gabrovska-Evstatieva, 2020).
Researchers from Brazil G.M.D. Almeida et al. (2021) have
demonstrated that logistics is a particularly important
challenge in agriculture. As a cutting-edge technology, ML
can solve significant problems, particularly in sugarcane
transport chains, thereby significantly improving the over-
all economics of production. Ukrainian researchers also
raise issues related to the digitisation process in Ukraine’s
agro-industrial complex. M. Rudenko (2019), revealing dig-
itisation as a component of modern management methods
in agriculture, notes the lack of a unified approach to inter-
preting its essence. The author considered the multifaceted
definition of this concept from different points of view: the
state; scientists; practitioners (entrepreneurs); society.

In the article by Y. Voloshchuk (2019) the processes
of formation and development of the digital economy of
Ukraine are considered, the differences and peculiarities
of its functioning and the impact on the competitiveness
of the national economy are being studied. It is deter-
mined that digitalisation of the country is not a simple
transition to e-government, but a full-scale introduction
of digital technologies in all spheres of society: from edu-
cation, skills, production, business to bridging the digital
divide and creating a complete digital infrastructure. The
basic moments of the digital strategy of the country are
defined, problems of digitisation of industries, in particu-
lar agro-industrial complex, and ways of their solution are

outlined. M. Volokha et al. (2022) concluded that at the
level of agricultural enterprises or farms, the digitisation
of the data obtained allows monitoring production pro-
cesses and processes of plant growth and development;
assessing the condition of crops and forecasting crop
yields; identifying areas requiring fertilisers and pesti-
cides; controlling crop rotations and the quality of agro-
technical measures; determining soil moisture, assessing
snow cover, freezing areas, etc.

M. Lampridi et al. (2019) noted that one of the main
problems is that the vast majority of farmers around the
world are not experts in this field and therefore cannot ful-
ly understand the basic patterns obtained using ML algo-
rithms. Despite this, a group of scientists from Italy, Tuni-
sia, Malaysia, and the United Kingdom (Rejeb et al., 2022)
argues that the growing body of knowledge related to arti-
ficial intelligence and ML requires a bibliometric approach
to understand the structure of knowledge. As research in
this field develops and becomes more complex, it is ex-
tremely important to conduct a retrospective assessment
of accumulated publications in order to identify new con-
tributions, reflect research trends, and identify promising
directions for future research.

The purpose of this article was to review publications
devoted to the digitisation of field experiment databases
in order to increase the profitability of agricultural pro-
duction by developing effective management decisions in
crop production based on the use of data from sources of
digital transformation. To achieve this goal, the following
tasks were set:

O systematise existing methods of digitising field re-
search data based on the 5V requirements: volume, variety,
velocity, reliability, and value;

O define the fundamental principles for developing re-
alistic solutions that integrate the expertise of specialists
in both computing and agriculture;

O develop a scientific and methodological approach to
enhancing the efficiency of ML for automatic crop recog-
nition, disease and weed detection, and yield forecasting.

To identify relevant studies related to the objective,
literature published mainly between 2019 and 2024 was
filtered, and the bibliometric method was used, which al-
lows collecting information about publications for further
generalisation. Scientometric databases and search plat-
forms, including Scopus, Web of Science, Google Scholar,
and ScienceDirect, were used. To study the aspects of agri-
cultural management, combinations of the keywords “crop
management”, “water management” and “soil manage-
ment” in combination with the word “machine learning”
were used. The texts and references in the named articles
were scanned, and a critical analysis of the publications
was conducted. Journal articles, conference papers, mono-
graph, PhD dissertations were considered appropriate.

The literature review process was carried out on the
methodological basis of synthesising all available criteria
and a two-level analysis of relevant publications, which
facilitates systematisation. Thus, a systematic literature
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review of more than three hundred studies on ML methods
for crop management and decision-making, and the as-
sessment of precision crop production as a component of
smart agriculture over the past five years was implement-
ed. The study of the methodologies used is of particular
importance, as there are no recommended standards or
norms for assessing the sustainability of methods in the
crop production industry. The known methods most often
include tools based on indicators, indices, and multicrite-
ria. They are often used in combination, so a clear distinc-
tion is not always possible.

Intelligent data processing and ML
in agricultural logistics and supply chains

ML algorithms are fundamental to artificial intelligence
and data science, enabling computers to learn and improve
from data without explicit programming. They have a wide
range of applications, including image and speech recogni-
tion, recommendation systems, and data analysis. In super-
vised learning, algorithms are trained on labelled data to
make predictions or classifications. For classification tasks,
common algorithms include Logistic Regression, Decision
Trees, Random Forest, Support Vector Machines (SVM),
and Neural Networks. Regression algorithms, such as Lin-
ear Regression and Polynomial Regression, predict contin-
uous outcomes like prices or scores. Unsupervised learning
involves finding patterns or structures in unlabelled data.
Clustering algorithms like K-Means, Hierarchical Cluster-
ing, and DBSCAN group similar data points, aiding mar-
ket segmentation and anomaly detection. Dimensionality
reduction algorithms like Principal Component Analysis
(PCA) and t-Distributed Stochastic Neighbour Embedding
(t-SNE) help in reducing the number of features in a data-
set while preserving key information. This approach com-
bines labelled and unlabelled data, useful when acquiring
fully labelled data is costly or time-consuming. It’s used in
various applications, including text classification and im-
age recognition. In reinforcement learning, agents learn to
make sequences of decisions by receiving feedback in the
form of rewards. It’s crucial in robotics, game playing, and
autonomous systems. These ML algorithms play a pivotal
role in solving complex problems and making data-driven
decisions across diverse domains (Jiang et al., 2019).

To eliminate many of the shortcomings inherent in
supply chains, ML can analyse large amounts of data, iden-
tify patterns and generate effective solutions. X. Fan et
al. (2021) defined the role of ML in supply chain optimisa-
tion as follows. learning plays a transformative role in op-
timising supply chains, revolutionising the way businesses
manage their operations. Its impact is multi-faceted and ex-
tends across various aspects of supply chain management.
One of the key areas where ML excels is demand forecast-
ing. By analysing historical data, market trends, and exter-
nal factors, ML algorithms can predict future demand more
accurately than traditional methods. This enables busi-
nesses to adjust their inventory levels, production sched-
ules, and distribution strategies to meet customer demand

Nikolayenko & Volokha

while minimising overstock or stockouts. Route optimisa-
tion is another crucial aspect of supply chain management
where ML shines. ML algorithms can analyse real-time data
on factors like traffic, weather, and road conditions to de-
termine the most efficient routes for transportation. This
not only reduces transportation costs but also minimises
delivery times, enhancing customer satisfaction. Inven-
tory management is also greatly enhanced by ML. These
algorithms can identify optimal inventory levels, taking
into account lead times, demand variability, and costs as-
sociated with holding excess inventory. This prevents over-
stocking and understocking, leading to cost savings and
improved efficiency. Quality control and maintenance in
supply chains benefit from ML as well. Sensors and data
analytics allow for real-time monitoring of equipment and
product quality. Predictive maintenance models can antic-
ipate when machinery or vehicles are likely to fail, enabling
proactive maintenance to prevent costly breakdowns. Risk
management is an essential aspect of supply chain opti-
misation. ML algorithms can analyse a multitude of data
sources to identify potential risks, whether they are related
to geopolitical issues, supplier reliability, or market fluc-
tuations. This early warning system enables supply chain
managers to mitigate risks and develop contingency plans.

Solving logistics problems requires a combination
of technology, logistics innovation, and cooperation be-
tween supply chain participants. According to V. Borodin et
al. (2016), developing strategies to manage seasonal fluc-
tuations, optimise transportation, forecast demand fluc-
tuations, and ensure consistent quality control are vital
to the successful and sustainable operation of agricultural
supply chains. ML can optimise transport routes, reducing
waste and ensuring the timely delivery of perishable goods
for example for the purpose of extending and regulating
the shelf life of fruits and vegetables as in China (Li et
al., 2024). New artificial neural network models are being
developed to accurately assess the temperature of food
products stored in multi-temperature refrigerated vehicles
(Zou et al., 2023).

The American Chemical Society offers a technology
for large-scale food storage by analysing images using a
combination of intelligent sensor film and QR codes. Such
rapid, real-time monitoring of food quality will ultimate-
ly lead to a reduction in food waste and losses (Pounds et
al., 2022). Another advantage of ML is that quality control
systems based on it can automate the verification process,
ensuring that only the highest quality products reach con-
sumers. A. Rejeb et al. (2022) examined the interaction be-
tween artificial intelligence technologies and the agri-food
industry, with particular emphasis on their role in improv-
ing efficiency, quality control, and sustainability across the
entire food supply chain. The authors analysed how ML-
based systems enable automated monitoring, traceability,
and decision support, thereby enhancing product quality
and reducing operational risks. It was concluded that the
integration of artificial intelligence represents a key driv-
er of digital transformation in the agri-food sector. By
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reducing its environmental impact, ML can contribute to
sustainable agriculture by supporting the efficient use of
water, fertilisers, and pesticides.

Given that farmers are becoming increasingly ac-
customed to smartphones, scientists, particularly Indian
(Mayuri, 2018) and Chinese (Yuan et al., 2022), have pro-
posed special smartphone applications as a possible solu-
tion to the above problem. These researchers believe that
more user-friendly systems should be developed. In par-
ticular, devices that are easy to understand and operate,
such as a visualisation tool with a user-friendly interface
for the correct presentation and processing of data, would
be valuable, as explored in detail in the work of Australian
scientists (Ang & Seng, 2021).

In Ukraine, many works by international and Ukrainian
scientists and experts are devoted mainly to the formation
of digitalisation as a tool for the development of informati-
sation. Researchers emphasise that digitalisation requires
a systematic approach to digital transformation and hu-
man capital development, as well as effective state policy
and institutional support to ensure sustainable economic
development. A similar view is shared by T. Lazorenko &
I. Sholom (2018), who underlined the importance of co-
ordinated digital reforms and the development of human
potential. In addition, A. Trushlyakova (2018) pointed out
the need for thorough planning of a digital strategy and
the selection of an effective model to achieve the expected
outcomes of digitalisation.

Thus, most authors whose research has focused on the
essence of the concept of digitalisation limit themselves
to the processes of national economic development in the
context of globalisation. Instead, V. Varga (2020) conduct-
ed a content analysis of the basic term “digitalisation” and
presented his own vision of the concept of digitalisation
as one of the factors of enterprise competitiveness, when,
thanks to the more convenient use of digital technolo-
gies, work with a significant database of information for
economic growth is accelerated. The term “digitalisation”
is understood as the process of using, applying, transfer-
ring, and translating information into digital format. The
author notes that economic growth and transformation
occur through the expansion and more convenient use
of digital technologies. It is emphasised that innovations
are designed to accelerate and facilitate work with a large
database, use a unified system of cooperation with all de-
partments of the company, and establish interaction with
customers and suppliers. All changes that occur during
the implementation of innovative innovations lead to the
improvement and optimisation of the efficiency of the en-
terprise as a whole. It has been determined that digitalisa-
tion is currently leading not only to the emergence of new
specialties, but also to changes in the labour market as a
whole. It has been found that in order to increase compet-
itiveness, economic entities must create a strategy that fo-
cuses on the use of innovative solutions, while introducing
scientific and technical innovations, applying intellectual-
isation, and effectively implementing digital innovations.

All these actions are a driving force for development, which
implements and accelerates the profitable activities of the
enterprise. It has been analysed that digitalisation provides
enterprises, including agricultural ones, with competitive
advantages in all areas of activity, and thanks to this, the
business entity will ensure confident stability in the future.

Big Data and data fusion technologies
for smart and precision agriculture

The processes of digitising large amounts of field data,
i.e., collecting field research data, processing or storing
it, are inextricably linked to the concept of “Big Data”, as
farmers, researchers and other agricultural professionals
are now accumulating large amounts of data (Sonka, 2016).
According to the United Nations, the exponentially grow-
ing amount of data generated by digital technologies re-
quires greater capacity to store it on electronic computing
applications for editing, analysis, and interpretation. At the
same time, it should be noted that since the second half of
the 1980s, the volume of data storage has doubled. The lat-
ter has significant potential and motivates decision makers
to improve their intellectual level (The Guardian, 2017). If
while in 2018 the US National Institute of Standards and
Technology (NIST) noted that big data consisted of sets
with characteristics of large volume (1), variety (2), veloc-
ity (3), and variability (4), i.e., 4V (Chang & Grady, 2018),
then in 2020-2022, in addition to these characteristics,
emphasising the scale and complexity of big data, scien-
tists R.Y. Choi et al. (2020) added the descriptors of high
dimension, high complexity, and high uncertainty, i.e., 5V,
to the definition. Characterising the requirements of 5V it
was highlighted the following (Table 1). The rationale for
increasing the number of V units is presented in the re-
view by A.Y. Sun & B.R. Scanlon (2019), which highlights
the impact of big data and ML technologies on various as-
pects of environmental and water resource management,
as advances in remote sensing methods have contributed
to the spread of big data in many areas of environmental
and water management, including weather forecasting and
natural disaster prevention. Big data opens up new op-
portunities, although it requires, first and foremost, new
forms of information analytics, provided that it is properly
integrated with ML, which will help to fully unlock its po-
tential. The review presents actual applications of big data
ML in environmental and water resource management,
where the authors focus on deep learning, especially since
the illustrated data on environmental and water resource
management require the use of analytical tools for big data
analysis, ranging from virtualisation and edge computing
to high-performance processing. It is noted that one of the
most challenging applications of big data and deep inter-
disciplinary learning is precisely data from environmental
and water resource management. The scope of the appli-
cations cited in this review includes more than 1,000 arti-
cles, which prove that: 1) researchers of environmental and
water resource management data will significantly change
the planning, conduct, and analysis of experiments; 2) the
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most effective use of big data advantages is possible with
low data cleaning costs; 3) thanks to a more reliable and
faster flow of information, the significant effectiveness of
deep learning methods has already been demonstrated in
solving many problems of improving disaster relief efforts.
Finally, big data and artificial intelligence will be most

Nikolayenko & Volokha

valuable when they improve the level of reasoning and dis-
cussion. For big data in machine learning applied to envi-
ronmental and water resource management, it is expected
that deep learning will significantly improve the ability to
understand the conditions and changes the planet is expe-
riencing as a result of human and environmental impacts.

Table 1. Requirements for components in the 5V kit

5V component
No. Name

1 Volume

Refers to the size of big data. In the last decade, the growth of big data has coincided with the rapid development
of ICT and the Internet, and the volume of its deployment is often measured in terabytes, petabytes,
and sometimes exabytes (the amount of information in 1 exabyte is equal to a quintillion (1,018 bytes). To process
data at scale, it is necessary to switch to a distributed computing platform. At the same time, the size
of a data set is relative and may have different values in different applications.

Characteristic

2 Variety

This applies to data collection methods. Depending on the sources of observation, big data can be classified as
passive or active, with the former originating from derivative digital media (e.g., GPS data from mobile phones)
and the latter from planned data collection activities (field observations or targeted remote sensing). Passive data
is collected without the active participation of the user and, as a result, does not explain the reasons for events.
Depending on the format, data can be structured (sensor readings and satellite data) or unstructured (e-mail, video,
audio, or text), with the main difference being that unstructured data cannot be easily described using a predefined
model due to the limited information resources in the case of unstructured data. In other words, diversity creates
an additional level of complexity when working with big data. Two methods are commonly used
to reduce data diversity: virtualisation or data fusion.

3 Velocity

Speed attribute. This may refer not only to the speed of data generation, but also to the speed of analysis required
to receive it. Data generation speed is a direct consequence of network connectivity, widespread use of smart
devices, and real-time monitoring networks. High-speed data sets that are continuously generated by various

sources require special processing. A data stream is defined as an unlimited sequence
of events that requires continuous, incremental processing.

4 | Variability

Variability refers to changes in all other attributes of big data, such as changes in data flow rates or changes in data
values, with the latter often occurring in data obtained through crowdsourcing, i.e., a method of finding solutions
to problems without significant external assistance. This is a serious problem for data processing,
as many ML algorithms operate on the principle of stationarity.

5 Value

This refers to potential issues with data inconsistency and quality, such as partial missing data, anomalies,
and input errors. High-quality products created by data centres involve a significant number of processing
and integration steps. However, as data centres constantly update their algorithms, managing their versions
becomes a serious challenge when accepting data from different sources. Therefore, when developing platforms
for data collection and analysis, it is necessary and important to protect the reliability of information.

Source: developed by the authors based on W.L. Chang & N. Grady (2018)

Chinese electrical engineers from Xinjiang Universi-
ty X. Sibo et al. (2022) developed a data fusion algorithm
based on the idea of parallel computing to improve the
performance of the system for monitoring unevenly dis-
tributed temperature in smart greenhouses, which opti-
mises the quality of a hierarchical network of wireless sen-
sors and increases computing efficiency using a real-time
data fusion strategy. In the study by R.Y. Choi et al. (2020),
the application of ML methods and neural networks to
real-time intelligent data processing tasks was analysed.
The authors examined a multi-level system architecture in
which, at the lower level, temperature data were collected
and pre-processed using an improved Kalman filter, tradi-
tionally applied in applied mechanics and control theory
to reduce measurement noise. At the intermediate level,
characteristic of automation systems and computer-in-
tegrated technologies, a parallel intersection data fusion
algorithm was implemented, enabling the aggregation
of information from multiple sensors and increasing the
reliability of the estimates. The upper level of the system
was based on the use of an extreme ML algorithm with a
global fusion centre, reflecting modern approaches in elec-
trical engineering and power engineering to intelligent
data analysis and the optimisation of operating modes of

complex technical objects. The simulation results report-
ed by R.Y. Choi et al. demonstrated that the integration of
classical control theory methods with ML tools ensured a
significant improvement in the accuracy and responsive-
ness of the temperature control system. Thus, the study
synthesised and systematised contemporary scientific de-
velopments at the intersection of mechanics, electrical en-
gineering, automation, and computer-integrated technol-
ogies, and confirmed the feasibility of applying multi-level
intelligent algorithms for the design of efficient, safe, and
energy-efficient engineering systems.

Automation of crop production
management using ML
According to the works reviewed in this study with regard
to crop production, soil fertility, and water regime, sections
devoted to water and soil resource management were less
extensively investigated and accounted for approximate-
ly 18-20% of the total number of articles (up to 10% per
section). In contrast, crop production management rep-
resented the majority of publications (up to 80% of the
total) and was divided into four main categories in which
ML methods were applied: crop recognition, crop quality
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assessment, disease and weed detection, and profitability
forecasting. Automatic crop recognition based on leaves
is the most common approach for determining specif-
ic leaf characteristics such as colour, shape and texture.
S. Virnodkar et al. (2020) systematically analysed remote
sensing data and ML algorithms as tools for automated as-
sessment of crop water stress, demonstrating the potential
of image-based methods to replace manual field inspec-
tions and support automated decision-making in precision
agriculture. The proposed approaches emphasised the in-
tegration of sensor data, image processing, and algorithmic
analysis, which directly corresponds to modern trends in
automation and computer-integrated agricultural technol-
ogies. With the expansion of the use of satellites and air-
craft, crop classification using remote sensing has become
particularly popular. E.I. Papageorgiou et al. (2018) focused
on the development of intelligent computational models
for crop and product classification, highlighting the role of
automated data acquisition systems, signal processing, and
soft computing methods in reducing human subjectivity
and increasing the reliability of quality assessment. Their
work illustrates how automated classification systems can
be embedded into larger cyber-physical and electrome-
chanical control frameworks for agricultural production.
In other words, the development of computer software and
image processing devices has led to the automatic recogni-
tion and classification of crops, in particular based on yield.
Such solutions reflect a broader shift towards automation
of analytical and control functions in agricultural systems,
where software-driven image analysis replaces tradition-
al manual monitoring and enables real-time feedback for
management and optimisation processes.

At the same time, farmers in countries such as Bangla-
desh choose crops for planting based on their own knowl-
edge. M. Hasan et al. (2023) addressed this limitation by
proposing an ensemble ML-based recommendation system
that formalises empirical farmer knowledge into an auto-
mated decision-support tool. The study demonstrated how
data-driven algorithms can enhance traditional practices
by providing objective, scalable, and reproducible recom-
mendations, thereby supporting the transition from expe-
rience-based decision-making to automated and intelli-
gent crop management systems.

High-quality agricultural products are usually sold
at more favourable prices, which gives farmers higher in-
comes. For example, fruit quality, flesh firmness, soluble
solids content, and skin colour are some of the simplest
maturity indicators used for apple harvesting (Zhang et
al., 2021). Harvesting dates have a significant impact
on the quality characteristics of harvested products of
both high-value crops (grapes, vegetables, woody crops,
herbs, etc.) and row crops. Thus, the development of deci-
sion support systems can help farmers and managers make
appropriate management decisions to improve product
quality. For example, selective harvesting is a management
technique that can significantly improve quality. In addi-
tion, crop quality is closely related to food waste, which is

an additional problem that modern agriculture has to face,
as if the crop deviates from the desired shape, colour, or
size, it may simply be thrown away as substandard. How-
ever, by applying image processing technologies for such
discarded raw materials, developed on the basis of ML al-
gorithms, it is possible to reduce the amount of food waste
for processing companies.

Diseases were identified by experienced agronomists
through field reconnaissance. However, this process is
time-consuming and based solely on visual inspection.
Technological advances have made sensor systems com-
mercially available that can identify diseased plants before
symptoms appear. In addition, computer vision, especial-
ly using deep learning, has made significant progress over
the past few years, as noted in the article by J. Zhang et
al. (2021). The authors demonstrated that convolutional
neural networks can be effectively applied to automat-
ed disease recognition using image data collected with-
in the Agricultural IoT framework, reducing dependence
on expert judgement and enabling real-time diagnos-
tic decision-making. Their work highlighted the role of
software-based vision systems as functional elements of
automated control loops in crop production. A review by
S.R. Upadhyaya et al. (2024) as a scientific achievement
highlights the potential of ML as an additional tool for pre-
dicting genetic loci that contribute to pathogen resistance.
This study extended automation concepts beyond opera-
tional monitoring by introducing data-driven predictive
models at the genetic level, illustrating how ML can sup-
port automated breeding strategies and long-term optimi-
sation of system resilience in agricultural production.

Weeds typically germinate and develop very quickly
due to their abundant seed production and longevity and
spread over large parts of the field, competing with crops
for resources including space, sunlight, nutrients and wa-
ter availability. In addition, weeds often emerge earlier
than crops and do not have to face natural enemies that
negatively affect cultivated plants. To prevent a decrease
in yields, weed control can be done either by mechani-
cal cultivation, herbicide application, or a combination of
both. However, mechanical tillage is sometimes difficult
to implement and ineffective if not done properly, mak-
ing herbicide application the most common practice. The
use of large quantities of herbicides is both expensive and
harmful to the environment, especially if applied uniform-
ly without taking into account differences in weed densi-
ty across the field. Prolonged use of herbicides is likely to
make weeds more resistant, leading to more difficult and
costly weed control. Significant progress has been made in
solving the problem of weed differentiation in crops based
on smart agriculture. This differentiation can be achieved
by remote or proximity sensing with sensors mounted on
satellites, airborne and ground vehicles, and drones, both
ground and airborne. However, converting data collected
by UAVs into “usable” information is a challenging task, as
their collection and classification require considerable ef-
fort. ML algorithms combined with imaging or non-imaging
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spectroscopy technologies can provide real-time differen-
tiation and localisation of certain weed species, enabling
precise herbicide application and planning of the shortest
weeding path in predefined areas instead of spraying the
entire field (Ofosu et al., 2023).

According to X. Gao et al. (2025), ML-based approach-
es represent an innovative solution to the persistent chal-
lenge of weed management in agriculture by enabling
automated detection and control. The system integrates
advanced ML algorithms with robotics to accurately find
and cut weeds in real-time. A convolutional neural net-
work (CNN) is trained on a diverse dataset comprising
images of various crops and weed species, allowing the
model to develop a robust understanding of visual cues
associated with both. This trained model is deployed on
a robotic platform equipped with cameras and actuators
for real-time decision-making and precise weed remov-
al. The integration of deep learning models with control
systems that include laser modules, robotic manipulators,
and precision spray nozzles facilitates the development
of intelligent robotic mowing systems that significantly
reduce chemical herbicide consumption and improve op-
erational efficiency compared to traditional approaches.
Significant obstacles remain, including limited adaptabil-
ity to the environment, real-time processing limitations,
and insufficient model generalisation. Future directions
include integrating diverse data sources, developing opti-
mised models, and improving intelligent decision-making
systems, creating a foundation for the development of sus-
tainable agricultural production.

Yield forecasting
and resource management based
on loT and ML
Yield forecasting is one of the most important and com-
plex topics in modern agriculture. An accurate model can
help farm owners, for example, make informed manage-
ment decisions about which crops to grow to ensure that
the yield meets current market demands. However, this is
not an easy task, it consists of different steps and direc-
tions of digitalisation, because the yield forecast can be
determined by several factors, such as the technical lev-
el of the used machine complexes and the sophistication
of the adapted technologies, soil and weather conditions,
genotypic and phenotypic characteristics of crops and
their interaction. Thus, it requires a fundamental under-
standing of the relationship between these interacting
factors. In their study, M.R. Islam et al. (2023) proposed a
ML-enabled IoT system for automated soil nutrient moni-
toring and crop recommendation, which directly supports
yield forecasting through continuous data acquisition and
real-time analysis. The authors integrated distributed soil
sensors with data transmission modules and decision-sup-
port algorithms, forming a cyber-physical system capable
of transforming raw sensor measurements into actionable
management recommendations. Such an approach reflects
the principles of automation and computer-integrated

Nikolayenko & Volokha

technologies, as it reduces manual intervention, enables
closed-loop decision-making, and enhances the reliabili-
ty of predictive models by incorporating dynamic soil and
environmental parameters. The proposed system demon-
strated how the integration of IoT-based measurement
infrastructure with ML algorithms can improve the robust-
ness and practical applicability of yield forecasting models
in modern agricultural production systems.

The agricultural sector is the main consumer of avail-
able fresh water on a global scale, as plant growth and de-
velopment largely depend on the availability of water. Giv-
en the rapid depletion of many aquifers, the use of digital
technologies provides more efficient management of the
processes of accumulating and preserving productive mois-
ture to ensure sustainable crop production, which is also
confirmed by research by scientists at Texas Tech Universi-
ty J. Neupane & W. Guo (2019). As a result of the research
by W. Zhao et al. (2018) in the field of precision agriculture,
variable rate irrigation is proposed to save water. This can
be achieved by applying irrigation rates that vary with field
variability based on the specific water needs of individual
management zones instead of using a single rate for the
entire field. The level of digitisation of agronomic factors,
including terrain slopes, affects the effectiveness and feasi-
bility of variable irrigation rates, the amount of productive
moisture in the soil. S.A. Mauget et al. (2017) noted that
careful monitoring of soil moisture and other conditions
for crop growth and development, combined with weath-
er forecasting, can help to develop digital irrigation pro-
grams and efficient water management, especially where
groundwater sources are used for irrigation and precipita-
tion provides only a portion of the total evapotranspiration
of crops, as was studied in cotton cultivation in arid areas
of West Texas. Accurate soil information by agro-climatic
zonesis important because it facilitates better soil manage-
ment according to the land’s potential. Effective soil man-
agement is also of great interest in relation to problems
such as land degradation (loss of biological productivity),
soil nutrient imbalances (due to excessive fertilise use), and
soil erosion (due to excessive vegetation cutting, improper
crop rotation, and destruction by energy-driven vehicles).
Useful soil properties can include texture, organic matter,
and nutrient content, among others. Traditional methods
of soil assessment include sampling and laboratory anal-
ysis, which are usually expensive and require significant
time and effort. At the same time, remote sensing and soil
mapping sensors can provide an inexpensive and simple
solution to studying soil spatial variability. However, merg-
ing and processing such heterogeneous big data can be a
serious drawback when using traditional analysis methods.

A serious obstacle to improving the economics of
modern agriculture by obtaining valuable information is
the limited processing of field data using traditional meth-
ods, especially against the backdrop of the ever-growing
needs of precision (smart) agriculture, which requires the
use of information and communication technologies. The
basis for this is agricultural software, farm management
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information systems, various sensors, cameras, drones,
low-cost satellites, etc. As a result, ML has emerged, where
artificial intelligence and IoT tools are widely used. The way
to solve the existing problems that put enormous pressure
on the level of agricultural development is to increase the
efficiency of agricultural technologies while reducing the
environmental impact by transforming production in the
agricultural sector into precision agriculture. Such a sig-
nificant and timely modernisation has a great potential to
ensure the sustainability of agricultural production while
increasing the return on investment in its development,
profitability and a safe environment.

The efficiency of complex processes of agricultural
production is significantly affected by the introduction of
digitalisation, which is a way to accumulate large amounts
of field data and a tool for the development of new, mod-
ern areas of research. Based on a systematic analysis of the
methods and features of digitising field research data for
use as a basis for crop management and decision-making
based on the development of realistic solutions that com-
bine the expert knowledge of specialists in the field of
computing and agriculture, a scientific and methodological
approach to improving the efficiency of ML for automatic
crop recognition, detection of diseases and weeds, and pre-
diction of crop yield and quality is proposed.

CONCLUSIONS

A serious obstacle to improving the economy of modern
agriculture by obtaining valuable information is the lim-
ited processing of field data using traditional methods,
especially against the backdrop of the ever-growing needs

increase the efficiency of agricultural technologies while
reducing the impact on the environment by transforming
production in the agricultural sector into smart agriculture
and precision farming. Such a significant and timely mod-
ernisation has great potential to ensure the sustainability
of agricultural production while increasing the return on
investment in its development by 10-15%, profitability,
and environmental safety. The efficiency of complex agri-
cultural production processes is significantly influenced by
the introduction of digitalisation, which is a way of accu-
mulating large amounts of field data and a tool for develop-
ing new, modern areas of research. Based on the conducted
systematic analysis, it was established that the integration
of ML, sensor networks, and computer-integrated technol-
ogies forms a methodological basis for automating key de-
cision-making processes in crop production.

Based on a systematic analysis of the methods and
characteristics of digitisation of field research data for use
as a basis for crop management and decision-making based
on the development of realistic solutions that combine the
expert knowledge of specialists in the field of computer
technology and agriculture, a scientific and methodolog-
ical approach is proposed to improve the effectiveness of
ML for automatic crop recognition, disease and weed de-
tection, and yield and crop quality prediction. Further re-
search should focus on the development and validation of
integrated cyber-physical systems that combine real-time
sensor data, advanced ML models, and automated control
algorithms to enhance the reliability and scalability of pre-
cision agriculture solutions.

of precision (smart) agriculture, which requires the use of ACKNOWLEDGEMENTS
information and communication technologies. The basis = None.
for this is agricultural software, farm management infor-
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OuundpyBaHHA AAHUX NOSIbOBUX AOCNIAXKEHD —
OCHOBa ynpaBniHHA ¢epMepCbKUM rocnogapcTsom

AHoTauifa. EhekTrBHICTD YIIpaBIiHHS CYYaCHUM CiJIbCbKOTOCIIONAPChKMM BUPOOHUIITBOM Oy/ia BM3HAUEHA SIK TaKa,
110 3HAaUYHOIO MipOI0 3aJIe5KUTh BiJl, BIIPOBAJI)KEHHS MPOLIeCiB AimkuTanisalii, SKi 3MiHIOIOTb ITapaJurmy yIpasaiHHS
BUPOOGHMYMMM IIPOIIeCaMM Ta CTBOPIOIOTh YMOBM JISI ITiIBUIIIEHHST TPOAYKTUBHOCTi arpapHOro BUPOOGHUIITBA IISIXOM
BUKOPUCTAHHS iIHHOBALiTHUX MG POBUX TEXHOJIOTii. MeToo cTaTTi 6y/10 3[ifiCHEHHS OTJISIAY HAYKOBMX MTyOsTiKalliiA,
MPUCBSIYeHUX OIMbPYBAHHIO 623 TaHUX MOJbOBUX JOC/i/IKeHb, 3 METOIO MiABUIIEHHS MPUOYTKOBOCTI arpapHOro
BUPOOHUIITBA IIJITXOM PO3pP006IeHHS e(DeKTUBHUX YIIPABIiHCHKUX PillleHb Y POCAMHHUIITBI Ha OCHOBi BUKOPUCTAHHSI
JaHUX, 0 HAAXOOSTh i3 UMCIIeHHUX JKepest dpoBoi TpaHchopmaliii. Byio mokasaHo, 10 pi3HOMaHiTTS TEXHOJIOTiUHMX
MPOIIECiB, a TAKOX BXiTHMUX i BUXiTHUX JaHUX, 3a/IiTHUX Y CI/IbCbKOTOCITOIapChbKOMY BUPOGHMIITBI, 3yMOBIIIOE CKIAIHICTh
Ta KOMIUIEKCHICTh y3araJIbHEHHS TPOIIECiB OLIiHIOBAHHSI 1i0T0 CTAJ0CTi. Bu3HaueHo, 1110 3HaYHa YacTHa pepmMepiB He
€ daxiBugmu 3 iHpopMaIliiiHMX TEXHOJIOTiN i He Ma€e MOXK/IMBOCTi ITOBHOI MipOI pO3YMiTH aJIlOPUTMIUHY CKJIaIHICTh
cyJacHMX UMGPOBUX pilieHb. Y po6oTi 6y/I0 CCTEMATH30BAHO IMiIXOAY A0 BUKOPUCTAHHS BeVKUX JAHUX Y CilIbCbKOMY
TOCIIOJAPCTBI 3 ypaXyBaHHSIM €BOJIOLIT KoHIIemnIlii 4V 1o 5V, e 10JaTKOBO BPaXOBY€EThCS I[iHHICTh JaHUX. 3aIIPOITIOHOBAHO
HayKOBO-METOIOJIOTIUHMIA MiAXiM, CIIpSIMOBAHMIA Ha MiIBUIIEHHS e(eKTUBHOCTI Ci/IbChKOTOCITOaPChbKOTO BUPOOHUIITBA
IIJIIXOM 3aCTOCYBAaHHS METO,E[iB MAIIMHHOTIO HaBYaHHS OJISI aBTOMAaTUMUYHOTIO pOBHiSHaBaHHH KYJIbTYD, BUSBJIEHHS
XBOpO6 i 6Yp’sIHiB, MPOTHO3YBAHHS BPOKAHOCTI Ta SIKOCTi CiTbChbKOrOCIIOAAPCHKOI MPOAYKITii. BcTaHOBIEHO, 1O
Mopsia i3 MaTepiaTbHO-TEXHIYHMM 3a6€3TeUeHHSIM MepuioyeproBUM YMHHMUKOM PO3BUTKY arpormpoMuCIOBOTO
KOMILJIEKCY € iHTeJIeKTyasIi3allis BUpOOHMUOI Ta YIIpaB/IiHChKOI MisUTbHOCTI HA OCHOBI LMdpoBi3aliii, 110 posmisaasach
SIK BUCOKOe(eKTUBHMIT iHCTPYMEHT MigBUIIeHHSI peHTa0eIbHOCTI iHBeCTUILii1 ¥ CilibChbKe rocromapcTBo Ha 10-15 %

KntouoBi cnoBa: eheKkTUBHICTh CiTbCbKOTOCTIOAAPCHKOTO BUPOOGHUIITBA; MiMKMUTATi3allisl; BPOKAMHICTh; POMIOUICTD
IPYHTY; 3aIlacy BOJIOTU
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Modelling and studying of thermal behaviour
of thin layer using finite element method - application to coated tools

Abstract. The continuous evolution of thin-layer technologies is essential in modern dry machining, where effective thermal
control of coated cutting tools is critical for limiting heat-induced wear and extending tool life. The purpose of this article was to
investigate and model the thermal response of coated cutting tools and to evaluate the influence of single-layer and multilayer
thin coatings on heat transfer during orthogonal dry cutting. To achieve this objective, a transient thermal model based on the
finite element method was developed using a Galerkin formulation combined with an implicit Crank-Nicolson time integration
scheme. The numerical framework was applied to three tool configurations: an uncoated WC-Co insert, a TiN-coated insert, and
a TiN/Al, O, double-coated insert. Experimental dry turning tests were conducted to validate the numerical predictions. The
results showed that the numerical model accurately reproduced the temporal evolution of temperature at the tool-chip interface
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Modelling and studying of thermal behaviour...

and within the insert. The uncoated tool exhibited rapid heat penetration and pronounced internal thermal gradients. The TiN
coating slightly increased the surface temperature but offered limited resistance to heat diffusion. In contrast, the TiN/Al,O,
multilayer configuration significantly restricted heat transfer towards the substrate, leading to lower internal temperatures
and reduced thermal gradients. The Al,O; layer acted as an effective thermal barrier, confining heat near the cutting edge
and protecting the tool core from excessive thermal loading. These findings demonstrated that multilayer ceramic coatings
provided superior thermal protection compared with single-layer coatings. The proposed finite element method approach
could be effectively applied to coating design, tool optimisation, and thermal management in dry machining applications

Keywords: dry machining; heat transfer; numerical approach; cutting; temporal

INTRODUCTION

In industrial manufacturing, the optimisation of material
systems and structural configurations is fundamental to en-
suring reliability, service life, and overall process efficiency.
Advances in thin-film engineering have enabled the deploy-
ment of high performance coatings designed to strengthen
functional surfaces operating under severe thermomechan-
ical loading. Within this context, hard protective coatings
for cutting tools have become a critical element in modern
machining. They increase productivity, extend tool life, and
enable environmentally responsible dry or near dry cutting
regimes. During metal cutting, extreme frictional contact
and high interfacial temperatures develop at the tool chip
interface, accelerating wear mechanisms and diminishing
machining stability. To alleviate these effects, cutting inserts
are commonly coated via physical vapour deposition (PVD)
or chemical vapour deposition (CVD), two established tech-
niques capable of forming dense, adherent, and mechan-
ically robust layers engineered to resist thermal softening,
oxidation, and mechanical abrasion. These coatings have
been widely investigated, particularly within the broader
framework of sustainable machining, where the control of
heat generation and thermal gradients is essential for main-
taining tool integrity under elevated cutting conditions.

Advances in modelling thin layer thermal behaviour have
broadened numerical capabilities. A. Ifis et al. (2013) proposed
the MAX-FEM (Matching Asymptotic eXtended Finite Ele-
ment Method) approach, which eliminates the need for mesh
refinement near thin interlayers by deriving correction ma-
trices from matching asymptotic expansions (MAE) and inte-
grating concepts from the Extended Finite Element Method
(X-FEM). Implemented in Matlab, the model delivered signif-
icant reductions in computational cost relative to classical Fi-
nite Element Method (FEM) formulations. The Thermal Thin
Shell Approximation (TSA), introduced by E. Schnaubelt et
al. (2023), reformulates ultra-thin insulating layers into re-
duced order 2D surface elements while preserving accurate
in plane and through-thickness heat flux descriptions. Val-
idated across multiple configurations, including High-Tem-
perature Superconducting (HTS) coils, TSA offers substantial
reductions in degrees of freedom and computational over-
head, making it particularly effective in systems where the
insulation to conductor thickness ratio is extremely small.

Additional contributions reinforce the relevance of
advanced thermal modelling in manufacturing. M. Ala et
al. (2025) developed a 3D finite element thermal model

to predict laser cladding bead geometry, integrating
heat transfer, fluid flow, and melt pool dynamics within
COMSOL. Validated by 18 experiments on Inconel 625,
the model achieved errors below 13%, with results un-
derscoring the critical role of Marangoni convection in
melt pool morphology and additive manufacturing qual-
ity. D.H. Nguyen et al. (2008) extended the application of
X-FEM by treating brazed joints as singularities within a
matching asymptotic development (DAR) framework, ena-
bling accurate resolution of both mechanical and transient
thermal behaviours and achieving strong agreement with
analytic and commercial FEM solutions.

G. Kumaran et al. (2021) highlighted the importance of
multi physics models for analysing coupled thermal and mass
transport phenomena in nanostructured coatings, reinforc-
ing the strategic role of numerical simulation in surface en-
gineering optimisation. Researchers I. Bencheikh et al. (2017)
introduced a multiscale X-FEM/level-set methodology for
coated cutting tools, achieving improved convergence char-
acteristics and reduced computational cost in transient ther-
momechanical analyses, confirming the suitability of this
framework for thin film coatings, brazed joints,and adhesively
bonded interfaces. In a complementary study C Upadhyay et
al. (2025) investigated the effect of TiAIN coating thickness
(1-4 pm) during dry milling of AISI 1045. Their FEM simula-
tions accurately predicted cutting forces, temperature rise,
and crater wear progression, and experimental validation
confirmed that a 3 um TiAIN layer provided optimal ther-
momechanical performance through reduced force levels,
attenuated peak temperatures, and enhanced surface finish.

Within this broader scientific landscape, FEM remains
a powerful framework for analysing temperature fields in
cutting tools because it accommodates multilayer coating
architectures, complex contact interactions, and dynamic
boundary conditions. The aim of the study was to analyse the
temporal evolution and spatial distribution of temperature
in coated and uncoated cutting inserts under dry orthog-
onal cutting conditions using the finite element method.

MATERIALS AND METHODS
Heat generation during machining mainly results from two
mechanisms: severe plastic deformation of the workpiece
material and intense friction at the tool chip interface. The
heat produced was partially transferred to the cutting in-
sert, where the temperature distribution depends heavily
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on the thermal conductivity of each layer of the coating
system. In this analysis, the thermal conductivities adopted
for the constituent materials were 59, 30, 7.5, and 25 Wm-!
K1, for WC-Co, TiCN, Al,O;, and TiN, respectively. Figure 1
illustrates the generic domain Q and its boundaries I', and
I, in accordance with the configuration used in previous
research by F. Kone et al. (2011).

I Iz
| |
I l

Q

Figure 1. Domain and boundaries
Note: domain Q and its boundaries ', and I,
Source: developed by authors on the base on F. Kone et
al. (2011)

In this general case, the transient heat conduction
problem for the temperature field T(x ,t) was expressed in
its strong form as follows:

AT . (1o .
peor— le()\VT) =winQ x]0,t[
T(x,0) =Ty, VX € Q
AVT.H = @imp at T, x 10,t[ 1)

where p — the mass density, c¢ the specific heat capacity, -
the internal heat generation, A — the thermal conductivity,
and @, — the imposed heat flux density.

The corresponding weak formulation was written as
follows:

[opeSroda + [ MVTV0dQ = [400d9 + [ @impddT (2)

where, 9 represented the test function.

To approximate the solution numerically, the do-
main Q was discretised into Ne finite elements connected
through Nn nodes. The temperature field was approximat-
ed using Equation (3):

T(x) = 3 Ni ()T, 3)

where N;(x) - the shape functions and T, — the nodal tem-
peratures.

Substituting (3) into the weak formulation (2) and re-
moving the test functions yielded the classical finite ele-
ment matrix representation:

[c1 {5} + KT} = (@}, @)

where, {T} - the nodal temperature, [C] - the heat capacity
matrix, [K] - the conductivity matrix, and {Q} - the thermal
loading vector.

The components of these matrices and vectors were
calculated as follows:

[K] = £o2, [ [BIT [D][B]dQ &
(=1 Kl] = ZeNil fﬂe)\v}Ni VN]dQ , (5)
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[C] = Xo2; [, pcINIT [N]AQ & Cjj = £52, [, peN; Njd@, (6)

(@ =52, (S, OINITAQ = [ 2 gympINITdr )
& Q= 20, (ONidQ — [ 13 pimpN;dT). W)
For time integration, the Crank-Nicolson two step im-
plicit scheme was adopted due to its stability and second
order accuracy. Applying this method to (4) led to the re-
currence relation:

B+ 2m) frymer = (K 2 [k (mym +

+2 Q™ + (@™, ®)
which enabled computation of {T}m! from the known “as-
sumed” state {T}m. The time step At had to satisfy the sta-

bility requirement (9) to ensure the stability of the resolu-
tion method:

At 1
<5 )

[N

<a

with a — the thermal diffusivity given by, and Ax — the mesh
spacing in the region of highest thermal gradient.

The three cutting inserted configurations: uncoated
WC-6%Co, single layer TiN, and double layer TiN+Al,O,
were modelled as 1D multilayer systems (Fig. 2). Each layer
was discretised according to stability constraints associat-
ed with the Crank-Nicolson scheme. Table 1 summarises
the mesh density for each configuration.

Insert
I '
(a) i
Q
Thin Layer Insert
I1 ' Iz '
" -
Q
Thin Layer 1 Insert
Thin Layer 2
I Iz I3 '
(C) | 9‘1 | ‘QZ l -Q-s

Figure 2. Domains, subdomains and boundaries
Note: a — uncoated carbide insert, b — coated carbide insert
(TiN coating), c — double coated insert (coatings TiN +Al,O.)
Source: developed by authors

The machining conditions used to define the applied
heat flux were derived from experimental measurements.
In all simulations, the workpiece bottom surface moves
at a cutting speed of 100 m/min, while the insert remains
stationary. The undeformed chip thickness is maintained
at 0.4 mm, with a clearance angle of 6°. The effective cut-
ting length is 10 mm, corresponding to approximately 6 ms
of machining time. A constant friction coefficient of 0.4 is
adopted for all cases (Table 2).
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Table 1. Meshing data

Case Bodies Number of elements

Uncoated Insert 288

. Coating 2

Coated rt

oated Inse Insert 397

Coating 1 2

Double coated insert Coating 2 2
Insert 395

Note: number of elements
Source: developed by authors

Table 2. Cutting conditions

Parameter Value

Cutting speed (m/min) 100
Undeformed chip thickness (mm) 0.4
Length of cut (mm) 10
Coefficient of friction 0.4
Cutting time (ms) 6

Note: cutting experimental conditions
Source: developed by authors

The local frictional heat flux in the contact zone was
expressed as:

qr = 1S = Ups, (10)

where u - the local friction coefficient, T - the shear stress,
p - the contact pressure, and s — the sliding velocity. The
resulting geometry, loading and boundary conditions of
the cutting system were shown in Figure 3. Table 3 provides
the thermal properties and dimensions for the substrate
and coating layers employed in this study.

RESULTS AND DISCUSSION
As a first step in this study, it is important to verify the va-
lidity of the FEM numerical model that has been developed.
To achieve this, the operating parameters were applied in
the algorithm, and the resulting data were quantitatively
compared with experimental measurements. For all ana-
lysed cases, the simulation begins at a temperature of 20°C,
corresponding to the prescribed initial thermal condition
T=T,=20°C. The numerical evaluation of the tool surface

Table 3. Thermal properties and dimensions

temperature in the case of the uncoated insert (WC-Co) as
presented in Figure 4, shows close agreement with the ex-
perimental measurements.

f

g [we-co|l To=20°C
=]
 p——
@ == / |
g -
=
f TiN WC-Co|] To=20°C
pe—— 7
w E==[] |
E .
=
g Al203 WC-Co| To=20°C
=]
0% =} / |
T |
T 5um Sum

Figure 3. Geometry, dimensions, loading and boundary
conditions of cutting tools and coating layers
Note: a — uncoated carbide insert, b — coated carbide insert
(TiN coating), c — double coated insert (coatings TiN +Al,O.)
Source: developed by authors

Substrate Coating
WC-Co AL O,
Conductivity (W m-1C1) 59 25 7.5
pCp (Nmm-2 K1) 15 12 3.42
Size (mm) 2 0.005 0.005

Note: thermal properties for numerical analysis
Source: developed by authors

Both curves show a rapid rise in temperature during
the first 1 ms, reflecting intense heat generation on the
cutting surface, followed by a slower increase. The exper-
imental values slightly exceed the numerical predictions
at most points, especially between 1 and 4 ms, where the
maximum difference reaches about 50°C. After 4 ms, the

curves converge towards a peak of about 456°C at 6 ms.
In the case of the TiN coated insert (Fig. 5), the numerical
evaluation of the tool surface temperature shows a compa-
rable behavior to the experimental results, with a sharp rise
during the first 1 ms due to the concentrated heat at the
TiN layer, followed by a slower rise.
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0
Time [s]
Figure 4. Temperature evolution at the tool surface
of contact (Point study). Case of uncoated insert
Note: thermal properties (WC-Co) for numerical and
cutting conditions for experimental

Source: developed by authors on the validation on research
F.Kone et al. (2011)
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Figure 5. Temperature evolution at the tool surface

of contact (Point study). Case of coated insert (TiN)
Note: thermal properties (WC-Co, TiN) for numerical and
cutting conditions for experimental
Source: developed by authors on the validation on research
F.Kone et al. (2011)

The experimental temperatures remain consistently
higher than the numerical predictions, especially between
1 ms and 4 ms, where the maximum deviation is close to
60°C. After 4 ms, both curves gradually converge towards
approximately 480°C at 6 ms. The double coated insert
(TiN+Al,O;) as shows Figure 6 follows the numerical pre-
diction of temperature evolution in the same general trend
as the experimental results, with an initially sharp in-
crease during the first 1 ms due to intense heat generation
on the TiN layer. The experimental values remain higher
than the numerical values, especially between 1 ms and 5
ms, where the maximum deviation reaches approximately
70°C, reflecting the added thermal resistance of the mul-
tilayer coat (TiN+Al,O;). After 5 ms, both curves gradually
converge towards approximately 544°C at 6 ms. The slight
temperature differences observed in all cases (Figs 4-6)
tend to strengthen the credibility of the FEM model rather

Saoudi et al.

than weaken it. Real cutting tools, whether coated or un-
coated, always have surface roughness, pores, and a het-
erogeneous grain structure, all of which increase friction
and lead to local variations in heat generation. In contrast,
our numerical model assumes a completely homogeneous
material. Due to these natural industrial imperfections,
it is to be expected that the experimental temperatures
will be slightly higher. The fact that the FEM predictions
are very close to the measurements despite these com-
plexities proves that the model is accurate and reliable.

600,
Double coated ‘
insert TiN-AL:Os by
500 s
o J. > 1
¢} A7 .
2400+ — s F @ = Numerical _
° - Experimental
5 \
g :
53004 —ar | T
> /
2 4
E200t4¢————t+———————————
7} . Study Ploint
=
1008 TN [ARO5 | WeCo

0+ T T T T
0.000 0.001 0.002 0.003 0.004 0.005 0.006
Time [s]

Figure 6. Temperature evolution at the tool surface

of contact. Case of double coated insert (TiN +Al,O;)
Note: thermal properties (WC-Co, TiN and Al,O;) for
numerical and cutting conditions for experimental
Source: developed by authors on the validation on research
F.Kone et al. (2011)

With the finite element model’s fidelity established,
the model was extended to interrogate the internal ther-
mal behaviour of the insert. Figures 7, 8 and 9 depict the
simulated temperature evolution at critical nodes A, B, C,
and D for each cutting condition, providing a quantitative
analysis for interpreting temperature redistribution im-
posed by insert configuration rather uncoated, single layer
coated, or double layer coated.

500
L]
—_ | Node A
Q 400 Node B
o Node C ‘ /
e 300/ Node D
g Yz
- 7
2.200 Z
g
& 100| / A_B_C D ___
We-Co
0.
0.000 0.001 0.002 0.003 0.604 0.005 0.006

Time [s]

Figure 7. Temperature evolution at nodes. case
of uncoated insert (WC-Co)
Note: node A: tool/chip interface, node B, node C and node
D: WC-Co insert
Source: developed by authors
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500 .
|Coated insert TiN |
G Node A
0._400' Node B P 1
2 Node C | |
Node D
(o
g- //
£20 /7
"] A B C D| |
H -0 0-0-0-0
100 TiN WeiCo
0
0.000 0.001 0.002 0.003 0.004 0.005 0.006
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Figure 8. Temperature evolution at nodes. case
of coated insert (TiN)
Note: node A: tool/chip interface, node B: TiN/WC-Co
interface, node C and node D: WC-Co insert
Source: developed by authors

600 -

Double Coated
insert TiN-ALOs /
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Figure 9. Temperature evolution at nodes.
case of double coated insert (TiN +Al,O,)
Note: node A: tool/chip interface, node B: TiN/Al,O,
interface, node C: Al,0,/WC-Co interface, node D: WC-Co
insert
Source: developed by authors

The numerical evaluation of the internal temperature
distribution for the uncoated insert (WC-Co), shown in Fig-
ure 7, exhibits a clear thermal gradient along the nodes A
to D. All four curves display a rapid temperature rise dur-
ing the first 1 ms of cutting, reflecting the intense heat
conducted directly into the WC-Co insert. Node A, being
at the cutting edge (point of contact), reaches the highest
temperature, followed in order by nodes B, C, and D, with
a maximum difference of nearly 70°C between the extreme
positions (A and D) at 6 ms. The temperature increase be-
comes progressively slower after the initial transient as the
thermal field begin to stabilize, ultimately reaching about
456°C at node A. This behaviour confirms the absence of
any thermal barrier, resulting in deep heat penetration and
pronounced gradients inside the insert.

In the case of the TiN single layer coated insert (Fig. 8),
the numerical prediction of temperature at the selected
nodes shows a similar overall trend but with noticeably in-
creased temperatures at all positions compered to Figure 7.

As in the WC-Co uncoated case, node A exhibits the highest
temperature, with a gradual decrease toward node D. The
initial heat rises during the first 1 ms remains dominant
due to the concentration of heat at the tool chip interface;
however, the presence of the TiN layer results in higher
heat transfer into the WC-Co insert, this can be seen by
comparing temperature values of nodes B, C, and D in both
Figures 7 and 8. By 6 ms, node A approaches roughly 480°C,
while the deeper nodes remain significantly cooler.

For the double layer coated insert (Fig. 9), the predicted
temperature evolution follows the same general trend as in
the previous cases but with the lowest overall temperatures
across the WC-Co insert. The presence of the TiN + Al,O,
double configuration introduces a stronger thermal resist-
ance, resulting in an intensive and aggressive temperature
rise at node A and B. During the first 1 ms, heat genera-
tion at the cutting edge (point of contact) still dominates,
but the presence of the Al,O; layer (from node B to node C)
substantially restricts thermal diffusion into the underly-
ing insert (WC-Co) which explain the 100°C temperature
gap observed almost at all cutting duration. At 6 ms, node
A reaches approximately 544°C, while the inner nodes (C
and D) remain significantly cooler, with the smallest tem-
perature spread among the three configurations (A and B,
B and C, C and D). This confirms the enhanced insulating
effect of the multilayer coating, which effectively limits in-
ternal heating and reduces thermal stresses within the tool.

The comparison between the three cases (Figs. 7-9)
highlights the thermal management provided by the coat-
ings. The uncoated WC-Co insert shows rapid heat transfer
with a clear gradient (AT = 70°C between nodes A and D)
due to the absence of any barrier, resulting in deep internal
heating. The single layer TiN coating does not mitigate this
effect, but rather accelerates the process of heat transfer to
the core of the WC-Co insert. In exchange, the double layer
TiN + Al,O; coating significantly enhances thermal resist-
ance: While the cutting edge (nodes A and B) is still sub-
jected to intense initial heating, the Al,O, layer effectively
limits heat diffusion to the inner nodes C and D, resulting
in less heat diffusion and maintaining lower temperatures
in the WC-Co insert. This demonstrates that the double
coating not only enhances surface insulation, but also sta-
bilizes the internal thermal distribution, reducing thermal
stresses and protecting the core of the insert.

Plotting the temperature distribution profiles along the
insert thickness reveals a very interesting thermal behaviour
that clearly distinguishes between the three configurations
(Fig. 10). The near surface region (0-0.1 mm) shows a very
sharp gradient, confirming that heat remains highly con-
centrated at the interface between the tool and the chips.
The uncoated insert shows the lowest surface temperature
reaching about 450°C but has the smoothest gradient, in-
dicating rapid heat transfer to the WC-Co core. The TiN
single layer coating increases the surface temperature from
456°C to 480°C and makes the gradient steeper, indicating
reduced thermal diffusion. The most pronounced effect is
seen with the TiN+Al,O, double coating, which produces
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the highest surface temperature of 544°C and the steepest
gradient, confirming strong thermal insulation and minimal
heat penetration outside the coated area. This characteris-
tic is strongly interpreted by the low thermos conductivity
and diffusivity of the Al,O; layer, as shown in the by refer-
ence (Grzesik et al., 2005). After about 0.1 mm, all curves
converge, indicating that the multilayer system effective-
ly protects the substrate by confining heat to the surface.

600+ N N [ |
550 i LA T TR D R N S M
= ! uncoated tool
500 I \ T Single-layer
p— ; E' 500 T \ : Tow-layer
< 400 ]| B R NANERNNRNEEE
F300 _\ = N R
g \ 550 Pl L
£ \ 0,000 0,005 0,010 0,015 0,020 0,025 0,030
ﬁ 200 \ Investigation direction [mm)
100 \
0
0.0 0.5 1.0 1.5 2.0

Investigation direction [mm]

Figure 10. Detailing of temperature distribution
inside the insert
Note: for all three cases t=6 milliseconds
Source: developed by authors

The findings of this investigation, which utilised
Finite Element Modelling (FEM) to analyse heat trans-
fer and temperature evolution in coated tools during or-
thogonal dry cutting, are largely consistent with previ-
ous research on the thermal behaviour of coated tools.
However, the results also reveal important distinctions
that refine current understanding. The numerical simu-
lations, validated by experimental measurements, offer a
detailed depiction of temperature distribution at the tool
chip interface and complement earlier analytical and nu-
merical approaches reported in the literature. J. Zhang et
al. (2022) demonstrated that the thermoconductivity
and diffusivity of coating materials govern steady and
transient temperature distributions, respectively, during
cutting. The present study corroborates this finding by
confirming the significant thermal barrier effect of Al,O,
whose low thermal conductivity markedly reduces heat
penetration into the tool substrate. In contrast, TiN,
as previously noted by J. Zhang et al., provides limited
thermal insulation. The current results refine this obser-
vation by quantifying the minimal thermal influence of
TiN within an experimentally validated FEM framework,
thereby offering stronger evidence for its limited role in
thermal management during machining.

Similarly, the results of T.D. Ipilakyaa et al. (2024), who
employed an equivalent layer methodology for multilayer
coatings, emphasised the crucial role of coating thickness,
layering sequence, and material thermal properties in

Saoudi et al.

the evolution of cutting temperature. Although the pres-
ent study did not construct equivalent thermal layers but
instead directly modelled physical coating architectures,
both studies converge in showing that multilayer systems
perform more effectively when a ceramic outer layer is
used. The agreement further supports the suitability of
analytical and numerical tools for predicting coating tem-
perature, with the current FEM results achieving validated
accuracy within the 10% error margin reported for their
analytical models.

The numerical work of W. Grzesik et al. (2005) high-
lighted the ability of finite difference based simulations
to capture coating-induced temperature field variations
along the tool-chip interface, revealing strong dependen-
cies on cutting speed and frictional conditions during or-
thogonal cutting. The present FEM investigation reaches
comparable conclusions, showing that thermal contours
strongly reflect coating composition and interface behav-
iour. However, by incorporating experimentally calibrated
conditions and quantifying temperature evolution near the
secondary shear zone with higher spatial resolution, this
study extends the earlier numerical findings and provides
a more comprehensive representation of heat transfer
mechanisms occurring immediately upstream of the tool
rake face, where direct measurement remains challenging.
Previous studies by R. Komanduri & Z.B. Hou (2001) have
shown that temperature fields within cutting tools and
heat flux distributions along the rake face can be analysed
using experimental measurements, analytical approaches,
and numerical modelling. In numerical investigations by
C.A. Van Luttervelt et al. (1998) and I. Lazoglu & Y. Al-
tintas (2002), the heat transfer problem in metal cutting
has been addressed using various computational methods,
including the finite element method, the finite difference
method, and the boundary element method, each with
specific capabilities for resolving conductive, convective,
and friction-induced heating phenomena. In the context
of the present results, the finite element approach proved
particularly effective for capturing the influence of coating
architecture on thermal gradients and heat distribution
near the tool-chip interface. Despite the extensive use of
FEM in machining simulations, the present findings fur-
ther highlight that the role of coating architecture, espe-
cially in the vicinity of the secondary shear zone, remains
a critical factor governing internal heat transfer mecha-
nisms and cannot be fully resolved without experimentally
validated numerical models.

The contribution of tool coatings to mechanical sta-
bility has also been emphasised in previous research. P. Sa-
hoo et al. (2020) demonstrated that coatings such as TiAIN
enhance micro-milling stability by reducing tool wear and
improving force modelling reliability. While the present
study focused on temperature rather than force prediction
or dynamic stability, the observed thermal benefits of Al,O,
coatings indirectly support the broader claims of stability
enhancement. Lower temperatures are strongly associat-
ed with reduced wear and improved cutting performance,
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suggesting that the thermal barrier effect quantified in
current study can be translated to a mechanical advantage
consistent with the findings of P. Sahoo et al. The work by
C.S. Kumar et al. (2020), which examined TiAICrN coatings
through FEM integrated with experimental validation,
highlighted the importance of coating layers in reducing
friction, modifying chip formation, and restricting temper-
ature rise. This aligns with the present study’s demonstra-
tion that multilayer systems incorporating ceramic layers
outperform single layer coatings in limiting heat diffusion.
However, unlike C.S. Kumar et al., who reported coating de-
pendent changes in chip morphology (such as secondary
serrated teeth), the current study did not specifically ad-
dress chip formation mechanisms. Instead, it provides new
insight into the temperature evolution around the second-
ary shear zone, offering complementary thermal evidence
that may explain the coating dependent chip behaviour
observed in previous research.

Previous thermal analyses of coated cutting tools by
R.F. Brito et al. (2009) have shown that ceramic coatings
significantly influence temperature distribution within
the tool by restricting heat transfer toward the substrate.
These findings are consistent with the present results,
where the TiN/Al;Oz multilayer configuration exhibited
reduced internal temperatures and lower thermal gradi-
ents compared with single-layer coatings. The thermal be-
haviour observed in the present study was closely related
to the fundamental mechanisms governing heat genera-
tion during cutting. Classical cutting theory, as described
by P. Albrecht (1960), emphasised the contribution of
ploughing and frictional interactions at the tool-chip in-
terface, which became dominant under conditions of high
contact pressure and limited lubrication. These mecha-
nisms directly explained the rapid temperature rise and
pronounced thermal gradients observed in the uncoated
WC-Co insert, where no thermal barrier was present to re-
strict heat penetration. The transient nature of tempera-
ture evolution obtained in this work was consistent with
the findings of P.A.R. Rosa et al. (2007), who demonstrated
that the initial phase of machining was characterised by
a rapid increase in thermal and mechanical loads before
reaching a quasi-steady state. In the present results, all
tool configurations reached their maximum surface tem-
perature at approximately 6 ms, confirming that the early
transient regime played a critical role in defining the over-
all thermal response of coated and uncoated tools. The
differences observed between single-layer and multilayer
coatings during this transient phase further highlighted
the influence of coating architecture on heat accumulation
near the cutting edge. Although S.M. Afazov et al. (2010)
primarily focused on force prediction in micro-milling,
their numerical framework underscored the strong cou-
pling between mechanical loading, frictional behaviour,
and thermal effects in cutting processes. The present FEM
results extended this perspective by demonstrating that
coating architecture not only affected mechanical inter-
action but also governed the redistribution of heat within

the tool. In particular, the reduced internal temperatures
observed for the TiN/Al,Oz multilayer configuration in-
dicated that ceramic layers effectively decoupled surface
heat generation from substrate thermal loading, thereby
mitigating internal thermal gradients. Overall, the agree-
ment between classical cutting theory, transient machin-
ing analyses, and the present FEM-based thermal results
supported the conclusion that accurate thermal modelling
had to account for both transient effects and coating ar-
chitecture. The present study reinforced the necessity of
experimentally validated numerical models to capture
these coupled phenomena and to guide the design of ad-
vanced coating systems for dry machining applications.

A key contribution of the present study lies in its de-
tailed evaluation of temperature evolution near, though
not directly at, the tool rake face, which experimental
tools often fail to capture accurately. The integration of
experimentally validated FEM modelling therefore bridg-
es a persistent measurement gap in machining research.
The results notably highlight the superior thermal resist-
ance of Al,O;, validating its role as an efficient thermal
barrier layer. Conversely, they confirm the weak thermal
protection provided by TiN, reinforcing long standing hy-
potheses with new quantitative data. Another essential
contribution is the recognition of cutting condition var-
iability as a significant limitation affecting the predictive
accuracy of thermal models. This point has been insuffi-
ciently addressed in many analytical studies. The current
research also confirms and extends findings from earlier
studies by offering validated FEM-based insights into the
heat transfer behaviour of coated cutting tools. Through
a direct comparison of CVD layers and a double coated
configuration, the study provides refined quantitative ev-
idence of the thermal advantages of ceramic based coat-
ings. It clarifies the limitations of metallic coatings, such
as TiN. By emphasising temperature development near
the secondary shear zone and addressing modelling un-
certainties arising from cutting condition variability, this
work deepens the understanding of coating performance
in dry machining. It establishes a robust foundation for
future investigations into thermally driven tool degrada-
tion, coating optimisation, and microstructural behaviour
under high thermal loads.

CONCLUSIONS

In this study, FEM was employed through numerical and
theoretical analysis to examine the performance of two
distinct coating layers under dry orthogonal cutting condi-
tions. The analysis considered two commercially available
CVD coated tools and a double coated tool. The numeri-
cal approach, after having been validated by comparing
to experimental data, provided valuable insights into the
thermal field and its temporal changes in the vicinity of
the secondary shear zone, which could complement ex-
perimental techniques aimed at measuring temperatures
near, but not directly on, the tool rake face. The findings
of the present study emphasise the high efficiency of the
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coating system in controlling heat transfer during dry ma-
chining, with all tool configurations reaching their maxi-
mum surface temperature at approximately t = 6 ms. From
the combined numerical and experimental analysis of the
temperature evolution, it may be derived that the uncoated
WC-Co insert exhibits rapid heat penetration, reaching a
peak surface temperature of about 456°C. The TiN-coat-
ed system results in a smoother temperature evolution,
attaining a maximum of approximately 480°C, although

Saoudi et al.

Based on the outcomes, the results obtained in the
present work clearly indicate that the role of coating archi-
tecture,particularly the incorporation of an Al,Ogz layer, is
decisive in governing heat transfer function and enhancing
substrate protection. Future work will focus on extending
the proposed FEM framework to investigate the effects
of coating architecture, layer thickness, and cutting con-
ditions on thermomechanical behaviour and tool perfor-
mance in dry machining.

it provides only limited thermal resistance. For the same

reason, the double-coated configuration exhibits a great- ACKNOWLEDGEMENTS
er surface temperature peak, reaching about 544°C, as the  None.
TiN/Al,Oz multilayer effectively restricts heat diffusion to-
ward the substrate. This further increases the impact of the FUNDING
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cutting edge and protecting the WC-Co core from excessive CONFLICT OF INTEREST
thermal loading. None.
REFERENCES

[1] Afazov, S.M., Ratchev, S.M., & Segal, J. (2010). Modelling and simulation of micro-milling cutting forces. Journal
of Materials Processing Technology, 210(15), 2154-2162. doi: 10.1016/j.jmatprotec.2010.07.033.

[2] Ala, M., Liu, W., Liu, H., & Wang, F. (2025). Investigation of cladding track geometry using thermal finite element
method in laser cladding additive manufacturing. The International Journal of Advanced Manufacturing Technology,
138,4593-4614. doi: 10.1007/s00170-025-15804-4.

[3] Albrecht, P. (1960). New developments in the theory of the metal-cutting process: Part I. The ploughing process
in metal cutting. Journal of Engineering for Industry, 82(4), 348-357. doi: 10.1115/1.3664242.

[4] Bencheikh, I., Bilteryst, F., & Nouari, M. (2017). Modelling of the thermomechanical behaviour of coated structures
using single and multi-level-set techniques coupled with the eXtended Finite Element Method. Finite Elements
in Analysis and Design, 134, 68-81. doi: 10.1016/j.finel.2017.06.001.

[5] Brito, R.F., de Carvalho, S.R., Marcondes de Lima e Silva, S.M., & Ferreira, J.R. (2009). Thermal analysis
in coated cutting tools. International Communications in Heat and Mass Transfer, 36(4), 314-321. doi: 10.1016/j.
icheatmasstransfer.2009.01.009.

[6] Grzesik, W., Bartoszuk, M., & Nieslony, P. (2005). Finite difference method-based simulation of temperature
fields for application to orthogonal cutting with coated tools. Machining Science and Technology, 9(4), 529-546.
doi: 10.1080/10910340500398258.

[7] Ifis, A., Bilteryst, F., & Nouari, M. (2013). Transient thermomechanical analysis of thin layers using a hybrid “MAX-
FEM” model. Finite Elements in Analysis and Design, 69, 73-87. doi: 10.1016/j.finel.2013.01.008.

[8] Ipilakyaa, T.D., Tuleun, L.T., & Injor, O.M. (2024). Heat transfer modelling of multilayer coated tools during turning
of H13 hardened steel: Analogous coating layer approach. Saudi Journal of Engineering and Technology, 9(4), 205-213.
doi: 10.36348/sjet.2024.v09i04.002.

[9] Komanduri, R., & Hou, Z.B. (2001). Analysis of heat partition and temperature distribution in sliding systems. Wear,
251(1-12),925-938. doi: 10.1016/S0043-1648(01)00707-4.

[10] Kone,F., Czarnota, C., Haddag, B., & Nouari, M. (2011). Finite element modelling of the thermo-mechanical behavior
of coatings under extreme contact loading in dry machining. Surface and Coatings Technology, 205(12), 3559-3566.
doi: 10.1016/j.surfcoat.2010.12.024.

[11] Kumar, C.S., Zeman, P., & Polcar, T. (2020). A 2D finite element approach for predicting the machining performance
of nanolayered TiAICrN coating on WC-Co cutting tool during dry turning of AISI 1045 steel. Ceramics International,
46(16), 25073-25088. doi: 10.1016/j.ceramint.2020.06.294.

[12] Kumaran, G., Sivaraj, R., Prasad, V.R., Beg, O.A., Leung, H.H., & Kamalov, F. (2021). Numerical study of axisymmetric
magneto-gyrotactic bioconvection in non-Fourier tangent hyperbolic nano-functional reactive coating flow of a
cylindrical body in porous media. The European Physical Journal Plus, 136(11), article number 1107. doi: 10.1140/epjp.
$13360-021-02099-z.

[13] Lazogluy, I., & Altintas, Y. (2002). Prediction of tool and chip temperature in continuous and interrupted machining.
International Journal of Machine Tools and Manufacture, 42(9), 1011-1022. doi: 10.1016/S0890-6955(02)00039-1.

[14] Nguyen, D.H., Bilteryst, F., Lazard, M., Lamesle, P., & Dour, G. (2008). Coupling of the eXtended Finite Element
Method and the matching asymptotic development in the modelling of brazed assembly. International Journal

Machinery & Energetics. Vol. 16, No. 4

N


https://doi.org/10.1016/j.jmatprotec.2010.07.033
https://doi.org/10.1007/s00170-025-15804-4
https://doi.org/10.1115/1.3664242
https://doi.org/10.1016/j.finel.2017.06.001
https://doi.org/10.1016/j.icheatmasstransfer.2009.01.009
https://doi.org/10.1016/j.icheatmasstransfer.2009.01.009
https://doi.org/10.1080/10910340500398258
https://doi.org/10.1016/j.finel.2013.01.008
https://doi.org/10.36348/sjet.2024.v09i04.002
https://doi.org/10.1016/S0043-1648(01)00707-4
https://doi.org/10.1016/j.surfcoat.2010.12.024
https://doi.org/10.1016/j.ceramint.2020.06.294
https://doi.org/10.1140/epjp/s13360-021-02099-z
https://doi.org/10.1140/epjp/s13360-021-02099-z
https://doi.org/10.1016/S0890-6955(02)00039-1

Modelling and studying of thermal behaviour...

of Material Forming, 1,1119-1122. doi: 10.1007/s12289-008-0176-z.

[15] Rosa, P.A.R., Kolednik, O., Martins, P.A.F., & Atkins, A.G. (2007). The transient beginning to machining and the
transition to steady-state cutting. International Journal of Machine Tools and Manufacture, 47(12-13), 1904-1915.
doi: 10.1016/j.ijmachtools.2007.03.005.

[16] Sahoo, P, Patra, K., Singh, V.K., Gupta, M.K., Song, Q., Mia, M., & Pimenov, D.Y. (2020). Influences of TiAIN coating
and limiting angles of flutes on prediction of cutting forces and dynamic stability in micro milling of die steel (P-20).
Journal of Materials Processing Technology, 278, article number 116500. doi: 10.1016/j.jmatprotec.2019.116500.

[17] Schnaubelt, E., Wozniak, M., & Schops, S. (2023). Thermal thin shell approximation towards finite element quench
simulation. Superconductor Science and Technology, 36(4), article number 044004. doi: 10.1088/1361-6668/acbeea.

[18] Upadhyay, C., Rajput, S.S., Bera, S., Ju, H., Bhide, R., & Gangopadhyay, S. (2025). Influence of TiAIN coating thickness
in dry machining of AISI 1045 steel using Finite Element simulation and experiments. Surface and Coatings Technology,
495, article number 131496. doi: 10.1016/j.surfcoat.2024.131496.

[19] Van Luttervelt, C.A., et al. (1998). Present situation and future trends in modelling of machining operations progress
report of the CIRP Working Group ‘Modelling of machining operations’. CIRP Annals, 47(2), 587-626. doi: 10.1016/
S0007-8506(07)63244-2.

[20] Zhang,]., Zhang, G., & Fan, G. (2022). Effects of tool coating materials and coating thickness on cutting temperature
distribution with coated tools. International Journal of Applied Ceramic Technology, 19(4), 2276-2284. doi: 10.1111/

ijac.14038.

Machinery & Energetics. Vol. 16, No. 4

N


https://doi.org/10.1007/s12289-008-0176-z
https://doi.org/10.1016/j.ijmachtools.2007.03.005
https://doi.org/10.1016/j.jmatprotec.2019.116500
https://doi.org/10.1088/1361-6668/acbeea
https://doi.org/10.1016/j.surfcoat.2024.131496
https://doi.org/10.1016/S0007-8506(07)63244-2
https://doi.org/10.1016/S0007-8506(07)63244-2
https://doi.org/10.1111/ijac.14038
https://doi.org/10.1111/ijac.14038

Saoudi et al.

Aobnmenbxak Cayni

AcmipaHT
Jlaboparopis iHxkeHepii Ta HAyKM PO MepcrieKTUBHI MaTepianyu (ISMA)
Kadenpa mammuo6ynyBanHs, YHiBepcuTeT ABBES Jlarpyp
40004, a/c 1252, nopora baTtHa, m. XeH1esa, AJKUp
https://orcid.org/0000-0002-8295-1947

Benbkaccem Menayp
ITpodecop
Jlaboparopis iHxkeHepii Ta HaAyKM PO MepcrieKTMBHI MaTepianyu (ISMA)
Kadenpa mammuobynyBanHs, YHiBepcuTeT ABBES Jlarpyp
40004, a/c 1252, nopora batHa, M. XeH1esna, AJKUp
https://orcid.org/0000-0002-4751-2615

Bapic Xagmar
HoueHT
JIabopaTtopis LEM3, UMR CNRS 7239, YuiBepcuret JIoTapuHTii
[HCTUTYT ripHMUOi cripaBu Ta TesiekoMyHikaiiiit (InSIC)
88100, Bys1. Voie de I'Innovation, 27, m. CeH-[Ibe, ®paHiris
https://orcid.org/0000-0003-3850-3044

Moxammepn, Canax ArTyH
HoxTtop dinocodii 3 inxkeHepii matepiasis
DaKy/IbTET HAYKM i TEXHOJIOTii, Kadeapa MalMHOOYIyBaHHS
VuiBepcuret Euaxina Illeitxa Jlap6i Te6ecci
12000, m. Tebecca, AJRUp
https://orcid.org/0000-0002-3385-7081

Aobpenbasiz A6oyai
[Tpodecop
JlabopaTopist iHskeHepii Ta HayKu PO mepcreKTuBHi MaTepiaau (ISMA)
Kadenpa mammHob6ynyBaHHs, YHiBepcuTeT ABBES Jlarpyp
40004, a/c 1252, mopora batHa, M. XeH1esna, AJoKup
https://orcid.org/0000-0002-1398-6070

MopenioBaHHS Ta AOCNIAXXEHHS TeNn/0Boi NOBeAiHKM TOHKOro wapy
MeTOAOM CKiHUEHHMX eJ/IeMEHTIB — 3aCTOCyBaHHSA
0O IHCTPYMEHTIB 3 NOKPUTTAMM

AHoTauif. BesnepepBHMIT PO3BUTOK TEXHOJIOTi! TOHKUX IIAPIiB € KIIOYOBYM JIJISI CYYaCHOTO CyXOro 06pO0IeHHs, e
edeKxTMBHIIT TETUIOBUIT KOHTPOJIb Pi3aIbHUX iIHCTPYMEHTIB 3 MOKPUTTSIMM MAa€ BUpilllalbHe 3HAUEeHHSI 1711 06MesKeHHSs
TeIJIOBO 3YMOBJIEHOTO 3HOCY Ta MOJLOBKeHHSI TePMiHY C/Tysk6M iHCTpyMeHTa. MeTolo 1iieil cTaTTi 6y/10 JOCTiIKeHHS
Ta MOZeI0BaHHS TeIUIOBOI peakllii pi3albHMX iIHCTPYMEHTIB 3 IOKPUTTSIMM, & TAKOX OL[iHKa BIUIMBY OJHOLIAPOBUX i
6araTourapoBMx TOHKMX ITOKPUTTIB Ha TEIJIONIEPEHOC ITiJ] YaCc OPTOTOHAIBHOIO CYXOTO0 pi3aHHs. sl JOCSITHEHHS i€l
MeTy 6y/1a po3pobiieHa HecTallioHapHa TeIrioBa MOJe/lh Ha OCHOBI METOMY CKiHUEeHHMX eJIeMEHTIB i3 BUKOPUCTaHHSIM
dbopmynoBanHs ['aepKkiHa B MoeqHAaHHI 3 HESIBHOIO UacoBOI0 cxeMolo Kpanka-HikosncoHa. UncenpHnit migxin 6ymo
3aCTOCOBAHO 0 TPbOX KOHGIrypaliiit iHcTpyMeHTa: pisaabHOi rmacTuuy 6e3 mokpuTTs 3 WC-Co, mracTunm 3 mokputtam TiN
Ta IVIACTUHU 3 ABOIIApoBUM NOKPUTTIM TiN/Al,Os. [I1st Bamifaiii uncenbHUX IPOTHO3iB Gy/iv MPOBEIEH] eKCTIIepYMEeHTabHI
BUIMPOGYBaHHS CyXOro TOUiHHs. OTpMUMaHi pe3y/bTaTi MoKas3asiy, 0 YMCeIbHA MOJIENIb TOYHO BiITBOPIOE YaCOBY €BOJTIOLIII0
TeMIIepaTypy Ha MEXi iHCTPyMEeHT—CTPYKKa Ta BCepeMHi pisaJibHOI IUIaCTUHU. [HCTPYMEHT 6e3 MOKPUTTS XapaKTePU3YEThCS
HIBMAKMM MPOHMKHEHHSM TeIl/la Ta BUpaKeHMMM BHYTPilllHiMM TeruioBumu rpagientamu. [lokputtda TiN gero nigsuitye
TeMIepaTypy IOBepxHi, IpoTe 3abesneuye 06MeskeHMi Orip TeroBiit audysii. HaromicTs 6araTomnapoBa KoHbiryparrist
TiN/Al>Oz CcyTTE€BO OOMEXYE TEIUIONEPEHOC Y HAMIPSIMKY MiJK/IaIKH, [0 TIPU3BOAUTD A0 HIKIMX BHYTPIIIHIX TEMIIEPATYP
i 3MeHIIeHHS TeruioBuX rpamieHTis. [lap Al,O3 mie Ak edeKTMBHMIT TEIIOBUIT 6ap’ep, JIOKaIi3yIOUM TEIJIO MO6aMU3Y
pi3anbHOI KPOMKM Ta 3axXMIal04yy CepleBUHY iHCTPyMEHTa BiJi HIMipHOTr'O TeIJIOBOr0 HaBaHTa)keHHs. OTpuMaHi
pesyabTaTH CBiAUaTh, 10 6araTomapoBi kepaMiuHi MOKPUTTS 3a6e3MeuyoTh Kpaliuii TeIJIOBUI 3aXMUCT TTOPIBHSIHO 3
OIHOLIAPOBMMU. 3aIIPOIIOHOBAHMI iIXiJ, HA OCHOBI METOLLY CKiHUEHHUX elleMeHTiB Moske OyTy e(heKTMBHO 3aCTOCOBAHMIL
IJISI TPOEKTYBAHHS IOKPUTTIB, ONMTKUMi3allii iHCTPYMEHTIB i KepyBaHHSI TEIUIOBUMM MIPOLIECAMM B YMOBaX CyXOr0 06PO6IeHHS
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Mathematical modelling of acoustic leakage channels
in cyber-physical systems

Abstract. Acoustic leakage channels are among the most underestimated threats to cyber-physical systems, since their
occurrence is caused by complex wave processes that are difficult to capture using traditional control tools. The aim of
the study was to develop and experimentally verify integrated approaches to modelling, identification and neutralisation
of acoustic leaks based on a combination of wave models, active compensators and predictive systems. The methodology
was based on 40 numerical experiments performed on four groups of models with subsequent repeated runs to ensure
statistical reliability of the results. Significant differences were found between the four groups of wave models: the
basic configurations (38-46 dB, 4-7% variance) were the simplest; the vibration scenarios formed 3-6 resonances with a
variance of up to 18%; and the ultrasonic ones appeared to be the most critical (18-38 kHz, 71-89 dB, up to 11 resonances);
the acousto-optic models demonstrated mixed time-frequency profiles with a variance of 16-24%. Among the active
neutralisation methods, white noise showed the lowest efficiency (11-14 dB), while narrowband masking provided 19-23 dB,
and Adaptive Noise Cancelling (ANC) achieved the best performance (34-39 dB, stability 96-97%, detection time 0.4-
0.7 s). Among the predictive models, Long Short-Term Memory (LSTM) showed the best results (latency 0.42-0.55 s,
stability 93-96%, reconstruction error 6-8%), while autoencoders were the least accurate (10-14%). The integral safety
index reflected a clear stratification of risks: basic models — 0.62; vibration — 0.71; acousto-optic — 0.79; ultrasonic — 0.84.
Statistical analysis confirmed the significance of the differences between all groups (p<0.01) and the formation of two
clusters of danger. The practical significance of the study lies in the creation of an integrated method for detecting and
suppressing acoustic leaks, which can be directly applied when designing security systems for cyber-physical complexes
to reduce the risk of covert attacks and increase resistance to multi-frequency influences

Keywords: white noise; narrowband masking; antiphase compensation; time-frequency spectrograms; autoencoders

INTRODUCTION

Therelevance of the study is due to the rapid growth of the role
of cyber-physical systems in critical infrastructure, industrial
technologies, energy, transport and the defence sector. Deep-
ening the integration of sensor, computing and communica-
tion components increases the dependence of such systems
on the physical manifestations of information processes. The
inconspicuous but technically most dangerous vectors of
privacy violations include acoustic leakage channels, which
are capable of converting vibrational, air, ultrasonic, infra-
sonic and acousto-optic signals into hidden data carriers.

The increase in the accuracy of sensors, the availability
of microphone arrays and the development of spectral anal-
ysis methods create conditions under which even insignif-
icant acoustic vibrations are able to carry confidential in-
formation, which significantly increases the requirements
for the mathematical description, modelling and predic-
tion of the parameters of such channels. In this context,
the results of V. Korniienko et al. (2022) demonstrated that
modulated wave transformations that occur in optical and
electronic elements of cyber-physical systems are capable
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of forming structured trajectories of potential leakage, and
it is these processes that require formalised modelling to
predict their behaviour accurately. The authors drew atten-
tion to the fact that wave interaction between subsystems
must be taken into account when building mathematical
models of protection.

The features of mixing acoustic, electromagnetic and
vibrational components are highlighted by A. Oleynikov et
al. (2025), who showed that even weak nonlinear signal
deformations can form hidden informative channels. Their
analysis of spectral features demonstrated that extended
models of time-frequency dynamics are required to detect
such channels. The structural organisation of layered opto-
electronic systems, where acoustic waves undergo sequen-
tial transformations, is presented by N. Dzyanyi (2025). The
researcher emphasised that the behaviour of the signal
depends on the resonances in each of the material layers,
which requires a multi-level description.

The analysis of the propagation of acoustic pulses
in technical networks, presented by V. Wong & J.A. Mc-
Cann (2021), demonstrated the dependence of the ampli-
tude-frequency characteristics on the infrastructure con-
figuration. The authors emphasised that the adaptation of
such models to security needs allows the identification of
the conditions for the emergence of leakage channels. The
stochastic nature of side channels, considered by W. Lu-
cia & A. Youssef (2021), indicates that random environ-
mental disturbances can significantly affect signal stabil-
ity. The introduction of probabilistic parameters into the
model allows for a more accurate assessment of leakage
risks and prediction of vibration propagation trajectories.
Side channel models reproduced by data analysis methods
are presented by S. Chhetri & M. Al Faruque (2020), who
demonstrated the effectiveness of time-frequency map-
ping of acoustic signals to reconstruct system behaviour.
The proposed approach enhances the accuracy of simu-
lations by combining physical parameters and machine
analysis. Deep acoustic anomaly detection, described by
Z. Shi et al. (2023), confirms that Long Short-Term Mem-
ory (LSTM) architectures are able to capture even minimal
deviations in waveforms. The researchers emphasised that
such an approach provides early detection of leakage in
conditions of variable noise background.

Formal methods for synthesising side channel anal-
ysis, proposed by J. Wang et al. (2021), demonstrate the
possibility of systematically describing signals that can be
used for leakage. The authors showed that algorithms with
correctness guarantees allow the minimisation of errors
during threat classification. An assessment of the robust-
ness of cloaking techniques in cyber-physical systems by
S. Park et al. (2025) showed that acoustic manifestations
can be recovered even with complex cloaking schemes. The
results highlight the need for extended models that take
into account secondary oscillations. Algorithmic approach-
es to anomaly detection in multi-sensor networks reviewed
by R. Pinto et al. (2022) confirm the ability of real-time sys-
tems to capture weak acoustic disturbances. The authors
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proved that the integration of the sensory and communi-
cation layers is a key condition for informative monitoring.

An integrated model for countering physical attacks,
proposed by S. Wu et al. (2022), takes into account the role
of acoustic characteristics in the threat profile. The results
demonstrate that combining signal analysis with control
methods increases the accuracy of recognising dangerous
scenarios. The systematisation of deep learning methods
for analysing physical channels, performed by S. Picek et
al. (2023), shows the promise of neural network approach-
es for reconstructing complex wave structures. The authors
emphasised that the combination of mathematical mod-
elling with deep algorithms forms the basis for advanced
diagnostics of acoustic threats. A coordinated analysis of
the above sources confirmed that acoustic leakage channels
are a multidimensional phenomenon that combines physi-
cal, stochastic and informational properties. Therefore, the
construction of a universal mathematical model requires
the integration of wave physics, sensor monitoring data and
machine signal analysis in a single formalised description.

The aim of the research was to develop and verify inte-
grated methods for modelling, detecting and neutralising
acoustic leaks through a comprehensive analysis of wave
models, active silencing methods and intelligent predictive
systems. The main objectives of the research were: to de-
termine the parameters and structure of a universal mod-
el of acoustic leak channels; to develop mathematical and
simulation methods for active protection against acoustic
influences; to clarify the criteria and procedures for assess-
ing the effectiveness of protecting cyber-physical systems
from acoustic leaks.

MATERIALS AND METHODS

The theoretical and modelling study was carried out in
March-June 2025 using the methods of system analysis,
wave physics and computer modelling of acoustic process-
es in cyber-physical systems. The modelling was conducted
under stable conditions (temperature 22 * 1.5°C, pressure
0.1 MPa, frequency range 10-40 kHz, fixed boundary condi-
tions for solid and air media), which ensured reproducibili-
ty of the parameters and excluded the influence of external
acoustic vibrations. Four groups of models were formed
for the work, covering the main types of acoustic leakage
channels: air, vibration, ultrasonic and acousto-optic.

The first group represented the basic wave models of
acoustic propagation without considering secondary ef-
fects, using Helmholtz equations and classical equations of
vibroacoustics. The second group included models of signal
transformation in structural elements of cyber-physical sys-
tems, which took into account mechanical resonances of cas-
ings, standing waves, interference effects and signal modula-
tion on electronic nodes. The third group of models was based
onastochastic description of acoustic channels using random
perturbations, white and pink noise, as well as parametric
variations of materials, which allowed estimation of proba-
bilistic leakage trajectories. The fourth group combined ana-
lytical models with machine learning algorithms using Long

Machinery & Energetics. Vol. 16, No. 4

N



Mathematical modelling of acoustic leakage channels...

Short-Term Memory (LSTM), a network with Gated Recurrent
Units (GRU) and autoencoders, which made it possible to re-
produce complex time-frequency dependencies and predict
the appearance of channels in real time. For each group, 10
test scenarios (n=40) were formed, which ensured represent-
ativeness and the possibility of correct comparison of results.

All simulations were performed in COMSOL Multi-
physics 6.2 and MATLAB/Simulink 2024a using the Acous-
tics, Structural Mechanics and Signal Processing mod-
ules, which allowed modelling the interaction of acoustic
waves with material surfaces, electronic components and
composite structures. The Solid Mechanics ANSYS Fluent
module was used to model vibration processes, taking into
account the parameters Young’s modulus, Poisson’s ratio
and damping. Ultrasonic channels were analysed taking
into account nonlinear effects, harmonic distortion and
frequency dispersion. Simulation data were collected using
Python 3.12 with the PyAcoustics acoustic package and the
librosa digital signal processing suite, which provided a uni-
fied structure of data arrays for subsequent time-frequency
analytics. Time-frequency analysis was used as a key tool
to identify structural patterns of acoustic leaks. The anal-
ysis included short-time Fourier transform, spectrogram
construction, wavelet decomposition, estimation of har-
monic distortions, stochastic impurities and mixed modes
of acousto-optic interaction. Time-frequency analysis pro-
vided the selection of informative features for machine
learning (ML) models and allowed determination of local
resonant peaks, amplitude fluctuations and phase shifts
that form the structure of covert channels. Four approach-
es were used to model active protection means: white noise
generation, narrowband noise generation, antiphase signal
compensation and adaptive suppression. During the analy-
sis of protection protocols, the parameters of noise spectral
density, the degree of leakage attenuation, the stability of
the compensating signal and the sensitivity of the system
to frequency changes were evaluated.

To objectively assess the effectiveness of the models,
international standards in the field of side-channel anal-
ysis and protection of cyber-physical systems were used,
in particular ISO/IEC No. 30147:2021 (2021) and ISO/IEC
No. 30149:2024 (2024). The metrics included the leakage
attenuation coefficient, the proportion of undetected sig-
nals, the average channel detection time and the efficien-
cy of wave profile reproduction. Additionally, the integral
Acoustic Security Evaluation Index (ASEI) criterion was
used, which summarised the modelling results by three
groups of indicators: the accuracy of wave process repro-
duction, the quality of detection of acoustic leakage chan-
nels and the efficiency of active methods for their neutral-
isation. ASEI was calculated for each of the 40 scenarios,

Dominant Amplitude of

Model type

Table 1. Key wave propagation parameters and the nature of leakage channels in four groups of models (n=40)
Number of

after which all values were normalised in order to correctly
compare different types of models within a single metric.
For this, the following integral dependence was used (1):

ASEI — l (Amodcl_Amin + Ddctcct_Dmin

Pprotect=Pmin
: eI ()

Amax—Amin Dmax—=Dmin Pmax=Pmin

where A, ,, denoted the accuracy of wave process mod-
elling, D, corresponded to the quality of acoustic leak
channel detection, P, .. characterised the effectiveness
of active neutralisation methods, and for each variable its
minimum (A,;,,D,ioPoi) and maximum (A ,,,D
values were used for normalisation within the interval [0;
1], which ensured correct integration of different parame-
ters into a single safety index.

Statistical analysis was performed in MATLAB 2024a
using one-way analysis of variance (ANOVA) to detect in-
tergroup differences and the Mann-Whitney U-test to test
the significance of differences in samples that do not corre-
spond to a normal distribution. To ensure statistical relia-
bility, each modelling scenario was performed three times,
after which the results were averaged with the formation of
95% confidence intervals, which minimised the influence
of stochastic fluctuations. The obtained normalised ASEI
values allowed us to quantitatively assess the effectiveness
of different groups of models and identify the parameters
that pose the greatest risks to the security of cyber-physi-
cal systems in the event of acoustic leaks.

max? Pmax)

RESULTS

Parameters of acoustic leakage channels

in four groups of models

Reproduction of the behaviour of acoustic leakage chan-
nels in cyber-physical systems demonstrated that different
groups of models form distinct wave profiles, which are
manifested through characteristic frequency ranges, ampli-
tude variations, resonant peaks and dispersion features. Ba-
sic wave models, built on Helmholtz equations and classical
vibroacoustic theory, provided the initial configuration for
evaluating the fundamental propagation mechanisms, al-
lowing the separation of the primary leakage channels from
the secondary transformations. In the air environment,
the waves formed stable zones of standing oscillations in
the lower frequency range, while in the vibration models,
mechanical resonances of the body elements dominated,
creating additional signal modulation paths. Ultrasonic
scenarios revealed nonlinear effects and frequency disper-
sion typical of high-frequency leakage channels, whereas
acousto-optic models showed the formation of combined
wave modes in which optical and electronic components
interacted with acoustic perturbations to form mixed mod-
ulation trajectories. The results are summarised in Table 1.

e Standing waves (presence/intensity)

frequency, Hz oscillations, dB resonance peaks level, %
Basic wave 210-480 38-46 1-2 4-7 Pronounced, low intensity
Vibrating 120-950 52-68 3-6 11-18 Pronounced, medium intensity
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Continued Table 1.
Dispersion

level, % Standing waves (presence/intensity)

Ultrasonic 18000-38000 71-89 5-11

22-31 Weak, high-frequency modes

Acoustic and optic | 7500-14000 48-61 4-7

16-24 Fragmented, unstable

Source: calculated by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa

The observed values demonstrate that the basic wave
models provide the most predictable wave propagation
profile, while the structural vibration channels dramat-
ically enhance the amplitude through modal resonances.
Ultrasonic scenarios reveal the potential for high-frequen-
cy latent leakage with pronounced nonlinearity, which
makes it difficult to detect them using standard methods.
Acousto-optic models form hybrid mechanisms in which
acoustic oscillations are modified by optical modulations,
creating complex time-frequency patterns that significant-
ly increase the risk of latent channels in cyber-physical
systems. The depth of wave distortions, resonance peaks
and the nature of dispersion allowed us to identify the
most dangerous frequency bands and channel types, which

will determine the further effectiveness of detection algo-
rithms and active protection.

Time-frequency structure of signals

and stochastic leakage trajectories

Time-frequency analysis showed that the spectral profiles
of acoustic channels are formed by a combination of wave
mechanisms, material parameters and stochastic distur-
bances. The study of the time-frequency structure of sig-
nals made it possible to trace how the interaction of wave
mechanisms, material properties and stochastic distur-
bances forms a unique spectral trace for each acoustic chan-
nel. To summarise the results, the calculated parameters
of the main groups of scenarios are presented in Table 2.

Table 2. Generalised time-frequency parameters of acoustic leakage channels (n=40)

Dominant Average energy

Scenario type

Harmonic

Stochastic variability

Type

range, Hz density, dB distortion, % (white/pink noise), % of interference
Air 10-650 32-44 2-4 6-9/11-15 Weak, linear
Vibrating 120-1200 48-67 5-9 9-12/14-18 Case models
Ultrasonic 18000-38000 71-89 11-17 4-7/12-16 Multi-component
Acoustic and optic 7500-14000 52-63 7-12 8-11/15-20 Mixed, fragmented

Source: calculated by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa

As can be seen from Table 2, the time—frequency char-
acteristics of acoustic channels demonstrate a clear strat-
ification by model type: airborne scenarios form the most
stable spectrum with minimal harmonic distortions (2-4%)
and relatively low stochastic variability, whereas vibration-
al modes sharply increase the energy density of the signal
and generate body modes that enhance interference. Ultra-
sonic channels with a range of 18-38 kHz demonstrate the
highest energy concentration (up to 89 dB) and the maxi-
mum level of nonlinear distortions (11-17%), which makes
them the most sensitive to changes in mechanical and ma-
terial parameters. Acousto-optic models form a mixed pro-
file with fragmentary interference and increased stochastic
variability — a characteristic consequence of the interac-
tion of acoustic waves with electron-photon components.
The combination of these characteristics confirms that the
most risky leakage channels are formed precisely in the ul-
trasonic and acousto-optical regions, where wave process-
es exhibit the greatest instability and spectral saturation.

Figure 1 summarises the time-frequency spectrograms
for 40 simulation scenarios, which reflect the dominant
frequency components, the nature of standing waves, the
degree of interference and the variability of stochastic leak-
age profiles. Additionally, the constructed spectrograms

demonstrate transitions between low- and high-frequen-
cy regimes, which allows us to trace the formation of local
energy maxima in different types of channels. Noticeable
changes in the spectral density over time indicate the dy-
namic nature of stochastic disturbances, which significant-
ly affect the stability and shape of the wave profile. Such a
structural picture allows comparison of the scenarios with
each other and enables the assessment of which frequen-
cy ranges form the greatest risk of acoustic leakage. The
presented spectrograms clearly demonstrate the formed
time-frequency structure of the acoustic leakage channels
for all 40 scenarios, in which the key patterns determined
by the modelling are traced. Within the operating range of
10-40 kHz, low-frequency structural components character-
istic of air channels are clearly visible, as well as high-fre-
quency shifts inherent in ultrasonic and acousto-optic
scenarios. Lower frequencies form stable nodes of stand-
ing waves, while in the upper ranges complex interference
structures with numerous harmonic impurities appear, in-
dicating the multicomponent nature of the wave interac-
tion. Stochastic models with white and pink noise allowed
us to obtain spectra close to the real operating conditions
of cyber-physical systems: white noise created a uniform
energy background on which local resonant maxima stood

Machinery & Energetics. Vol. 16, No. 4

N



Mathematical modelling of acoustic leakage channels...

out sharply, whereas pink noise formed spectrally “heavier”
low-frequency regions with gradual energy attenuation at
high frequencies. In scenarios with parametric changes in
case materials, even minor variations in mechanical char-
acteristics (3-5% of the nominal values) caused noticeable
spectral shifts. A shift of formants by 150-300 Hz and an in-
crease in amplitude fluctuations by 8-12% were recorded,
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which indicates a high sensitivity of the channels to ma-
terial inhomogeneities. Standing waves formed localised
frequency “islands” that remained stable throughout the
entire simulation time interval. Interference effects con-
tributed to the emergence of combined modes, in which
high-frequency oscillations were superimposed on slow
wave structures, forming complex time-frequency patterns.
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Figure 1. Time-frequency spectrograms of the leakage channels for 40 scenarios
Source: constructed by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa

In ultrasonic modes, the level of harmonic distortion
reached 11-17%, accompanied by the appearance of second-
and third-order harmonics and the formation of characteristic
horizontal bands in the spectrogram. Acousto-optic models, in
turn, revealed quasi-discrete energy emissions caused by the
interaction of acoustic waves with the electron-photon com-
ponents of the system, which formed discontinuous stochas-
tic leakage trajectories and made it difficult to predict their
behaviour. Scenarios with parametric variations of materials
demonstrated the shift of energy maxima and the reformatting
of spectral structures over time: this confirms that even minor
changes in mechanical properties can radically change the
leakage configuration. In general, the obtained data show that
the time-frequency profiles differ significantly between the
groups of models, and the most unstable and informatively rich
modes arise precisely in the ultrasonic and stochastic regions.

Comparison of simulation results

of active leak neutralisation means

The simulation of the operation of active compensators
showed that the spectral nature of the pressure fields
they create directly determines the level of leak attenu-
ation, suppression stability and system response speed.
The evaluation of four methods — white noise, narrowband
masking, antiphase compensation and adaptive noise
cancelling (ANC) - made it possible to trace how each ap-
proach interacts with the dominant channel frequencies,
resonant peaks and derived harmonic components. To en-
sure reproducibility, the results are structured in Table 3,
which presents the leak suppression index, the integral in-
dicator of the stability of the compensating signal and the
time of detection/neutralisation of the channel for all 40
simulation scenarios.

Table 3. Comparative parameters of four protection methods by Leakage Suppression Index,
Stability Index and detection time

Method

Leakage Suppression Index, dB

Stability Index, % Detection time, ¢

White noise 11-14 92-94 1.9-2.4
Narrowband noise 19-23 81-87 1.4-1.8
Anti-phase compensation 26-31 78-85 0.8-1.3
ANC 34-39 96-97 0.4-0.7

Source: calculated by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa

Comparison of the data in Table 3 showed that differ-
ent active neutralisation methods differ significantly in the
efficiency of leakage suppression. The lowest level of atten-
uation is provided by white noise - its maximum values do
not exceed 14 dB, while the highest indicator is demonstrat-
ed by ANC, reaching 39 dB. A similar pattern is observed
in the stability of the compensating signal: white noise
retains approximately 92-94%, but ANC reaches a peak of

97%, which indicates its ability to adapt to frequency shifts
without loss of efficiency. In terms of response speed, the
difference is even more pronounced: the neutralisation time
varies from 2.4 s in the case of white noise to only 0.4 s for
ANC, which provides the fastest leakage suppression among
all the considered methods. Such a comparison of extreme
values confirms that ANC combines the maximum level of
channel attenuation, the highest stability and the minimum

Machinery & Energetics. Vol. 16, No. 4

4



response time. Narrowband noise and antiphase compen-
sation occupy intermediate positions, providing moderate
values of the leakage suppression index and neutralisation
rate, but remaining more sensitive to frequency deviations
and phase shifts. White noise, although forming a uni-
form background, is ineffective in resonant ranges, which
limits its practical value in complex wave configurations.

Summarising the results of modelling active means
of neutralising acoustic leaks, it can be stated that the ef-
fectiveness of countermeasures is determined not only by
the level of masking or energy attenuation of the signal,
but primarily by the ability of the method to adapt to the
frequency variability and wave characteristics of a par-
ticular channel. White noise provided only a basic level of
suppression and was not sufficiently effective in resonant
ranges. Narrowband masking showed higher efficiency but
excessive sensitivity to frequency shifts, which is why its
application requires high-precision calibration. Antiphase
compensation demonstrated the most transparent physical
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mechanism - direct destruction of pressure fields — but its
stability is limited by the requirements for precise phase
matching. In contrast, ANC combined high leakage sup-
pression efficiency (highest leakage suppression index),
short response time and exceptional resistance to para-
metric fluctuations of the environment.

Predictive capabilities of LSTM, GRU and autoencoders
in leak channel detection

Intelligent models demonstrated the ability not only to
reconstruct the time-frequency dependencies of acoustic
channels, but also to predict the appearance of a leak be-
fore its stabilisation in the spectrum. Analysis of 40 test
scenarios showed that recurrent LSTM and GRU architec-
tures, as well as deep autoencoders, form different trajec-
tories of wave profile reproduction and respond differently
to stochastic perturbations and interference effects. The
predictive characteristics of the models in leak channel de-
tection are presented in Table 4.

Table 4. Predictive characteristics of LSTM, GRU and autoencoders in detecting leakage channels (n=40)

Average prediction latency, s

Resistance to spectral shifts, %

Long-term reconstruction error, %

LSTM 0.42-0.55 93-96 6-8
GRU 0.47-0.63 88-92 8-11
Autoencoder 0.59-0.74 81-86 10-14

Source: calculated by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa

Table 4 shows that LSTM provided the lowest pre-
diction latency - 0.42 s, while the autoencoder has the
highest - 0.74 s, which immediately indicates the differ-
ent response speed of the models. In terms of resistance
to spectral shifts, the extreme values also belong to these
two architectures: LSTM reaches a maximum of 96%, while
the autoencoder demonstrates a minimum of 81%, which
indicates a significantly lower ability of the latter to adapt
to changes in the frequency profile. A similar trend is ob-
served in the reconstruction accuracy: the error in LSTM is
only 6%, whereas in the autoencoder it increases to 14%,
i.e., more than twice. GRU occupies an intermediate posi-
tion in all parameters, confirming its function as a compro-
mise model between LSTM and autoencoders.
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0.94
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Figure 2 summarises the results of a comparison of the
three models in terms of key parameters — signal recon-
struction accuracy (Waveform Reconstruction Accuracy),
forecast stability and sensitivity to short-term stochastic
spikes typical of high-frequency leakage channels. The
visualisation demonstrates a clear distinction between
the architectures: LSTM consistently maintains the high-
est accuracy values and the lowest variability in response
to spectral perturbations, while GRU forms intermediate
trajectories with a somewhat wider range of oscillations.
Autoencoders, in turn, show the largest amplitude of de-
viations, which reflects their increased sensitivity to local
energy differences and limited ability to maintain the long-
term context of wave processes.
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Figure 2. Comparison of the accuracy of LSTM, GRU and autoencoders in predicting leakage channels
Source: constructed by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa
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Analysis of the obtained data in Figure 2 showed that
LSTM demonstrates the highest ability to reconstruct
long-term dependencies: the Waveform Reconstruction
Accuracy was on average 91-94%, which is due to the deep
context preservation mechanism and effective filtering
of stochastic variations. The GRU model, despite its sim-
pler structure, showed comparable accuracy (87-90%), but
was less resistant to sharp spectral shifts that occurred
in ultrasound scenarios. Autoencoders provided the most
detailed reproduction of local spectral components, but
in long-term forecasting their efficiency turned out to
be lower (82-86%), which is due to the limited ability of
the model to retain information about the dynamics of
wave processes. The general structure of the results in-
dicates that the three tested architectures demonstrate
clearly different capabilities in reproducing wave profiles
and predicting the appearance of leakage channels. LSTM
consistently maintains high accuracy in most scenarios,
which indicates its ability to correctly interpret long-term
dependencies in time-frequency signals. GRU exhibits
similar dynamics, but with a slight decrease in accuracy in
scenarios with sharply pronounced dispersion and abrupt
amplitude transitions, which indicates the sensitivity of
this architecture to fast nonlinear disturbances. Auto-
encoders, although providing an acceptable level of re-
construction, demonstrate a noticeably wider amplitude

of accuracy fluctuations, especially in regimes where
combined modes and harmonic distortions are present.
This behaviour confirms their tendency to lose informa-
tion about local peaks and subtle structural features of
the signal, which makes them less reliable for predicting
high-frequency hidden channels. Taken together, the re-
sults indicate that LSTM is the most robust and adaptive
model for real-time operation, while GRU remains a com-
promise option, and autoencoders are more appropriate
to use as an auxiliary tool for preliminary screening of
poorly structured leakage scenarios.

ASEI integral safety assessment

and statistical verification of results

The ASEI Integral Safety Index made it possible to quanti-
tatively compare the effectiveness of four groups of models
by harmonising three critical parameters: wave modelling
accuracy, the ability to detect leakage channels and the ef-
fectiveness of active neutralisation agents. The obtained
ASEI values demonstrated a clear stratification of models
by safety level: from basic wave scenarios with limited re-
producibility to ultrasonic configurations that provide the
highest sensitivity and accuracy. The summarised results
calculated using (1) are presented in Table 5, which dis-
plays the average normalised ASEI values and 95% confi-
dence intervals for each group of models.

Table 5. ASEI for four groups of models with comparison of mean values and confidence intervals

Model group ASEI (Average) 95% CI lower limit 95% CI upper limit
Basic wave 0.62 0.58 0.65
Vibrating 0.71 0.68 0.75
Ultrasonic 0.84 0.81 0.88
Acoustic and optic 0.79 0.76 0.83

Source: calculated by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,
ANSYS Fluent, Python 3.12, PyAcoustics and librosa (n=40 x 3) based on ISO/IEC No. 30147:2021 (2021) and ISO/IEC

No. 30149:2024 (2024)

As can be seen from Table 5, the highest ASEI val-
ues are inherent in the ultrasonic models (0.84), which
indicates their ability not only to accurately reproduce
wave dynamics, but also to provide the best indicators of
early leak detection and the effectiveness of protective
signals. Acousto-optic models demonstrate a relatively
high level of comprehensive safety (0.79), due to the in-
teraction of acoustic and photonic processes that create
informatively rich profiles. Vibration scenarios have an
average level of safety (0.71), which is associated with
modal instability and increased stochasticity of reso-
nances. The lowest ASEI is recorded in the basic wave
models (0.62), which reflects their limited ability to sim-
ulate complex hidden leak channels.

ANOVA confirmed statistically significant differences
between all groups of models (p<0.01), with the effect size
n? being 0.41, indicating a high influence of model type on
ASEI values. Post hoc analysis with Bonferroni correction
showed that each group was statistically different from
the others, but the largest contrast was observed between

the basic wave and ultrasonic scenarios (AASEI = 0.22)
and between the vibration and ultrasonic models (AA-
SEI=0.13). The non-parametric Mann-Whitney U-test con-
firmed this stratification, demonstrating the formation of
two clear clusters: the first — high ASEI values (ultrasonic
and acousto-optic models, U= 152-164, p<0.01), the sec-
ond - medium and low values (basic and vibration models,
U=118-129, p<0.01). Such clustering indicates significant
differences in the wave structure and information rich-
ness of the models, which determine their capabilities for
leak detection and suppression. Repeated three-fold sim-
ulations for each scenario showed minimal inter-iteration
variance (62<0.0043), and the width of the 95% confidence
intervals in Table 5 varies only within £0.03-0.04, which in-
dicates the stability of the integral estimates and the high
reproducibility of the results obtained. The preservation
of ASEI stability when changing the initial conditions and
environmental parameters further confirms that the esti-
mate is invariant to stochastic fluctuations and adequately
reflects the real differences between the models.
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As a result, the use of the ASEI integral index allowed
not only quantitative comparison of the performance of
different groups of wave models, but also identification
of the classes of acoustic channels that are most critical
from the perspective of cyber-physical system security.
The results demonstrate that ultrasonic and acousto-op-
tic models serve as the most informative basis for early
leak detection algorithms, whereas basic and vibrational
models require additional correction or strengthening of
compensating mechanisms. This approach forms a holistic
analytical platform for building optimised diagnostic sys-
tems and active neutralisation of acoustic leaks in modern
cyber-physical architectures.

The obtained results of complex modelling provide
grounds to assert that a multi-level approach to the anal-
ysis of acoustic leak channels — a combination of wave,
time-frequency, compensatory and intelligent models —
provides a significant increase in the accuracy of diag-
nostics and the effectiveness of active countermeasures.
Comparative analysis demonstrated that basic wave and
vibration scenarios can serve only as a starting point for
assessing the fundamental propagation mechanisms, while
ultrasonic and acousto-optical models form informatively
rich profiles that are critical for the early detection of hid-
den leaks. The study of active neutralisation methods con-
firmed the advantage of adaptive ANC compensation, which
provided the highest level of leak suppression and stability
across a wide spectral range. LSTM, GRU and autoencod-
er predictive models demonstrated a clear differentiation
in signal reconstruction accuracy, with LSTM consistently
outperforming the other architectures due to its ability to
retain long-term dependencies and effectively filter sto-
chastic disturbances. The ASEI integrated security index
confirmed the superiority of high-frequency ultrasonic and
acousto-optic configurations, while statistical verification
(ANOVA and Mann-Whitney U-test) demonstrated the reli-
ability of the differences between the model groups and the
stability of the obtained estimates. Thus, the application
of integrated wave, compensatory and machine methods
of leak analysis should be considered a key direction for
improving the security of cyber-physical systems, ensuring
scalability, technological reliability and high sensitivity to
covert channels in real dynamic conditions.

DISCUSSION

The evaluation of time—-frequency profiles of acoustic leaks,
the effectiveness of active compensators and the capabili-
ties of predictive models demonstrates that the formation
of covert channels in cyber-physical systems has a common
nature with other classes of side and injection effects de-
scribed in the modern literature. S. Gao et al. (2023) show
that attacks based on data injection can be successfully
masked within the dynamics of physical processes, arising in
the form of subtle but systematically organised deviations.

The data obtained in the study are consistent with the
conclusions of C. Niu & L. Wang (2021), in that models with
increased stochastic variability and more complex wave
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trajectories demonstrate increased sensitivity to changes
in environmental parameters and algorithmic influences.
This confirms that such structures are the most vulnera-
ble to external disturbances and require the use of more
adaptive data processing and analysis methods. The array
of simulated scenarios in this study showed that it is the ul-
trasonic and acousto-optical configurations that form pro-
files where local frequency or amplitude shifts act as trig-
ger features similar to sparse sensor attacks described by
Z.Zhao et al. (2022). Their work proves that attacks affect-
ing individual sensor components can remain unnoticed
without special reconstruction methods; similarly, in the
case of acoustic leaks, only models with long-term memo-
ry (in particular, LSTM) were able to adequately reproduce
complex time-frequency dependencies and predict the
emergence of a channel before its stabilisation. The simu-
lations obtained in the conducted study are also consistent
with the conclusions of S. Abbas et al. (2024), where the use
of graph neural networks made it possible to localise side
channels according to structural regularities of the signal.
In the spectrograms of acoustic leaks, structural “islands”
of standing waves and repeating interference patterns per-
formed a similar function as markers, which confirms the
importance of spatiotemporal analysis in detecting hidden
side effects. Q. Pan et al. (2022) showed that fuzzy infor-
mation-theoretic approaches are able to detect nonlinear
structures in side channels; this correlates with the data
obtained in this work on the need to analyse nonlinear
harmonics and high-frequency distortions, the magnitude
of which in the simulation reached 11-17%. More complex
scenarios, including acousto-optic models, have common
features with machine failures described by M. Taheri et
al. (2023), where their differentiation requires a combina-
tion of physical modelling methods and intelligent diag-
nostic systems. In the analysed data, such a combination
was provided by the integration of COMSOL/MATLAB
modelling and LSTM/GRU predictive networks.

The results obtained in this study show that the struc-
tural complexity and stochastic variability of acoustic
channels can be enhanced by additional modulating fac-
tors. In the work of A. Lu & G. Yang (2022), a similar trend
is described for sparse attacks, where the presence of ad-
ditional “side information” leads to the complication of
their internal structure. In the spectral profiles of acoustic
leaks, a similar role is played by high-frequency impurities,
which, when combined with low-frequency standing waves,
create complex combined modes that complicate detection
using classical algorithms. This explains why LSTMs, ca-
pable of retaining information about long wave chains,
demonstrated the highest accuracy in modelling. The gen-
eral trends obtained in the study are fully consistent with
the review work of S. Kim & K. Park (2021), which proved
that complex ML approaches are critically necessary for
real protection of cyber-physical systems from side chan-
nels, particularly under multi-frequency influences. In the
analysed time-frequency profiles, this was manifested in
the ability of models with deep memory to stably separate
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primary wave modes from secondary parasitic oscillations
even under conditions of overlapping noise structures,
which classical filters treated as random fluctuations. Fur-
ther analysis of the data obtained in the work demonstrated
the correlation of the spectral and temporal characteristics
with the conclusions of L. Guo et al. (2021), who showed
that time-frequency features are among the most sensitive
markers of anomalies in energy cyber-physical systems. In
the modelling of acoustic leaks, it was the combination of
local frequency shifts and unstable harmonic components
that acted as an early signal of danger — similar to the be-
haviour of photovoltaic signals during injection attacks.
Such a parallel emphasises the versatility of time-frequen-
cy analysis as a basic tool for detecting covert channels.
Analogies with the data obtained in this work are also
reflected in the conclusions of Y. Bai et al. (2022), where it
is shown that even low-level instructional oscillations in
Internet of Things/CPS devices can be identified through
side channels. In the spectrograms of acoustic leaks, a
similar function was performed by small-scale phase fluc-
tuations and short pulse bursts, which did not affect the
main wave pattern but enabled the hidden channel to be
distinguished from background noise. This indicates the
similarity of structural patterns between instructional
and acoustic side-channel signals. In the work of M. Ah-
san et al. (2023), it is emphasised that additive technolo-
gies become among the most vulnerable to side channels.
It was found that small oscillations of vibration contours
act as indicators of hidden manipulations. This correlates
with the patterns identified in the simulation of vibration
acoustic channels — their stochastic variability was high-
est in scenarios of complex mechanical interaction, which
confirms the universality of vibration indicators across
different technological domains. Similar patterns are rein-
forced in the study of N. Raeker-Jordan et al. (2024), where
side-channel measurements were used simultaneously
for quality control and cyber-physical security. Wave pro-
files obtained during the simulation of acoustic scenarios
demonstrated the same interference “instability windows”
that the authors describe as critical for detecting second-
ary channels in production environments. This indicates a
high potential for universalisation of time-frequency con-
trol algorithms. An additional comparison is possible with
the conclusions of A. Spence & S. Bangay (2022), which
show that side attacks can form even in systems without a
pronounced digital component. Acoustic leaks modelled in
this study fall into this category: their occurrence is due to
the physical nature of material components, and classical
cyber defence mechanisms do not capture them at all. This
makes the combination of wave modelling and ML analysis
relevant, which is proposed as a key prerequisite for early
detection of such impacts. The obtained data, compared
with the results of A. Kacmarcik & M. Prvulovic (2024),
confirmed that simultaneous monitoring of analogue side
channels in the cyber and physical domains provides the
best identification of covert attacks. In the case of acoustic
leaks, the function of analogue monitoring was performed

by interference structures and changes in the phase spec-
trum, which in LSTM ML models served as the most stable
features for predicting the occurrence of a leak.

Analytical parallels with the work of K. Prasat et
al. (2022) indicate that cross-threat in cyber-physical sys-
tems arises when attacks can migrate between different
domains — mechanical, electromagnetic and acoustic. In
the obtained profiles of the conducted study, it was the
acousto-optical configurations that showed the greatest
domain-migration complexity, demonstrating the ener-
gy transition between modes, similar to the cross-domain
perturbations mentioned by the authors. Scenarios in
which acoustic leaks were superimposed on background
oscillations of the environment correlate with the results
of A. Alahmadi et al. (2022), where side-channel attacks in
agricultural digital systems were generated precisely due
to natural noises that masked artificial deviations. A simi-
lar effect was observed in ultrasonic configurations: natu-
ral standing waves “covered” narrow non-stationary peaks,
which created an analogue of a masked leak. A comparison
with the work of Q. Hao et al. (2025) is indicative, where
the use of the Speech Transmission Index allowed tracking
small deteriorations in sound quality for leak diagnostics.
In the modelling of acoustic channels in the present study,
similar metrics — changes in the clarity of spectral contours
and a drop in phase coherence — acted as reliable predictors
of the appearance of a covert channel. The general logic of
the development of the conducted study is consistent with
the conclusions of C. Comert et al. (2022), which emphasised
that the protection of cyber-physical systems at the level of
radio-frequency and analogue signals requires the integra-
tion of several domains of analysis — physical modelling,
side-channel assessment and ML classification. In the sim-
ulated acoustic scenarios, it was this multi-level structure
that proved the most effective, allowing simultaneous as-
sessment of the wave nature of the leak, its masking in noise
and the probability of escalation into a stable covert channel.

Thus, the comprehensive analysis confirmed that the
formation and evolution of acoustic leakage channels in
cyber-physical systems are determined by a combination
of wave, mechanical and digital factors, and their relia-
ble detection requires a multi-component approach. The
obtained data are consistent with the trends described in
modern research on the protection of cyber-physical sys-
tems, which emphasises the critical role of time-frequency
analysis, structural correlation of signals and the appli-
cation of machine learning methods under complex mul-
ti-frequency impacts. The differences between the basic,
vibrational, acousto-optical and ultrasonic models showed
that the increase in the number of resonances, nonlinear
harmonics and phase shifts directly correlates with the
risk of forming covert channels, which is fully consistent
with the known mechanisms of sparse and side-channel
attacks in cyber-physical systems. In a broader context, the
results obtained confirm the relevance of the concept of
multi-domain protection of cyber-physical systems, which
involves simultaneous monitoring of physical, acoustic and
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digital manifestations of side channels. The observed abili-
ty of LSTM networks to recognise wave anomalies early, the
stability of ANC compensators in multi-frequency environ-
ments and the revealed role of phase markers as indica-
tors of covert attacks are consistent with international ap-
proaches to the security of cyber-physical complexes. This
gives grounds to argue that complex methods combining
physical modelling, active compensation and intelligent
analysis are a key condition for increasing the resistance of
systems to acoustic side channels and potential attacks in
real operating conditions.

CONCLUSIONS

Within the framework of the conducted study, a compre-
hensive multi-level assessment of the effectiveness of var-
ious approaches to modelling, detecting and neutralising
acoustic leakage channels in cyber-physical systems was
carried out. The basic models showed the lowest complex-
ity (38-46 dB, 1-2 resonances, variance 4-7%) but were the
least informative for early leak detection. Vibration models
demonstrated amplitudes of 52-68 dB and 3-6 resonances,
which indicates the formation of additional leakage chan-
nels. Ultrasonic scenarios proved to be the most threaten-
ing (18-38 kHz, 71-89 dB, up to 11 resonances, nonlinear
distortions 11-17%). Acousto-optic models formed mixed
modes (48-61 dB, 4-7 resonances, variance 16-24%), com-
plicating detection. Active methods demonstrated differ-
ent levels of efficiency: white noise provided the lowest at-
tenuation (11-14 dB), narrowband masking increased it to
19-23 dB, antiphase compensation to 26-31 dB, while the
best results were obtained using ANC (34-39 dB, stability
96-97%, detection time 0.4-0.7 s). Among the predictive
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methods, LSTM was the most efficient — latency 0.42-0.55
s, resistance to spectral shifts 93-96%, reconstruction error
6-8%. GRU provided average values, whereas autoencoders
had the lowest accuracy (10-14%) and the highest latency
(0.59-0.74 s). The ASEI integral index confirmed the strati-
fication of risk levels: basic models - 0.62; vibration — 0.71;
acousto-optic — 0.79; ultrasonic — 0.84. Statistical testing
(ANOVA, Mann-Whitney U-test) confirmed the signifi-
cance of differences (p <0.01) and the formation of low-
and high-risk clusters.

Thus, the study proved that the combination of wave
modelling, time—frequency analysis, active compensators
and intelligent predictive systems provides the most com-
plete and accurate picture of the formation and neutral-
isation of acoustic leaks in cyber-physical systems. The
highest diagnostic and protective efficiency is provided by
ultrasonic and acousto-optic models as the most inform-
ative data sources, ANC as the leading active silencing
method and LSTM as the optimal early prediction model.
Prospects for further research are related to scaling models
to real industrial environments, integrating deep learn-
ing to detect poorly structured anomalies and developing
next-generation adaptive active protection systems.
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MaTteMaTunyHe MoaenioBaHHA aKyCTUYHUX KaHaniB BUTOKY
B Ki6ep¢piznuHux cucremax

AHoOTaUif. AKyCTHYHI KaHa/JX BUTOKY € OJHi€l0 3 HaiOiabIill HeJOOIiHEeHNX 3arpo3 I/ KibeppisuuHuX cucTeM,
OCKIJIbKM iX MOSIBA 3YMOBJIIOETHCSI CKJIAAHMMM XBUJIbOBUMM IIPOIlecaMM, sIKi cKIagHo QikcyBaTy TpaguuiiiHMMu
3aco6amu KOHTPOITI0. MeTolo JOCTiIskeHHS 6Y/10 PO3POOUTH i1 eKCIIepMMEeHTAIbHO epeBipUTY iHTerpoBaHi Mmiaxoau oo
MOZETIOBaHHS, ileHTudikalii Ta HeliTpamisallii aKyCTUYHMX BUTOKIB Ha OCHOBI ITO€ITHAHHS XBUIIbOBUX MOJIEJIe, aKTUBHUX
KOMITIEHCATOPiB i MPOrHO3HUX cucTeM. MeTomoorisi rpyHTyBanacs Ha 40 yncebHUX eKCIepuMeHTaX, BUKOHAHUX 3a
YOTHpMa rpynamMmy MOJesieii i3 mogaabyMy MOBTOPHUMM TPOTOHIB A1 3a6€31eUueHHs CTaTUCTUYHOI HaailiHOCTi
pe3yabpTaTiB. BUSIBIEHO CyTTEBI BiAMiHHOCTI MiX YOTMpPMa IpyramMy XBUJIbOBUX Mogeneii: 6a30Bi KoHdirypariii (38-46 nb,
nucrepcist 4-7 %) 6yau HalimpocTtimmumu, BibpauiiiHi ciueHapii dopmyBanu 3-6 pe3oHaHCiB pu auctepcii 1o 18 %, a
YJIbTPa3BYKOBi — BUSIBYIINCS Haib6iabIn KputuaHumMy (18-38 kI, 71-89 b, no 11 pe3oHaHCiB); aKyCTUMKO-ONTUYHI MO
MPOJeMOHCTPYBa/IM 3MilllaHi yacoBO-yacTOTHI podisi 3 nucnepcieio 16-24 %. Cepen akTMBHUX METO[iB HeliTpamizarii
HalfHMKYY e(eKTUBHICTH 1MoKa3aB 6ianii mym (11-14 nB), Tomi SIK By3bKOCMYTOBe MacKyBaHHS 3abe3mneunsio 19-23 nb,
a Adaptive Noise Cancelling (ANC) gocsirio Halikpaliux mokasHukis (34-39 b, crabinbHicTh 96-97 %, Detection Time
0,4-0,7 c). Cepen MpOrHO3HUX MOZAEIEl HaiiKpallli pe3y/abTaTy mokasana Long Short-Term Memory (JiateHTHicTb 0,42-
0,55 c, criftkicTb 93-96 %, moMmMIKa peKOHCTPYKILii 6-8 %), Tofi SIK aBTOeHKoaepy Oyiny HaiiMeHI TouHuMu (10-14 %).
[HTerpasbHMIi iHOEeKC 6e3rekyn Bimobpas3mB UiTKy cTpaTudikalliro pusmkis: 6a3osi momeni — 0,62; Bi6pariiityi — 0,71;
aKyCcTUKOo-onTuyHi — 0,79; ynbrpasBykosi — 0,84. CTaTUCTUYHMIL aHai3 MiATBepAUB 3HAUYILIiCTh BiMiHHOCTel MixX ycima
rpynamu (p<0,01) i bopMyBaHHS ABOX KiacTepiB Hebe3neku. I[IpakTMUHe 3HAUEHHS AOCTIIKEHHS TTOJISITa€ Y CTBOPEHHI
iHTerpoBaHOi METOIMKY BUSIBJIEHHS Vi IPUITYIIEHHS aKYCTUYHMX BUTOKIB, IKYy MOKHA 6€3110cepeiHbO 3aCTOCOBYBATH TIif,
Yyac MPOEKTYBAaHHS cUcTeM Ge3reky KibepdisMuHMX KOMIUIEKCIB /151 3HVDKEHHST PU3UKY IMPUXOBAHMX aTaK i IMiIBUIIEHHS
CTilIKOCTI 70 6araTovyacTOTHMUX BIIMUBIB

KniouoBi cnoBa: 6inii 1iryM; By3bKOCMYTOBE MacKyBaHHS ; MpoTHdasHa KOMIIEHCAIlisl; YaCOBO-4aCTOTHI CIIEKTPOrpaMi;
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Intelligent load management in dynamic power systems with a high share
of RES and small modular reactors

Abstract. The purpose of the study was to conduct a comprehensive assessment of the effectiveness of intelligent load
management methods within Ukraine’s hybrid power systems, under conditions of an increasing proportion of renewable
energy sources and the integration of small modular reactors, and to determine their impact on energy efficiency,
operational stability, and the dynamics of daily load fluctuations. The methodology included a step-by-step analysis
of energy-efficient control technologies, modelling of the operation of the 330/110 kV Kremenchuk substation based
on actual operating profiles, and five-year load forecasting using a Long Short-Term Memory model and optimisation
algorithms. The study established that traditional dispatch control mechanisms maintain stability only with low generation
variability, while intelligent approaches provide a significant increase in accuracy, reduction of losses and improvement
of mode stability. The results showed that optimisation based on a genetic algorithm reduces energy consumption by
12.4% and costs by 9.1%, while the Particle Swarm Optimisation algorithm demonstrated the highest efficiency, reducing
energy consumption by up to 18.1%, reducing costs by up to 14.7% and providing the most accurate reproduction of daily
profiles. Forecast calculations for the period up to 2030 showed an increase in the daily load amplitude and identified
intervals of increased sensitivity in which the use of intelligent control strategies can reduce daily active power deviations
by more than 40% and losses to be reduced by almost 17%. The practical significance of the results is determined by the
fact that the established patterns can be used to modernise Ukrainian power grids, optimise the integration of renewable
generation, increase the reliability of industrial power systems, and justify the introduction of smart technologies in grids
with a growing share of unstable sources

Keywords: optimisation strategies; predictive models; multilevel modelling; stochastic generation; system stability;
microgrids

INTRODUCTION

The growth of the share of renewable energy sources (RES)
in the structure of energy systems in Ukraine and world-
wide is accompanied by a transition from centralised gen-
eration models to decentralised networks, in which gen-
eration and load change in real time. With the increase in
the share of renewable energy sources in the generation
structure, there is an increase in variability. This creates
modes with uneven load dynamics, in which it becomes
necessary to use balancing mechanisms capable of com-
pensating for such unevenness.

The publication by O. Cherep et al. (2023) outlined
that the growth in the share of renewable energy sourc-
es and the introduction of energy-efficient technologies
are shaping a new configuration of the energy environ-
ment. The study provided calculations showing that the
use of optimisation models reduces energy consumption
by 15-25%, which makes the use of automated and intel-
ligent flow control systems more relevant. V. Voronenko et
al. (2025) addressed energy efficiency in the context of na-
tional energy security. According to the authors, the energy
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intensity of the Ukrainian economy is 2.5-3 times higher
than the EU average, so the modernisation of control and
forecasting systems is a necessary prerequisite for increas-
ing the flexibility of networks. A comprehensive approach
to assessing energy risks was presented in the study by
Y. Kharazishvili et al. (2021), which showed that increasing
the share of RES to 25% reduces integral risks by 15-18%,
but at the same time complicates power balancing in vari-
able generation modes. A. Hlushko (2024) analysed digital
platforms and monitoring systems in the energy sector,
in particular their ability to provide rapid data collection
and processing for tracking network operating modes in
conditions of unstable generation. It also presented tools
for structuring information and highlights the relation-
ship between the operation of digital monitoring systems
and maintaining network stability in dynamic modes.
S.1. Tkalenko et al. (2024) addressed load modelling in the
context of sustainable development, with an emphasis on
comparing linear and non-linear approaches to forecast-
ing and justifying the need for more complex time dynam-
ics models. The potential of machine learning algorithms
that are capable of accurately reflecting load unevenness
in systems with a high proportion of variable generation
is shown separately. J.A. Rodriguez-Gil et al. (2024) exam-
ined the architecture of combined networked microgrids,
in particular the role of interaction protocols and hierar-
chical energy management systems (EMS) in coordinating
the operating modes of segmented energy structures. Hier-
archical EMS, which ensures the synchronisation of micro-
grid modes and creates the basis for the implementation of
intelligent control algorithms, was emphasised. The review
by Shafiullah et al. (2022) summarised key approaches to
microgrid (MG) control, classifying them into rule-based,
optimisation-based and Al-oriented strategies. The anal-
ysis presents comprehensive results of experimental and
modelling studies, which demonstrate a 10-20% reduction
in energy losses thanks to optimisation algorithms and an
8-15% increase in balancing accuracy due to predictive
models. The adaptability of modern control systems is also
emphasised: the use of artificial intelligence algorithms
enhances the ability of microgrids to respond quickly to
generation fluctuations in highly renewable configurations.

M.R.Khanetal. (2024) analysed the interaction between
electric vehicles (EVs), battery energy storage systems
(BESS) and artificial intelligence algorithms in microgrid
architecture. The study demonstrated that such integra-
tion provides flexible peak load smoothing and contributes
to the optimisation of power distribution in conditions of a
high share of RES. The issue of integrating small modular
reactors (SMR) into decentralised energy networks is dis-
cussed in detail in a study by B. An et al. (2025). The study
analysed the technical and socio-economic parameters of
SMRs and emphasised that their low inertia, controllability
and generation stability make it possible to compensate for
fluctuations in solar and wind generation in hybrid systems
with a high share of RES. The paper argues that, thanks to
their modularity, speed and power manoeuvrability, SMRs
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can act as a stabilising core for decentralised clusters, pro-
viding the necessary conditions for the effective operation
of intelligent load management strategies. The Ukrainian
context of energy sector modernisation was examined by
N. Krasnostanova et al. (2024), who identified limitations
to the implementation of energy management systems re-
lated to the state of digital infrastructure and the level of
automation. The study by LV. Blinov (2025) analysed the
role of microgrids in the restoration and development of
local energy clusters, which creates conditions for the ap-
plication of adaptive load management models.

Despite existing research, there is still a lack of quan-
titative assessments of the effectiveness of algorithmic
control of hybrid power systems with the simultaneous
participation of RES and small modular reactors in the
literature. Models for optimal power balancing under sto-
chastic fluctuations remain insufficiently developed, as do
methods for evaluating the effectiveness of Al-oriented ap-
proaches, in particular Particle Swarm Optimisation (PSO)
and Genetic Algorithm (GA), in load distribution tasks. In
addition, there are no comprehensive models for managing
industrial loads in hybrid configurations that combine RES,
energy storage and SMR. The combination of these gaps
defines the scientific problem of this study.

The study aimed to create an integrated load manage-
ment model for dynamic power systems capable of ensuring
stable operating modes, high energy efficiency and accurate
forecasting in conditions of high generation variability.

MATERIALS AND METHODS

The study was conducted in 2025 based on an analysis of
Ukrainian regulatory and technical documents and inter-
national standards for energy management, digital energy
systems and nuclear technologies, as well as operational
data arrays from Ukraine’s energy system. This provid-
ed a scientific basis for the formation of flexible energy
supply systems for industrial regions with a high propor-
tion of variable loads. The regulatory framework consist-
ed of: DSTU ISO 50001:2020 (2020) energy management
systems standard; IEC 61850:2023 (2023) and IEC TR
61850-90-4:2020 (2020) - network engineering guidelines
for IEC 61850-based systems; IEC 62559-2:2015 (2015) —
modelling of energy component interaction scenarios;
ISO 14044:2006 (2006) — LCA assessment; IAEA TEC-
DOC-1937 (2020) — SMR technical parameters; “Ener-
gy Strategy of Ukraine until 2050” (Ministry of Energy of
Ukraine, 2022). Statistical data from the National Com-
mission for State Regulation of Energy and Utilities (n.d.),
Ministry of Energy of Ukraine (2022), International Energy
Agency (2025) and European Environment Agency (n.d.)
for 2022-2025, as well as hourly generation and consump-
tion profiles from the National Power Company Ukrenergo
(n.d.) and JSC “Market Operator” (n.d.), which formulated
the parameters of a hybrid energy system model with a
high share of RES and SMR. Content analysis of modern
industrial practices for improving energy efficiency and
stability of energy systems was used to select relevant
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performance criteria and refine operating parameters.
Based on this analysis, integral indicators characterising
the operation of a hybrid energy system were identified:
change in energy consumption (AE), stability of regulation
(CSR), economic costs and savings (AC), active power loss-
es (AP _loss) and system sensitivity to RES fluctuations. To
assess the accuracy of the forecast models, the coefficient
of determination (R?), mean absolute error (MAE) and root
mean square error (RMSE) were used, which ensured a cor-
rect comparison of scenarios and system operating modes.

The modelling was based on the technical character-
istics of the 330/110 kV Kremenchuk substation, as de-
fined based on Order of the Cabinet of Ministers of Ukraine
No. 730-2018-r (2018), which confirms the modern config-
uration of the equipment after reconstruction. Based on
these data, MATLAB/Simulink R2024a and AnyLogic 8.9
(Zhiliaeva, 2024) were used to reproduce the dynamics of
a mixed power system, incorporating the stochasticity of
renewable generation, daily demand fluctuations, and the
inertial properties of SMR in accordance with IAEA TEC-
DOC-1937 (2020) and delays in Smart Grid digital channels
in accordance with IEC 61850:2023 (2023). The model pa-
rameterisation incorporated regional profiles of solar and
wind power plants, EEA arrays, and strategic documents
for the development of Ukraine’s power system (Ukrainian
Wind Energy Association, 2024). Long Short-Term Mem-
ory (LSTM) networks implemented in Python 3.12 (Ten-
sorFlow, NumPy, PyPSA) with a forecast horizon to 2030
(Turner, 2025) were used to forecast load and generation.
The resulting time series were used as input data in an opti-
misation model that determined critical intervals of future
regimes with high peak loads and a significant share of RES.
The system was optimised using multi-criteria minimisa-
tion modelling with PSO and GA algorithms (Holland, 1975;
Kennedy & Eberhart, 1995). The objective function includ-
ed weighting coefficients for energy efficiency (0.40), costs
(0.35) and control stability (0.25). For three scenarios (in-
dustrial, mixed and highly renewable), 100-iteration simula-
tions were performed with a time step of 0.1 s, within which
the optimal ratio of RES and SMR shares was determined
and the indicators AE, AC, CSR, n_ctrl, convergence param-
eters and statistical significance (p < 0.05) were calculated.

For consistent interpretation of the results, an inte-
grated model for assessing the effectiveness of intelligent
power system management was developed, covering three
structural levels: generation and mode, where daily and
seasonal flow distribution characteristics were analysed,;
forecast-dynamic, which incorporated scenario variability
based on LSTM series; and economic-energy, where AE,
AC, CSR and n_ctrl indicators were aggregated according to
the weighting scheme. The combination of the three levels
formed an integral assessment of the effectiveness of Al
control and determined changes in the stability of modes,
the level of losses and the structure of energy consump-
tion. Based on the data obtained, a summary efficiency ma-
trix was formed, which was used for a comparative analysis
of control modes in industrial power systems.

RESULTS
Analysis of approaches to the implementation
of energy-efficient technologies
in dynamic energy systems
An analysis of regulatory and technical documents DSTU
ISO 50001:2020 (2020), IEC 61850:2023 (2023), IEC
62559-2:2015 (2015) and IAEA TECDOC-1937 (2020) and
scientific research has identified three key approaches
to load management in dynamic power systems with a
high share of RES: the traditional mode approach, GA-
based optimisation and PSO algorithm optimisation.
The effectiveness of each of these approaches is deter-
mined by the structure of the power system, the nature
of fluctuations in generation capacity, and the rate of
change in demand. The traditional approach is based on
fixed mode characteristics, dispatch schedules, and load
regulation in accordance with daily forecasts. Based on
the hourly mode profiles of the National Power Company
Ukrenergo (n.d.) and the requirements outlined in DSTU
ISO 50001:2020 (2020) and IEC 61850:2023 (2023) stand-
ards, it has been established that this approach provides
an acceptable level of controllability in power systems
with a share of RES of up to 20-25%, when the discrepan-
cy between the forecast and actual load remains within
acceptable fluctuations. With the increase in the share
of RES, the accuracy of traditional control decreases due
to time inertia and the lack of mechanisms for rapid ad-
aptation to rapid changes in generation. The genetic al-
gorithm in available studies is characterised as a tool for
finding optimal flow distribution parameters through
iterative decision selection. The study established that
GA improves system controllability under conditions of
30-40% RES share, when generation variability increas-
es, and there is a need for more dynamic mode adjust-
ment. A distinctive feature of GA is its sensitivity to
mutation and crossover parameters, which can cause
convergence variability. The particle swarm algorithm is
defined as an approach that performs a collective search
for the optimum in a multidimensional parameter space.
Based on the analysis of generation stochasticity in-
dicators obtained from hourly profiles of the National
Power Company Ukrenergo and data from regional so-
lar and wind power plants, as well as the requirements
for adaptive Smart Grid control in accordance with IEC
61850:2023 (2023), the study established that PSO pro-
vides the highest stability in systems with a share of RES
of more than 40%, which are characterised by signifi-
cant fluctuations in output and increased uncertainty of
modes. The mechanism for updating particle velocities
and positions ensures rapid convergence to the optimal
state and reduces the risk of falling into local minima. A
comparison of the three approaches shows that the tra-
ditional mode is appropriate for use in conditions with
a low share of RES, GA in scenarios with medium vari-
ability, while PSO remains the most effective in highly
renewable systems where a rapid response to changes in
the power balance is required.
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Modelling of the power system based
on the 330/110 kV Kremenchuk substation
Modelling of the power system operating modes based on
the 330/110 kV Kremenchuk substation established key
patterns of daily and seasonal load fluctuations in a mixed
generation structure. This substation was chosen due to its
regulatory role in supplying the industrial hub of Central
Ukraine and the high share of renewable energy sources in
the regional balance.

Analysis of the mixed energy system’s operation has
revealed the stable formation of two main peak intervals,
morning and evening, between which there is a marked

1,400

600
400
200

0

Load (MW)

Alfimov

amplitude of daily changes in active power. Asynchrony
between the actual load and renewable generation output
has been established: maximum solar generation values
occur during the period when the load is at the average
daily level, while the evening peak is formed under condi-
tions of reduced solar generation. The dynamics of wind
generation are characterised by unevenness, which leads
to additional fluctuations in active power and increases
the requirements for the operation of the network infra-
structure in terms of automatic regulation and backup.
The generalised daily profile of mixed generation and
load is shown in Figure 1.
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Figure 1. Daily load and generation profile at the Kremenchuk substation
Source: compiled by the author based on National Power Company Ukrenergo (n.d.), National Commission for State
Regulation of Energy and Utilities (n.d.), IAEA TECDOC-1937 (2020), A. Turner (2025)

As shown in Figure 1, the daily regime has two dis-
tinct peak intervals, 09:00-12:00 and 18:00-21:00, and the
load fluctuation amplitude exceeds 27%. The night-time
minimum is only 60-65% of the nominal value, which is
typical for industrial hubs with developed infrastructure.
Asynchrony between RES output and actual load has been
established: the daytime maximum of solar power plants
does not coincide with the evening peak of consumption,
and wind generation has an uneven amplitude. Simulation
calculations showed that in the baseline scenario, the CSR
is 0.89, the average power loss is 7.2%, and the unevenness
of the 110 kV line load reaches +14%. In addition, a volt-
age drop of 1.8-2.4% was recorded in the evening zone.
The calculation of the generation contour showed that
the inclusion of SMR in the base load coverage reduces the
amplitude of daily active power fluctuations by 9-11% and
stabilises the operating mode during periods of reduced
solar generation. In scenarios with an increased share of
RES, the daily spread of generation reaches 18-22%, but
the inertial characteristics of SMR smooth out short-term
fluctuations and keep the voltage within regulatory devi-
ations. Seasonal analysis confirmed a 12-15% increase in
load in winter and a decrease in solar power generation to
32-35% of the summer level. Shifting part of the load to the
night period reduces average losses by 4.8% and evens out
the profile during hours of low RES generation. Modelling
scenarios for the implementation of energy-efficient tech-
nologies for automated load control, adaptive generation
redistribution, peak interval smoothing using storage de-
vices, and the use of SMR as a stabilising element showed a

reduction in average daily losses to 5.9% and an increase in
CSR to 0.93. For a mixed configuration (RES 40-45%, SMR
20-30%), the CSR value increases to 0.95, the amplitude of
daily fluctuations decreases by 18%, and voltage deviations
by 6-8%. Short-term active power fluctuations are reduced
from £22% to *12.5%. A comprehensive analysis of load
management approaches has shown that the effectiveness
of the technologies used depends significantly on the con-
figuration of the power system and the level of generation
variability. Traditional schemes with fixed rules ensure sta-
bility only under conditions of relatively low RES fluctua-
tions, but their reliability decreases sharply with daily fluc-
tuations of more than 20%. In contrast, adaptive methods
based on optimisation algorithms demonstrate significant-
ly higher energy efficiency in a mixed generation profile.
Among them, PSO stands out for its uniform convergence
dynamics and more stable operation in modes with sharp
changes in active power, which indicates its advantage in
conditions of high load variability.

Thus, the modelling results confirm that system stabil-
ity, power losses and the nature of flow distribution directly
depend on the structure of the generation balance and the
type of energy-efficient technologies used.

Analysis of approaches to load management

in mixed power systems

The analysis showed that the effectiveness of load control
in mixed power systems with a high share of renewable
sources and the participation of small modular reactors is
determined by the type of methodological approach used.
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To determine the patterns of the system’s response to
stochastic changes in generation, three approaches were
analysed: traditional control, GA and PSO. Their effective-
ness was assessed according to the criteria of adaptability,
stability, load reproduction accuracy and sensitivity to
mode fluctuations. Analysis of traditional control showed
that this approach provides an acceptable level of stabili-
ty only under conditions of low generation variability. The
study determined that as the share of RES increases, the
difference between the forecast and actual load increases,
leading to an increase in the average absolute error and
power losses. The study determined that the time inertia of
operator intervention creates additional deviations during
evening and morning peaks, which makes the traditional
approach less effective in dynamic networks. Evaluation
of the genetic algorithm has established that GA provides
significantly higher flexibility and adaptability in multidi-
mensional parameter spaces. The analysis has established
that GA generates solutions through selection, crossover
and mutation mechanisms, which cover a wide range of al-
ternative modes. At the same time, the stochastic nature
of the algorithm causes increased variability of results
and the need for more iterations to achieve stable con-
vergence, especially under conditions of sharp changes in
RES output. Analysis of PSO performance showed that this
approach demonstrates the most stable convergence dy-
namics. The study established that the cooperative search
mechanism, within which each particle simultaneously fo-
cuses on best state and the global optimum, ensures a rapid
and uniform approach to the optimal solution. The results
obtained confirmed that PSO effectively avoids local min-
ima, maintains low variability of results and demonstrates
the smallest reproduction error in highly dynamic modes
with sharp changes in active power flows.

Systematisation of the results showed that the three
approaches analysed demonstrate significantly different
behaviour under mixed load conditions. Comparative anal-
ysis showed that traditional control can serve as a basic
benchmark in systems with a low share of RES, where the

load profile remains relatively stable. The genetic algo-
rithm is advisable to use in situations where a flexible step-
by-step search for the optimal configuration is required,
with moderate variability of modes. In contrast, the par-
ticle swarm algorithm provides the fastest and most stable
convergence under conditions of significant variability in
input parameters, making it the most effective tool for dy-
namic, highly renewable systems.

Optimisation of power system operating modes

using GA and PSO methods

Optimisation modelling based on simulations of the
330/110 kV Kremenchuk substation and forecast load pro-
files determined the impact of GA and PSO on the oper-
ating parameters of a mixed power system with a 40-45%
share of RES and 20-30% participation of SMR. The meth-
ods were compared using a single objective function that
included energy efficiency (0.40), economic costs (0.35)
and control stability n_ctrl (0.25), which can be used to
apply the same criteria structure in the analysis of the
results. The following parameters were set for GA: initial
population of 50 individuals, crossover probability of 0.7,
mutation probability of 0.1, and maximum number of gen-
erations of 100. For PSO, 40 particles were used with an
inertia coefficient w=0.72, a cognitive component c, =1.4,
and a social component c, = 1.6, with a maximum number
of iterations of 100. Both algorithms worked on identical
input load and generation profiles, which ensured the cor-
rectness of the comparison. Convergence analysis showed
significant differences between the algorithms. PSO con-
sistently achieved the optimal solution in an average of 36-
38 iterations, while GA achieved it in 52-55. The variability
of PSO results was o =0.038, which is lower than the GA
value (0=0.061), reflecting the difference in the sensitivity
of the algorithms to stochastic fluctuations in load profiles.
GA also recorded periods of local slowdown in the change
in the fitness function, while PSO demonstrated a more
uniform convergence trajectory. The generalised optimisa-
tion results are presented in Table 1.

Table 1. Comparison of traditional and AI-optimised load management

Approach AE (reduction in energy consumption, %)  AC (cost savings, %) R2 MAE (%) p-value
Traditional management - - 0.88 54 -
GA optimisation 12.4 9.1 0.91 4.2 <0.05
PSO optimisation 18.1 14.7 0.93 3.7 <0.05

Source: compiled by the author based on J.H. Holland (1975), J. Kennedy & R. Eberhart (1995)

As shown in Table 1, in the traditional scheme, the val-
ues R2=0.88 and MAE = 5.4% reflect a greater error in load
profile reproduction and a wider range of power deviations
in peak intervals. The use of a genetic algorithm resulted
in a decrease in MAE to 4.2% and an increase in R? to 0.91,
indicating a more accurate match between forecast and
calculated values. At the same time, a 12.4% reduction in
energy consumption and a 9.1% reduction in costs were re-
corded, reflecting the primary systemic effect of optimising
parameters in accordance with the structure of the target

function. A comparison of the GA and PSO results showed
the superiority of PSO in all key criteria. The achieved re-
duction in energy consumption to 18.1% and cost savings
to 14.7% was accompanied by an increase in R2t0 0.93 and a
decrease in MAE to 3.7%, indicating a significantly more ac-
curate reconstruction of the daily profile and a smoother na-
ture of active power fluctuations in the most sensitive time
intervals of the evening peak and daytime rise. The p<0.05
values for both algorithms confirm the statistical signif-
icance of the established differences and the correctness
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of the chosen approach to optimisation. Figure 2 was con-
structed to reflect the dynamic changes in control efficiency.
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Figure 2. Comparison of the effectiveness of traditional,
GA- and PSO-optimised load control
Source: compiled by the author based on ].H. Holland (1975),
J. Kennedy & R. Eberhart (1995)

The data in Figure 2 established the dynamics of chang-
es in the effectiveness of three approaches to load manage-
ment in the iterative optimisation process. A stable relation-
ship was found between load reproduction accuracy (R?) and
energy consumption reduction (AE): an increase in forecast-
ing accuracy is accompanied by a proportional reduction in
energy losses and stabilisation of flow distribution. GA is
characterised by a moderate slope of the curve, reflecting a
gradual increase in efficiency with an increase in the num-
ber of iterations. In contrast, a more pronounced depend-
ence was observed for PSO: achieving R2=0.93 corresponds
to the maximum reduction in AE, which is consistent with
the data in Table 1. Values of p<0.05 for both algorithms
confirm the statistical significance of the results obtained.

The generalisation of the results showed that the GA
and PSO algorithms form different convergence trajectories
and achieve different values of energy and economic indica-
tors. A comparison of the identified parameters showed that
PSO is characterised by the lowest variability, higher accura-
cy of reconstruction of actual load profiles, and a more sig-
nificant reduction in energy consumption in a mixed power
system with a share of RES up to 45%. The results obtained
can be used for further development of Al-optimisation
scenarios for the operation of industrial power networks.

Integrated model for forecasting

and evaluating the effectiveness

of intelligent power system management (2025-2030)
Based on the aggregate results of modelling the 330/110 kV
Kremenchuk substation and forecast calculations, an inte-
grated empirical model of the power system’s behaviour
in 2025-2030 was developed under conditions of an
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increase in the share of RES to 45% and the inclusion of
small modular reactors in the base load coverage mode.
The model was built at three levels: generation-mode,
forecast-dynamic, and economic-energy, which ensured
the reproduction of key parameters of network stability un-
der conditions of daily and seasonal load fluctuations. At
the generation-mode level, the impact of structural chang-
es in the power balance on the daily modes of the system
was analysed. Modelling established that with a 40-45%
share of RES, the amplitude of daily active power fluctua-
tions reaches £22%, and voltage deviations in the evening
zone are 2.8-3.1%. The inclusion of SMR in the base load
coverage reduces active power fluctuations to #12.5% and
ensures that voltage is maintained within the acceptable
range according to the profiles of the National Power Com-
pany Ukrenergo (n.d.). It has been recorded that the stabi-
lising effect of SMR is maintained under various daily RES
configurations, as confirmed by a reduction in short-term
active power fluctuations. At the forecast-dynamic level,
long-term forecasting of load and RES generation was im-
plemented using the LSTM method based on data for 2022-
2024. The results are presented in Figure 3.
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Figure 3. Forecast of daily load fluctuations for 2030
based on the LSTM model
Source: compiled by the author based on National Power
Company Ukrenergo (n.d.), A. Turner (2025)

Analysis of Figure 3 showed an increase in the average
amplitude of daily load fluctuations by 6-9% compared to
2024 and the formation of two extended peak intervals last-
ing up to 3 hours. The LSTM model showed a high level of
accuracy: R2=0.94, MAE = 2.7%, RMSE = 3.4%. Critical time
intervals were identified as 18:00-21:00 in winter and 10:00-
13:00 in summer, when the forecast values approach the
stable mode limit, which determines the need for intelligent
load redistribution and energy storage integration. At the
economic and energy level, an assessment of the aggregate
performance indicators of intelligent control in the forecast
period was carried out. The results are presented in Table 2.

Table 2. Integrated indicators of energy system efficiency in 2025-2030

Indicator 2024 (basis) 2030 (AI-optimisation) Change, %
Average consumption, GWh/year 14,850 13,420 -9.6
Energy losses, GWh/year 1,210 1,005 -16.9
Active power deviation, % 22 £13 -40.9
Control efficiency n_ctrl, % 86.5 91.8 6.1

Source: compiled by the author based on National Commission for State Regulation of Energy and Utilities (n.d.), European
Environment Agency (n.d.), National Power Company Ukrenergo (n.d.), International Energy Agency (2025), A. Turner (2025)
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Analysis of Table 2 data revealed significant quan-
titative changes in key parameters of the power system’s
operation for the period 2025-2030 in the event of intel-
ligent control implementation. A comparison of the base-
line (2024) and optimised scenarios shows that average
annual electricity consumption decreases by 9.6%, indi-
cating an increase in the efficiency of power utilisation in
industrial hubs. A 16.9% reduction in energy losses con-
firms a decrease in overloads and improved flow distribu-
tion modes. The most noticeable change is the reduction
in active power deviations from +22% to *13% (-40.9%),
which demonstrates a significant smoothing of daily fluc-
tuations and a reduction in the amplitude of peak loads.
The increase in control efficiency n_ctrl from 86.5% to
91.8% (+6.1%) is consistent with the dynamic characteris-
tics obtained and confirms the ability of AI optimisation to
ensure a more stable operation of hybrid power systems. A
summary of the results of the economic and energy analy-
sis indicates that positive changes in consumption, losses
and stability of modes are interrelated and are formed un-
der the simultaneous action of three components: dynamic
mode, generation and economic. The dynamic component
determines the short-term stability of the network and
sensitivity to load fluctuations; the generation component
determines the uniformity of the daily profile and the im-
pact of the structure of RES and SMR; the economic and
energy component determines the long-term reduction
of losses and optimisation of costs. It is the interaction of
these three components that forms the basis for building
an integrated model of intelligent control efficiency, pre-
sented in Figure 4.
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Figure 4. Structural model
of integrated Al control efficiency in a hybrid power system
Source: compiled by the author based on National Commission
for State Regulation of Energy and Utilities (n.d.),European
Environment Agency (n.d.), National Power Company
Ukrenergo (n.d.), International Energy Agency (2025),
A. Turner (2025)

Analysis of Figure 4 showed that the dynamic mode
component accounts for about 48% of the total efficiency
and determines the reduction in the amplitude of active
power fluctuations and voltage stability. The generation
component accounts for approximately 32% and reflects
the impact of the RES and SMR structure on the daily uni-
formity of modes. The energy-economic component ac-
counts for about 20% and characterises long-term changes

in losses and operating costs. The summary of the results
showed that the integrated intelligent control model pro-
vides a 5-6% increase in n_ctrl, a reduction in power losses
of up to 16% and a reduction in average electricity con-
sumption of approximately 10% in mixed power systems
with a share of RES of up to 45% and a share of SMR of
20-30%. The dependencies obtained can be used to devel-
op scenarios for operational and medium-term planning of
the operation of Ukraine’s industrial power grids.

Thus, the integrated forecasting and intelligent con-
trol model demonstrates that a balanced combination of
RES and SMR, combined with AI optimisation, forms a
stable, predictable and energy-efficient configuration of
a mixed energy system that can ensure the reliability of
Ukraine’s industrial networks in conditions of increasing
load variability until 2030.

Integral assessment of the effectiveness of traditional,
GA and PSO control in a hybrid power system

Based on the results of modelling the 330/110 kV Kremen-
chuk substation and long-term load forecasting, an inte-
grated model of the behaviour of a mixed power system in
2025-2030 was developed. A comparative analysis of three
approaches to load management - traditional, GA optimi-
sation and PSO optimisation — determined their effective-
ness in dynamic power systems with different shares of re-
newable energy sources and small modular generation. In
the range of RES shares up to 25%, traditional control en-
sured stability of modes but demonstrated limited adapt-
ability to short-term and medium-term fluctuations in gen-
eration. This was reflected in reduced forecasting accuracy
(R2=0.88) and a higher mean absolute error (MAE =5.4%),
which led to increased power losses and changes in bal-
ancing. As the share of RES increased to 30-40%, the effec-
tiveness of the traditional approach decreased, and there
was a need to apply optimisation methods. The genetic al-
gorithm demonstrated a moderate improvement in energy
efficiency and more accurate achievement of target modes,
although its convergence remained sensitive to the sto-
chastic nature of mutations and crossover. In highly renew-
able configurations (>40% RES), the PSO algorithm showed
the best performance, responding faster to random fluc-
tuations in output and ensuring minimal deviations from
optimal modes. Its adaptation parameters contributed to
more stable mode maintenance as generation dispersion
increased. For a quantitative comparison of the effective-
ness of the three approaches, technical and economic in-
dicators were calculated and summarised in Table 3, which
structured the differences in their performance, accuracy,
stability and impact on power system balancing. Follow-
ing Table 3, the PSO algorithm demonstrates a consistent
improvement in key indicators: energy consumption is re-
duced by 18.2%, operating costs by 14.8%, and forecasting
accuracy reaches R2=0.93. The GA algorithm provides com-
paratively lower values (AE =12.5%; AC=9.3%; R2=0.91),
while the average variability of its results is 18% higher, and
the number of iterations to convergence is 22% higher. The
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dynamics of calculations also differ: PSO achieves an opti-
mal solution on average in 37 iterations with SD < 3%, while
for GA the average is 53 iterations, and the range of final
deviations is wider. This difference reflects differences in
search mechanisms: PSO concentrates the approximation
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trajectory in the area of the potential global minimum,
while GA distributes computational resources among sev-
eral alternative directions. To assess the relationship be-
tween forecasting accuracy and energy efficiency, a regres-
sion relationship was constructed, as shown in Figure 5.

Table 3. Comparison of the performance indicators of traditional, GA, and PSO control

Approach AE (%) AC (%) R2 MAE (%) p-value
Traditional management - - 0.88 5.4 -
GA optimisation 12.5 9.3 0.91 4.1 <0.05
PSO optimisation 18.2 14.8 0.93 3.7 <0.05

Source: compiled by the author based on National Power Company Ukrenergo (n.d.), JSC “Market Operator” (n.d.),
Order of the Cabinet of Ministers of Ukraine No. 730-2018-r (2018), A. Turner (2025)

20
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0
0.88 0.21 0.93
= Approaches

Figure 5. Dependence of prediction accuracy (R?)
and energy consumption reduction (AE)
for three control approaches

Source: compiled by the author based on National Power
Company Ukrenergo (n.d.), JSC “Market Operator” (n.d.),
Order of the Cabinet of Ministers of Ukraine No. 730-
2018-r (2018), A. Turner (2025)

Following Figure 5, an increase in forecasting accuracy
is accompanied by a proportional decrease in energy con-
sumption: for the PSO algorithm at R2=0.93, the value of AE
is about 18%, which corresponds to the agreed shift of the
optimum point due to the stabilisation of the forecast trajec-
tory. For the GA algorithm, a less steep trend slope is record-
ed (R2=0.91), while for traditional control, the dependence
is the least pronounced. This difference reflects the contrast
in the behaviour of the models when the input flows vary.
Additional analysis of the mixed mode with a share of RES
45% and SMR 20-30% shows that the stability index value is
CSR =0.95. Stability parameters correlate with forecasting
accuracy and AE value, demonstrating the internal coher-
ence of the model within the tested scenarios. The identi-
fied mode is characterised by the smallest fluctuations in
controlled variables, which is consistent with the combined
contribution of modular nuclear and renewable generation.

Thus, the results of comprehensive modelling and
comparative analysis show that it is the PSO algorithm
that forms the most balanced configuration of intelligent
control for mixed energy systems with a share of RES ex-
ceeding 40%, ensuring minimal fluctuations in operating
parameters, high forecasting accuracy and the best overall
energy and economic effect.

DISCUSSION

The simulation results showed that an integrated power
system configuration, in which renewable energy sources

are combined with small modular reactors, produces the
most predictable and stable dynamics in conditions of in-
creasing generation variability. The reduction in the am-
plitude of active power fluctuations and the reduction in
total energy consumption by 8-14% are consistent with
the stabilisation mechanism described by R.R. Onteru &
V. Sandeep (2024), proving that combining RES with iner-
tially stable sources reduces the number of imbalances in
dynamic networks. The correspondence is explained by the
fact that SMRs form the base reference generation capa-
ble of compensating for stochastic fluctuations in PV and
wind flows, ensuring the equalisation of the active power
profile during both daytime and evening peaks. This sta-
bilising function provides the basis for further analysis of
system behaviour in conditions of growing RES share and
increasing dynamic transient processes. The highest R?
value in configurations with a RES share of over 40% was
provided by the LSTM model, confirming its ability to con-
sistently reproduce irregular time series and maintain high
forecasting accuracy. A similar conclusion is presented by
S. Aslam et al. (2021), noting that deep networks demon-
strate high accuracy when working with unstable energy
flows. The consistency is related to the ability of LSTM to
maintain long-term dependencies and smooth noise in
time series. The identified correlation between increased
forecast accuracy and reduced AE demonstrates that sys-
tems with more accurate predictions are less likely to
switch to inconsistent consumption modes.

A similar pattern was observed in a study by
J.J. Quinones et al. (2023), where improved accuracy in
forecasting solar and wind generation led to a noticeable
reduction in fluctuations in the grid balance. The consist-
ency of the results is explained by the systemic role of fore-
casting models in flexible power systems: in the absence of
stable generation sources, the efficiency of control direct-
ly depends on the accuracy of short-term forecasts, which
determines the ability of the grid to compensate for sto-
chastic deviations in generation. In the optimisation part
of the laboratory scenarios, the highest efficiency values
were obtained for PSO - both in terms of reducing AP_loss
and AC, and in terms of the accuracy of mode reproduction.
This confirms the results of J. Faraji et al. (2020), where
PSO is identified as the most suitable tool for nonlinear
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multifactor problems in dynamic power systems. At the
same time, a comparison with R. Wazirali et al. (2023)
shows that Machine Learning/Deep Learning (ML/DL)
models provide a significant increase in forecasting accura-
cy, but they do not always guarantee stable convergence in
complex optimisation configurations. The difference is ex-
plained by the difference in functional roles: ML provides
predictions, while PSO generates optimal management
decisions. The results obtained emphasise the leading role
of SMR as an inertial stabilisation element in hybrid pow-
er systems. This is consistent with the findings of L. Li &
X. Wang (2021), which shows that SMRs maintain balance
in stochastic RES fluctuation modes and ensure stable gen-
eration levels even during sharp changes in the generation
profile. A similar interpretation is given in A.-L. Mazau-
ric et al. (2022), where SMRs are considered a key compen-
sator in grids with a RES share of more than 50%. The study
emphasised that the high inertia of the reactor makes it
possible to balance short-term imbalances and reduce the
amplitude of rapid fluctuations caused by the stochastic
nature of solar and wind generation. This effect creates a
stabilising “background layer” on which further regulation
of energy flows is based. The compatibility of SMR with
adaptive and intelligent control systems is also confirmed
by studies by J.I. Lee (2024) and B. Biswal et al. (2024). In
these works, SMRs are defined as the basis of a stable base
mode that keeps the system in equilibrium even in cases of
sharp load fluctuations, while digital algorithms, such as
LSTM models, PSO and GA optimisers, ensure a quick and
accurate response to changes in generation and demand.
This interaction forms an integrated control loop in which
SMRs act as an inertial stability platform and intelligent
controllers act as a dynamic adaptation tool that improves
forecasting accuracy, reduces losses and improves the op-
erational stability of hybrid power systems.

The simulation results fully correlate with S. Tan et
al. (2023), where SMRs are considered as a promising com-
pensator in systems with a share of RES exceeding 50%. The
consistency is explained by the ability of SMRs to maintain
stable power and reduce the amplitude of active generation
fluctuations even in partial load modes. The behaviour of
LSTM in night and morning intervals corresponds to the
conclusions of V.Y. Kondaiah et al. (2022), where it is stat-
ed that deep recurrent networks are most effective in short
sections with low variability of PV flows. The consistency
is explained by the reduction in the randomness of gen-
eration during these periods and the ability of the LSTM
to optimally distribute the significance of signals in time
series. Similar patterns have been established in P. Ma et
al. (2023), which describes the ability of LSTM to adapt to
behavioural changes in systems with high levels of domes-
tic noise. This confirms the versatility of LSTM as a model
suitable for different scales of energy systems. The system-
ic behaviour of the studied network is also consistent with
M. Uddin et al. (2023), emphasising that Al control is a key
factor in improving the stability and adaptability of ener-
gy networks. The results confirm that the combination of

predictive models and optimisation tools reduces the num-
ber of emergencies switching operations, creates smoother
transition processes, and stabilises the operation of hybrid
systems with a high share of RES. In modes using energy
storage devices, the results are consistent with L. Al-Ghus-
sain et al. (2020), who found that storage systems are key
components of balancing. The consistency is explained
by the fact that BESS smooths out short-term power dips
and reduces the load on SMR in peak modes. The efficien-
cy of hybrid microgrids with PV and SMR correlates with
the findings of F.A. Kassab et al. (2024), which show that
optimal resource planning in such systems reduces losses
and increases long-term grid reliability. A comparison with
the results shows that PSO-based optimisation provides
the most balanced flow distribution, minimises operating
costs and maintains stability in conditions of seasonal
generation variability. This effect is explained by the abil-
ity of PSO to effectively converge to a global minimum in
multidimensional conditions, where classical approaches
demonstrate lower sensitivity to load dynamics.

An additional comparison with A.B. Manghale et
al. (2017) confirms that digital control significantly reduces
the risks of energy imbalance by reducing the system’s re-
sponse time to fluctuations in generation and consumption.
This consistency is explained by the use of digital simula-
tions and adaptive control models, which can be used for
real-time assessment of the system status and ensure accu-
rate corrective actions in case of flow variability. The results
of power system stabilisation are also consistent with the
conclusions of X. Zhao et al. (2017), where response speed
is identified as a basic indicator of the energy stability of
hybrid networks. In the applied model, the corresponding
function is implemented by the integration of LSTM with
PSO: LSTM provides high accuracy of short-term forecast-
ing of stochastic fluctuations, while PSO quickly adapts
control parameters, reducing fluctuations and losses in
dynamic modes. The combination of these mechanisms
forms a stable contour structure that enhances the flex-
ibility of the power system and improves its self-regula-
tion capabilities. The identified patterns are confirmed by
the conclusions of S. Ahmad et al. (2023), which emphasise
that integrated Al-oriented control strategies, in particular
optimisation algorithms, neural networks and predictive
models, are a key mechanism for improving the energy sta-
bility and efficiency of microgrids. These provisions are fully
consistent with the results obtained in the modelling, where
the combination of LSTM forecasting and PSO optimisation
led to a significant reduction in AE and power losses, as well
as to the stabilisation of modes in configurations with a
share of RES exceeding 40%. The similarity of the conclu-
sions is explained by the fact that in both cases the deci-
sive factor is the integration of a high-precision forecasting
system with optimal control algorithms capable of instant-
ly compensating for stochastic fluctuations in generation.

Systematisation of the obtained comparisons shows
that Al optimisation forms a holistic energy-economic ef-
fect, manifested in the growth of n_ctrl, reduction of AE and
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AC, and reduction of power fluctuations in highly renewa-
ble configurations. The consistency of these dependencies
with international developments confirms the universality
of stabilisation mechanisms: LSTM models ensure fore-
casting accuracy in stochastic generation, PSO guarantees
stable convergence in multi-factor modes, SMRs perform
the function of an inertial damper, and storage systems
compensate for short-term imbalances. The combination
of these mechanisms forms an integrated control circuit
that fully corresponds to global Smart Grid trends and de-
termines the realistic potential for further modernisation
of Ukraine’s energy systems.

CONCLUSIONS

The study comprehensively assessed the effectiveness of
various approaches to load management in mixed power
systems with a share of renewable sources of up to 45%
and the participation of small modular reactors. The study
determined that the effectiveness of management is de-
termined by a combination of three key components: fore-
casting accuracy, generation balance structure, and the
type of optimisation algorithm used. A summary of quan-
titative indicators confirmed that combined AI methods
provide significantly higher energy efficiency and stability
compared to traditional dispatch management. Modelling
of the operation of the 330/110 kV Kremenchuk substation
showed that the traditional approach demonstrates accept-
able accuracy only at low levels of stochastic generation
fluctuations (R2=0.88; MAE =5.4%). With an increase in the
share of RES, a deterioration in operational stability and an
increase in power losses are observed. The use of a genetic
algorithm reduced energy consumption by 12.4% and costs
by 9.1%, while increasing the accuracy of the daily profile
reconstruction (R?=0.91; MAE =4.2%). The particle swarm
algorithm proved to be the most effective: it reaches the
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optimum faster (36-38 iterations), demonstrates the lowest
convergence variability (0 =0.038), and provides the great-
est reduction in energy consumption (18.1%) and costs
(14.7%), increasing the accuracy of forecasting to R2=0.93.
The use of LSTM models makes it possible to establish a
trend of growth in the amplitude of daily load until 2030
and identify time intervals that are critical for adaptive
power redistribution. An integrated assessment of efficien-
cy for the 2025-2030 period showed a 9.6% reduction in an-
nual electricity consumption, a 16.9% reduction in losses,
a 40.9% reduction in daily active power fluctuations, and
an increase in n_ctrl from 86.5% to 91.8%. The most stable
mode was confirmed to be “RES 40-45% + SMR 20-30%”,
where the stability coefficient was CSR=0.95.

The limitations of the study are related to the use
of model profiles for 2022-2024 and the absence of tariff
scenarios, which may affect the generalisation of the re-
sults. The results confirm the significant potential of in-
telligent control as a key tool for improving the efficiency,
sustainability and reliability of hybrid energy systems in
the medium term. Further research should emphasise the
development of a digital twin of industrial power grids, ex-
panding time samples for accurate modelling of stochastic
fluctuations, and improving intelligent control algorithms
for systems with a RES share of over 50%, incorporating
economic, operational and infrastructure constraints.
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IHTenekTyanbHe KepyBaHHS HaBaHTa)XXeHHAM
Yy ANHaMiYHUX eHeprocucTteMax 3 BUCOKOIo YacTkow BOE
Ta MasiIMuMu MoAyNTbHUMU peaKTopaMm

AHoOTaUif. MeTO0 JOCTiIKeHHS 6Y/I0 KOMIUIEKCHO OI[iHUTY e(eKTUBHICTh METO/[iB iHTEeIEeKTYaIbHOTO YIIPAB/IiHHS
HaBaHTaKeHHSM B yMOBaXx 3MilllaHMX eHeprocucTeM YKpaiHy Py 3pOCTaloviil yacTIli BiTHOB/IIOBAaHMX JIKepesl eHeprii Ta
iHTerparii Maax MOIOY/IbHMX PEAKTOPIB, @ TAKOXK BU3HAUMTH IXHiil BIUIMB HA eHEeProepeKTUBHICTh, CTAOIIbHICTb PEXXUMIB
po6OTH Ta IMHaMiKy 1060BMX KOJMMBaHb. MeTOLOJIOTiSI MicTWIIa MOeTAMMHMIA aHaIi3 TeXHOJIOrii eHeproedeKTUBHOTO
KepyBaHHSI, MOJeNoBaHHs pobotu migcranuii 330/110 kB KpemeHUYyK Ha OCHOBi GaKTMUHUX PeKUMHMX MPodisiB Ta
MIPOBeIeHHSI I’ SITUPIYHOTO MPOTHO3YBAHHS HABAHTAXKEHHSI i3 3aCTOCYBaHHIM INIMOMHHOI MOZesi JOBrOTPMBAJIO] Mam aTi
Ta ONTUMIi3aliiHUX aATOPUTMIB. Y X0Ai OOC/TiAKeHHSI BCTAHOBJIEHO, 1110 TPaAUIliliHI MexaHi3MM IMCIIeTYepChbKOTO
PeryinoBaHHS NiATPUMYIOTh CTa6GiIbHICTh JIMIIE 32 HM3bKOI BapiaTMBHOCTI reHepallii, Toai SIK iHTeJIeKTyaabHi MMiaxonu
3a6e3Ievyi0Th iCTOTHE MigBUILEHHS TOYHOCTi, 3HMXEHHS BTpaT i MOKpalleHHs] peXXUMHOI crifikocti. OTpumani
pesyJibTaTy MOoKa3aju, 0 ONTMMi3allis Ha OCHOBi TeHETMUYHOTO aJrOPUTMY 3MEHIIYE eHeprocrnoXXuBaHHs Ha 12,4 %
Ta BUTpatu Ha 9,1 %, Toli IK MeToJ, PO YaCTMHOK MPOAEeMOHCTPYBaB HaliBUILy e(eKTUBHICTb, 3a6e3Teuyoun
CKOPOUYEHHS €HeprocIoXXuBaHHs o0 18,1 %, smeHIIeHHsT BUTpAT 10 14,7 % i HaliTOUuHillle BiqTBOPEeHHS 1060BUX
rpodinis. [TporHo3Hi po3paxyHky Ha repiof mo 2030 poKy 3acBigumian 3pocTaHHs J0O0BOIT aMILIiTyIX HAaBaHTasKEHHSI
Ta BU3HAYMJIM iHTEpBaIM MiJBUILEHOI YyTIMBOCTI, Y SKMX 3aCTOCYBaHHS iHTeIeKTyaJlbHUX CTPaTeriii KepyBaHHS
II03BOJISIE 3MEHIIIYBaTy 10O0BI BiIXMIeHHS aKTUBHOI IOTY>KHOCTi Ha moHax 40 % Ta CKOpOYyBaTH BTpaTH Maiike Ha
17 %. IIpakTu4He 3HAUEHHS Pe3Y/IbTATiB MOJISITA€ B TOMY, 110 BCTAHOBJIEHI 3aKOHOMIPHOCTI MOXYTb 6yTM BUROPUCTAHI AJIs1
MopepHi3allii ykpaiHCbKMX eHeproMepex, oNTUMi3allii iHTerpailii BifHOB/IIOBaHOI reHepallii, MigBUIIeHHS HaAiiHOCTI
MIPOMMCIOBUX €HePreTUYHUX CUCTEM Ta OGIPYHTYBAHHSI BIIPOBAIKeHHS iHTeIeKTyaTbHUX TEXHOJIOTIH Y Mepeskax 3i
3POCTAIOUOI0 YaCTKOIO HEeCTABITbHUX JyKepert

KniouoBi cnoBa: ontumisaiiiiiti crpaTerii; mporuosHi Mogpei; 6araTopiBHeBe MOIeII0OBaHHS; CTOXaCTMUYHA reHeparris;
CUCTEeMHA CTabiMbHICTh; MiKpoMepeXxi
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Algorithm for overload prediction and prevention
of emergency modes in urban cable networks

Abstract. The current state of urban medium-voltage cable networks is characterised by an increase in electrical loads,
which is caused by the growing level of electrification in urban environments, the development of electric transport, the
expansion of charging station infrastructure, and the implementation of digital energy technologies. This highlights the
need to create intelligent analytical monitoring systems capable of timely predicting overload development and preventing
the occurrence of emergency operating conditions in cable networks. The aim of this study was to develop an algorithm for
predicting overloads and preventing emergency modes in urban medium-voltage cable networks based on the integration
of a physical thermal state model, constructed according to the International Electrotechnical Commission standard
60287-1-1, with adaptive regression methods of machine learning. The research methods included mathematical modelling
of thermal processes in underground cables, statistical analysis of measurement data from Supervisory Control and Data
Acquisition (SCADA) systems, the construction of regression and neural network forecasting models, and the verification
of the results using comparative modelling based on actual operational parameters. The main findings showed that the
developed algorithm ensures forecasting accuracy of 90-95% in determining overload tendencies by taking into account
current, thermal, and time characteristics. The system is capable of identifying the risk of critical conditions 1.5-2 hours
before exceeding the permissible insulation temperature, enabling dispatch services to make timely adjustments to load
flows. It was found that the implementation of the algorithm improves the reliability of electricity supply, reduces the average
recovery time after outages by 20-25%, and reduces energy losses due to overloads by 8-10%. The practical value of the work
lies in the possibility of integrating the algorithm into existing dispatch systems without the need for hardware upgrades.
The proposed approach forms the basis for transitioning urban energy systems from a reactive to a preventive maintenance
model and is an important element in the development of intelligent networks within the Smart Grid concept

Keywords: : cable thermal state; underground cable networks; machine learning; SCADA data; Smart Grid; electricity
supply reliability

INTRODUCTION

In modern urban medium-voltage cable networks, there is
an increasing electrical load due to urbanisation, the devel-
opment of electric transport and charging station infrastruc-
ture, as well as the implementation of digital energy tech-
nologies. This results in higher network loads and increases
the likelihood of emergency conditions, which can lead to
significant economic and technical losses. In this context,
it is crucial to develop intelligent systems capable of timely
predicting overloads and preventing emergencies, ensur-
ing the stable and reliable operation of electrical networks.

Modern urban medium-voltage (6-10 kV) cable net-
works are experiencing progressively increasing opera-
tional stress due to the intensification of urbanisation, the
rapid electrification of transport, and the widespread de-
ployment of “smart” energy infrastructure. The continu-
ous growth in electricity consumption density, particular-
ly in densely populated metropolitan areas, reinforces the
need to transition from traditional monitoring practices to
advanced analytical and predictive platforms. These plat-
forms must be capable of capturing early signs of overload
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development and preventing the emergence of emergency
operating conditions within cable systems. T. Ahmad et
al. (2022) provided a comprehensive review of data-driven
machine-learning methodologies applied within sustaina-
ble smart energy systems. Their work highlighted both the
potential and the limitations of probabilistic modelling
approaches, especially regarding uncertainty quantifica-
tion in load forecasting and anomaly detection. The au-
thors emphasise that machine-learning models are most
effective when integrated into larger cyber-physical eco-
systems, thus reinforcing the relevance of predictive diag-
nostics for underground distribution cables. Complement-
ing this perspective, H. Lei et al. (2023) focused specifically
on evaluating the health status of distribution cables op-
erating under high demand from widespread electric-vehi-
cle charging. Their research demonstrated that traditional
monitoring tools fail to cope with rapid load variability
and proposes forecasting techniques that incorporate dy-
namic load patterns, offering valuable insights for over-
load-prevention systems.

Modern studies increasingly highlight the benefits of
machine learning in modelling thermal and electrical pro-
cesses in underground cables. M. Abumohsen et al. (2023)
examined the performance of several recurrent neural net-
works, including Long Short-Term Memory (LSTM) and
Gated Recurrent Unit (GRU) architectures, when predicting
daily load fluctuations in distribution grids. Their findings
showed that prediction accuracy can exceed 92%, confirm-
ing the suitability of deep-learning models for capturing
nonlinear temporal dependencies. S. Bao et al. (2025) ex-
panded this direction by combining Transformer encoders
with LSTM layers to evaluate conductor ampacity more
precisely. Their hybrid architecture demonstrates supe-
rior capability in recognising long-range temporal corre-
lations and adapting to irregular measurement intervals,
which is critical for predicting overload risks in real grid
environments. Thermal modelling research also continues
to evolve. A.A. Al-Dulaimi et al. (2024) developed a hybrid
model combining the Finite Element Method (FEM) with a
Back-Propagation Neural Network (BPNN). Their approach
incorporates the thermal influence of varying soil compo-
sitions, a factor often neglected in conventional analytical
methods. By integrating physical thermal-field computa-
tion with data-driven correction, the authors achieved a
15% improvement in temperature-prediction accuracy — an
important advancement, given that soil thermal character-
istics critically affect cable insulation heating.

In parallel, considerable attention has been directed
toward optimising cable ampacity with respect to dynam-
ic thermal behaviour. J.E.G. Asorza et al. (2024) explored
the use of Particle Swarm Optimisation combined with
adaptive strategies for optimising thermal backfill around
high-voltage cables. Their work showed that dynamic op-
timisation significantly reduces thermal resistance in the
surrounding medium, enabling higher permissible cur-
rent levels. ].E.G. Asorza et al. provided an extensive over-
view of modern artificial-intelligence techniques for fault

localisation in cable networks, analysing both current
achievements and persistent challenges. Their study em-
phasises that Al-based diagnostics significantly enhance
network resilience but require robust data-integration and
modelling frameworks. Similarly, M. Sucurovic et al. (2024)
refined the International Electrotechnical Commission
(IEC) heat-loss correction factors for single-core cables in
trefoil formation. Their IEC-correction approach improves
accuracy in estimating eddy-current losses, which directly
influences ampacity calculations and operational reliabil-
ity. Complementing these efforts, S. Szultka et al. (2024)
stressed the need to model stabilised heat-dissipation con-
ditions over long operating periods. Their numerical inves-
tigations demonstrate that steady-state thermal behaviour
is essential for accurate determination of permissible load-
ing in underground networks, particularly where backfill
composition is non-uniform.

The growing complexity of power-distribution systems
within the Smart Grid paradigm has also accelerated the
integration of predictive algorithms into Supervisory Con-
trol and Data Acquisition (SCADA) platforms and digital
control environments. N. Peng et al. (2022) presented an
edge-computing-based method for rapid fault detection
using time-domain analysis of grounding line currents.
Their results showed substantial improvements in detec-
tion speed and reliability, confirming the value of decen-
tralised analytics for real-time cable-condition assessment.

Despite these notable achievements, current predictive
models still face limitations. Many do not adequately cap-
ture the complex interplay among electrical load, thermal
inertia, soil-temperature fluctuations, and time-dependent
environmental factors. For instance, Y. Kim et al. (2024)
demonstrated that ambient-air and ground-temperature
variations substantially alter heat-transfer dynamics, often
in ways not reflected in simplified analytical models. Simi-
larly, Z. Zhang et al. (2024) showed that long-term ampacity
prediction for cable joints suffers from significant uncertain-
ty when seasonality and nonlinear thermal distortions are
ignored. These findings highlight the continuing need for in-
tegrated algorithms that unify physics-based modelling with
adaptive data-driven forecasting to address the multi-fac-
tor nature of overload formation in urban cable networks.

This highlights the need for composite algorithms that
combine physically grounded thermal calculations with ar-
tificial intelligence capable of adapting to changing oper-
ating conditions. The aim of this study was to develop an
algorithm for forecasting overloads and preventing emer-
gency conditions in urban medium-voltage cable networks
by integrating the IEC 60287-based thermal model with
regression methods of machine learning. The research ob-
jectives are as follows:

O to analyse thermal and electrical characteristics of
underground cable lines under dynamic loading conditions;

O to develop a mathematical model for overload fore-
casting based on SCADA data;

O to formulate practical recommendations for inte-
grating the algorithm into Smart Grid systems.
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The scientific novelty of the study lies in combining a
physical model of cable thermal behaviour with an adap-
tive machine-learning prediction block that considers
seasonal dynamics, variability of soil thermal resistance,
and temporal nonlinearity of processes. The proposed ap-
proach achieves forecasting accuracy up to 95% with min-
imal computational costs and can be implemented with-
in existing dispatch systems without modification of the
hardware infrastructure.

MATERIALS AND METHODS

The object of the study was an urban medium-voltage (6-
10 kV) cable network. The algorithm for forecasting over-
loads and preventing emergency conditions was developed
within the framework of modelling SCADA data of a typ-
ical urban power grid and regression methods for analys-
ing load dynamics. The experimental base was represented
by a model section of an urban network 3.2 km long, con-
sisting of three parallel cable lines with a cross-section of
3x240 mm? and cross-linked polyethylene (XLPE) insula-
tion. To achieve the stated goal, the following input param-
eters were taken into account:

O load current I (A),

O soil temperature T, (°C),

O cable laying depth h (m),

O soil thermal resistivity R, (K-m/W),

O specific heat losses and external heat inflow P,
(W/m), observation cycle duration t (h).

The methodological basis of the study included three
levels. Calculation of the thermal state of the cable was
carried out according to the analytical expressions defined
by the IEC 60287-1-1 (2006). To evaluate the insulation
temperature, the following relation was used:

T(t) = T; + (Ith + Pt) 'f(t)’ 1

where f(t) — the time coefficient of heat accumulation.
Construction of the overload forecasting model.
To improve the accuracy of assessing the state of cable
networks, a regression machine learning model was used
(Khandeparkar et al., 2025). The model was trained based
on historical data of loads, temperature parameters, and
technical characteristics of the cables. It analysed trends in
load current and temperature variations considering sea-
sonal fluctuations and predicts the probability of overloads
in specific network sections. The obtained results were used
to generate warning signals in the dispatch system. Statis-
tical analysis of fault events was conducted for the period
2020-2025 years, covering more than 240 SCADA log entries
related to cable overheating. To assess the frequency of crit-
ical conditions, correlation-regression analysis was applied
with the construction of load distribution density functions
and time lags of exceeding the permissible temperature.
The algorithm operated in four consecutive stages:
collection of real-time parameters — load I(t), soil tempera-
ture T (t), and time interval t; forecasting of overload trends
based on a regression model that reproduces nonlinear

Tkachenko

dependencies between parameters; calculation of the time
to reach the critical state 1, defined by the moment when
T (t) = T,.,; generation of a warning signal in the SCADA
interface and transmission of a message to the operator
with a recommendation for load redistribution. For result
verification, the cross-validation method (k= 5) with boot-
strap analysis for 1,000 repetitions was used, which made
it possible to assess the stability of the model and the
sensitivity of the forecast to changes in input parameters.
Statistical processing was performed in the Python 3.12
environment using the pandas, scikit-learn, and NumPy
libraries for regression analysis. Figure 1 presented a gen-
eralised structural diagram of the overload forecasting al-
gorithm, showing the sequence of data processing from the
measurement stage to the generation of a warning signal.

Forecasting
risk
assessment

Data Analytical

calculation

Operator
warning

collection

Figure 1. General block diagram of the overload
forecasting algorithm for 6-10 kV cable networks

Source: developed by the author

The methodological framework formulated in this
study is structured to support high reproducibility, which
is a fundamental requirement for scientific investigations
in energy engineering and thermal modelling. By relying
on standardised procedures for data acquisition, preproc-
essing, and analytical evaluation, as well as on a rigorously
defined computational workflow, the research design ena-
bles other scholars to replicate the modelling steps under
comparable conditions. Such methodological consistency
contributes to the formation of a unified basis for exam-
ining thermal regimes in cable networks and facilitates
future alignment of analytical practices within Smart Grid
research, improving cross-study comparability across re-
gions or utility operators (Fernandez Martinez et al., 2024).

A central methodological strength lied in the integra-
tion of a physically grounded thermal model with an adap-
tive machine-learning component capable of incorporating
nonlinear environmental and operational influences-in-
cluding seasonal fluctuations in soil temperature, variable
moisture levels, resistance changes caused by cable ageing,
and cumulative thermal effects. This combined structure
was designed to address conceptual limitations of purely
deterministic thermal models by enabling dynamic adap-
tation to time-varying load conditions. The methodologi-
cal decision to permit parameter self-adjustment based on
historical and real-time data enhanced the robustness of
the modelling process, which is essential when analysing
cable networks characterised by pronounced daily and sea-
sonal load variability (Pang et al., 2021).
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Another important methodological consideration con-
cerned the architectural compatibility of the developed an-
alytical procedures with existing dispatching environments.
The workflow was intentionally formulated in a way that
aligns with typical data streams and operational protocols
of SCADA and Smart Grid platforms, avoiding the need for
additional sensing equipment or field-level reconfiguration.
This interoperability emphasised methodological pragma-
tism, enabling seamless integration of forecasting, monitor-
ing, and analytical functions. Through this design, the meth-
odological framework supported the broader transition of
urban power networks toward predictive management par-
adigms, in which system elements were assessed not only by
their instantaneous operating state but also by model-based
estimations of their future behaviour (Olojede et al., 2025).

To describe the thermal processes in the cable network,
a generalised relation was applied that accounts for the
combined influence of current losses, thermal character-
istics of the environment, and external heat sources. The
model was based on the assumption of constant insulation
thermal conductivity and a linear dependence of heat flux
on the energy accumulation time:

T(t) =Ts + (IR + P) - f (1), @)

where T (t) — the insulation temperature at time ¢; T, — the
soil temperature; I — the load current; R, — the effective soil
thermal resistivity; P, — the additional specific heat power
accounting for dielectric losses and external heat effects;
f(t) — the time-dependent heat accumulation coefficient
defined by an exponential model according to IEC 60287-
1-1 (2006) recommendations.

The obtained data were compared with the actual val-
ues recorded by the SCADA system. To ensure the objectiv-
ity of evaluating the effectiveness of the developed algo-
rithm, a comparison was made between the predicted load
current values and the actual data obtained from the SCA-
DA system of the urban cable network. The algorithm for
forecasting overloads in urban medium-voltage (6-10 kV)
cable networks, developed within the framework of model-
ling parameters of urban cable lines, provides the capabili-
ty for early detection of critical operating conditions based
on the analysis of load dynamics, soil temperature, and
temporal characteristics of the thermal state. To test the
algorithm’s performance, a model section of an urban cable
network was created using SCADA data that reflect actual
daily load current fluctuations over a typical working week.
Based on the obtained data, relationships were constructed
between current, temperature, and time to overload.

RESULTS AND DISCUSSION

The results demonstrate a nonlinear relationship be-
tween the increase in load current and the rate of insu-
lation temperature rise, which aligns with the provisions
of the IEC 60287-1-1 (2006). In particular, an exponential
decrease in the time to reach the critical state is observed
when the nominal current is exceeded by 15-20%, which
is typical for urbanised network segments with high con-
sumer density. To characterise the experimental condi-
tions, the main parameters of the cable network and the
environment were systematised (Table 1). The summa-
rised results are presented in Table 2, which illustrates
the level of forecast accuracy and the consistency of the
model with actual measurements.

Table 1. Parameters of experimental measurements

No. Parameter Symbol Unit of measurement Range Average value

1 Load current I A 180-350 265
2 Soil temperature T, °C 8-25 17
3 Cable laying depth h m 0.6-1.2 0.9
4 Thermal resistance of soil R, K-m/W 0.8-1.5 1.1
5 Thermal resistance of insulation R, K-m/W 0.35-0.45 0.4
6 | *llosses  extornal heat nlowy | P W/m (W-m) 0-15 5

7 | Allowable insulation temperature Tox °C - 90
8 Rated network voltage U, kv 6-10 10
9 Observation cycle duration t h 24 -

Source: developed by the author based on modelling parameters of typical urban networks

Table 2. Comparison of actual and predicted load current values in 610 kV cable network

No. Time interval Actual value I, A Predicted value i, A  Absolute error Relative error, %
1 00:00-04:00 212 215 3 1.41
2 04:00-08:00 238 241 3 1.26
3 08:00-12:00 275 281 6 2.18
4 12:00-16:00 289 295 6 2.08
5 16:00-20:00 310 319 9 2.90
6 20:00-24:00 264 269 5 1.89

Note: Mean Absolute Error (MAE): 5.33 A; Mean Absolute Percentage Error (MAPE): 1.95%; correlation coefficient between

Iand1: 0.982

Source: calculated by the author based on processing SCADA data of the urban cable network
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The constructed dependencies demonstrate a high cor-
relation between actual and predicted current values. The
mean relative error does not exceed 2%, indicating the ad-
equacy of the developed model and confirming its ability
to reproduce load dynamics across different time intervals.
The typical daily load dynamics, showing the moment of
warning signal activation when approaching a critical state,
reflect a sequential current increase during evening hours.
When the threshold value (approximately 320 A) is ex-
ceeded, the system generates a warning signal 1.5-2 hours
before reaching the maximum insulation temperature.

Figure 2 presents a comparative analysis of actual
and predicted load current values in a 10 kV urban cable
network, obtained using SCADA data and the developed
forecasting algorithm. The curves demonstrate a high

250
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correspondence between experimental and calculated
values, confirming the adequacy of the model and the ac-
curacy of the combined thermal-analytical approach. The
obtained results indicate that the algorithm predicts the
likelihood of overloads in advance, providing the operator
with time to redistribute the load or partially disconnect
non-critical consumers. Thus, the early warning function
is implemented, which is a key component of the Smart
Grid concept. To verify the stability of the forecasts, a five-
fold cross-validation (k=5) with bootstrap analysis (1,000
repetitions) was performed. The mean forecast accuracy
was 92.8% with a 95% confidence interval of 91.1-94.3%.
The sensitivity (Recall) was 89.6% (CI 86.2-92.1%), while
the MAE was 5.33 A (CI 4.8-5.9 A), indicating high statis-
tical stability of the algorithm.

200 /\
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Figure 2. Comparison of measured and predicted load currents in a 10 kV urban cable network

Source: developed by the author based on SCADA data

Error distribution analysis revealed asymmetry:
large deviations mainly occurred during evening hours
with sharp load changes. The median error was 4.0 A,
quartiles Q1-Q3: 2.5-6.8 A, and maximum values up to

22 A in cases of incomplete SCADA measurements. To
evaluate the impact of environmental parameters, sce-
nario modelling was conducted at different levels of ad-
ditional specific power P, (Table 3).

Table 3. Results of sensitivity analysis (effect of P, on forecast accuracy)

P, W/m MAE, A Recall, % Precision, %
1 4.9 91.2 55.3
5 5.33 89.6 51.9
12 6.8 86.1 46.7

Source: developed by the author based on SCADA data processing and own modelling results of typical operating modes

of medium-voltage urban cable networks

The results presented in Table 3 demonstrate a clear
and systematic relationship between the magnitude of
additional specific thermal power P, and the forecasting
performance of the model. As P, increases from 1 W/m to
12 W/m, the MAE rises by nearly 40%, while both recall and
precision show a consistent decline. This behaviour reflects
the fundamental thermal processes occurring in under-
ground cable systems: higher external or internally gener-
ated heat reduces the efficiency of heat dissipation to the
surrounding soil, thereby accelerating temperature rise for
the same current value. From a physical standpoint, elevat-
ed P,P represents more intense heating caused by dielectric
losses, neighbouring heat-emitting utilities, or decreased
soil moisture leading to higher thermal resistivity. Under
such conditions, the cable’s thermal response becomes
more nonlinear and sensitive to short-term load variations.

Because the predictive model is trained primarily on typ-
ical operating scenarios, these deviations introduce addi-
tional uncertainty, making the prediction task more chal-
lenging. As a consequence, the algorithm underestimates
or overestimates the temperature rise dynamics, which
directly translates into higher current-forecast errors.

Moreover, the reduction in recall and precision sug-
gests that the model becomes less effective at identifying
approaching overload conditions. Lower recall indicates
that the algorithm detects fewer true overload instances,
while reduced precision means that some predicted over-
loads correspond to normal operating states. Both effects
arise from the distortion of the thermal-electrical rela-
tionship when heat dissipation becomes constrained, as
the model’s underlying regression patterns no longer fully
represent the shifted thermal equilibrium. These findings
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emphasise the methodological need to introduce adaptive
recalibration mechanisms that update model parameters
when soil temperatures rise or when moisture conditions
change, whether seasonally or due to local weather pat-
terns. Incorporating dynamic soil-thermal measurements
or using auxiliary correction factors based on estimated
thermal resistivity may significantly enhance model sta-
bility. Additionally, including extreme-condition scenarios
during training would improve the model’s generalisation
capability, ensuring more reliable performance during peri-
ods of reduced heat dissipation. Taken together, the sensi-
tivity analysis highlights the importance of considering en-
vironmental thermal variability when designing predictive

96
94
92
90
88
86
84

Prediction accuracy (%)

10 15 20 25

tools for underground cable networks. As urban environ-
ments become increasingly thermally complex-due to
dense infrastructure, climate variability, and elevated load
from electrification-forecasting models must be capable of
adapting to these changing boundary conditions to main-
tain reliable overload prediction accuracy.

Figure 3 shows the dependence of mean forecast ac-
curacy on soil temperature. It was established that as the
temperature rises, the environmental thermal influence
increases, gradually reducing the algorithm’s accuracy.
This is explained by changes in soil thermal resistance and
nonlinear fluctuations of the temperature field around the
cable, which affect the model’s stability.

30 35 40 45

— Soil temperature (°C)

Figure 3. Effect of soil temperature on prediction accuracy

Source: developed by the author based on simulation results

Analysis of feature importance for the ensemble re-
gression model (Random Forest) showed that the greatest
contributions to the forecast are:

O rate of load change, AI/At - 28%;

O current I(t) — 22%;

O soil temperature, T, — 14%;

O time of day — 10%;

O seasonality and depth h - 8%;

O other technical parameters — 18%.

The SHAP (SHapley Additive exPlanations) method
confirmed that positive acceleration AI/At significantly
increases the risk of rapid overheating, while stable oper-
ating modes with minor fluctuations ensure network sta-
bility (Li et al., 2024). Practical implementation examples
confirm the algorithm’s suitability for operation under
real conditions of urban networks. In the first case, on a
central city line during evening peak load, an 18% excess
over the nominal current was recorded, while the predict-
ed time to the critical state was approximately 1.8 hours.
Upon receiving the warning, the operator redistributed
power between substations, resulting in the actual critical
temperature being reached after 1.6 hours. This outcome
confirmed the model’s accuracy and its effectiveness in
preventing emergency outages. The second example con-
cerned a residential district after a period of heavy rain-
fall. Changes in soil moisture led to increased thermal
conductivity and reduced thermal resistivity R,, which
caused an initial forecasting error and reduced accuracy
to 87%. After updating the environmental parameters
based on SCADA data, model accuracy improved to 93%,
confirming the need for regular parameter calibration and

adaptive adjustment of the algorithm under variable cli-
matic conditions. Thus, practical trials demonstrate the
algorithm’s ability to respond promptly to variations in
load and temperature conditions, enabling timely oper-
ator intervention and improving the reliability of urban
power supply (Elazim et al., 2025).

Comparison with other approaches indicates higher
stability and practical efficiency of the developed algo-
rithm. According to H. Lei et al. (2023), in a study exam-
ining the effect of intensive loads from electric vehicle
charging stations on the thermal state of urban cables,
the accuracy of overload forecasting did not exceed ~88%,
due to the difficulty of accounting for dynamic temper-
ature and humidity variations. Similarly, in the work of
Z. Zhang et al. (2024), devoted to long-term forecasting
of the transmission capacity of 110 kV intermediate ca-
ble joints, time-series models based on Prophet achieved
an average temperature error of up to 10 K. Despite the
analytical depth of these approaches, their effectiveness
largely depends on the completeness of input data and
requires complex model calibration. The algorithm pro-
posed in this study is distinguished by combining a tem-
perature-current model with a dynamic forecasting mod-
ule capable of adapting to real load fluctuations without
requiring a large volume of historical measurements. As
a result, average forecasting accuracy reaches 90-95%,
while computational costs remain minimal. This level of
stability makes the system suitable for integration into
existing SCADA complexes of urban cable networks, im-
proving their reliability without the need for additional
sensors or equipment reconfiguration.
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Practical significance of the algorithm lies in its broad
potential for implementation within modern monitoring
and control systems of urban medium-voltage cable net-
works. The deployment of such a tool not only enhances
the reliability of power supply but also establishes a new
level of intelligent energy resource management within
the framework of the Smart Grid concept. The algorithm
can be integrated into local dispatching systems or SCADA
platforms without the need for large-scale hardware mod-
ernisation. Its functionality enables automatic real-time
monitoring of network elements, detection of anomalies,
prediction of overload probability, and generation of warn-
ing signals considering temperature and temporal factors.

Application of the algorithm creates real prerequisites
for transitioning to preventive maintenance of cable lines.
According to A.A. Al-Dulaimi et al. (2024) this, in turn, re-
duces the risk of emergency outages, extends the service
life of insulation, and minimises indirect losses associated
with power interruptions at critical urban infrastructure
facilities such as hospitals, transport hubs, and water sup-
ply systems. Modelling results demonstrate that imple-
mentation of the algorithm can reduce the average power
restoration time after outages by 20-25%, as the dispatcher
receives advance information about potentially hazardous
sections of the network and can redistribute the load before
reaching a critical state. In addition, the forecasting system
contributes to the optimisation of daily load schedules, re-
ducing inefficient energy use during peak hours. Estimates
by F. Dinmohammadi et al. (2019) indicated that using this
algorithm in combination with automated control systems
can reduce energy losses due to overloads by 8-10% and
stabilise voltage parameters in feeder lines. This is particu-
larly relevant for large cities with extensive underground
infrastructure, where even short-term overloads may lead
to insulation overheating and cascading failures.

In comparison with existing approaches discussed in
the literature, the proposed algorithm demonstrates sev-
eral methodological and practical advantages that distin-
guish it from previous developments. For example, H. Yu et
al. (2022) emphasised the role of electric-vehicle integra-
tion and bidirectional power flows within Smart Grid in-
frastructures, proposing architectures that enhance sys-
tem flexibility but do not directly address the problem of
predicting thermal overloads in underground cables. Their
work highlights the necessity of intelligent coordination,
whereas the present study provides a concrete analytical
mechanism capable of identifying overload tendencies in
real time, thus complementing the broader system-level
concepts they discuss. Similarly, X. Chen et al. (2021) in-
troduced a hybrid risk-analysis model focused primarily
on identifying cable fire hazards caused by overload-in-
duced thermal degradation. Although their Bayesian-neu-
ral framework enables early risk detection, it operates
mostly at the level of probabilistic fault assessment and
does not incorporate a physically grounded thermal model
such as that based on IEC 60287-1-1 (2006). In contrast,
the algorithm developed in this study integrates both
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deterministic thermal state estimation and adaptive ma-
chine-learning prediction, forming a more comprehensive
diagnostic tool for assessing thermal conditions and iden-
tifying emerging overload risks.

D.Pangetal. (2021) presented a fast calculation meth-
od for cable ampacity under directly buried conditions,
offering improvements in computational efficiency for
estimating permissible loading. However, their approach
remains static and does not include dynamic forecasting
of evolving operating conditions. Unlike such static am-
pacity-calculation techniques, the proposed algorithm
captures temporal patterns in load behaviour and environ-
mental variability, enabling earlier detection of dangerous
trends and providing actionable warnings for operators.
Taken together, the comparison with these studies illus-
trates that while existing research offers valuable contri-
butions to specific aspects of cable performance analysis —
such as ampacity optimisation, fire-risk identification, or
Smart Grid system integration — most approaches lack a
unified predictive framework that combines physical ther-
mal modelling with adaptive data-driven forecasting. The
algorithm presented in this work fills this gap by integrat-
ing both components into a single operational tool suita-
ble for real-time application. This synthesis enhances its
practical utility and positions it as a more effective solu-
tion for preventing overload - induced failures in urban
medium-voltage cable networks.

Considering the researches of J.E.G. Asorza et
al. (2024), an important aspect is the scalability poten-
tial of the algorithm. Its architecture allows integration
into DMS (Distribution Management System) or AMI
(Advanced Metering Infrastructure) platforms, ensuring
compliance with national cybersecurity standards and
data exchange protocols. In the long term, this approach
forms the basis for developing a unified urban energy
digital twin that combines real measurements, analytics,
and forecasting. This opens the path to implementing au-
tomated response technologies, where the system inde-
pendently adjusts energy flows according to current and
predicted operating conditions.

Alongside the demonstrated advantages, several lim-
itations have been identified that outline directions for
further improvement. The accuracy of forecasting de-
creases under unstable soil temperature conditions, ob-
served after heavy rainfall, thawing, or seasonal freezing
of the upper layers. According to T. Ahmad et al. (2022)
such fluctuations directly affect the thermal resistivity of
the environment (R)), altering the rate of heat dissipation
from the cable and causing deviations in determining the
moment of reaching the critical temperature. Additional-
ly, calculation results are influenced by SCADA measure-
ment errors, data update delays, and sensor heterogene-
ity across different network sections. This is particularly
evident in densely built-up urban areas where the ther-
mal balance may be affected by local heat sources such
as underground utilities, sewage collectors, and heating
pipelines (Lin et al., 2023).
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Another limiting factor is the restricted historical data-
base required for algorithm training and adaptation to var-
ious load scenarios. The current model operates primarily
within typical operating conditions; therefore, to enhance
its universality, it is advisable to create a representative
dataset covering different climatic zones, seasons, and soil
types. Expanding the dataset would allow the algorithm to
capture a wider spectrum of thermal-electrical interactions
and improve its ability to generalise to atypical or extreme
operating states. In addition to data-related constraints, the
model exhibits sensitivity to abrupt changes in environ-
mental parameters, particularly sharp fluctuations in soil
temperature and moisture caused by unexpected weather
events such as heavy rainfall, prolonged drought, or rapid
freeze-thaw cycles. These phenomena significantly alter soil
thermal resistivity and the rate of heat dissipation, resulting
in transient deviations between predicted and actual cable
temperatures. Although the algorithm includes adaptive
components, its performance may temporarily decline until
updated measurements allow recalibration. This highlights
the need for continuous integration of real-time meteorolog-
ical data or soil-condition sensors in practical deployments.

Another practical limitation arises from the hetero-
geneity of measurement infrastructure across different
urban networks. Variations in SCADA reporting frequency,
calibration quality of current transformers, and inconsist-
encies in temperature-sensing equipment may introduce
biases or noise into the training data. Such discrepancies
can affect the stability of regression models and may re-
quire preprocessing techniques such as sensor-fusion al-
gorithms, filtering, and anomaly detection to ensure relia-
ble operation in networks with non-uniform measurement
quality. Despite these constraints, the proposed algorithm
demonstrates strong potential for deployment in a wide
range of real-world applications. Its predictive capabilities
are particularly valuable in urban areas with high load den-
sity, where underground cables operate close to thermal
limits during peak demand periods. In such environments,
timely overload forecasting can prevent cascading failures
and reduce the risk of widespread outages. The algorithm
is also well suited for integration into ageing or partially
modernised cable infrastructures, where existing monitor-
ing systems may lack advanced diagnostic tools. By supple-
menting traditional SCADA measurements with predictive
analytics, utility operators can enhance situational aware-

operational optimisation. Its ability to anticipate hazard-
ous states also makes it applicable in critical infrastructure
zones, such as hospitals, transport hubs, or industrial dis-
tricts, where even short-term interruptions must be avoided.

CONCLUSIONS

Thus, the developed algorithm for forecasting overloads and
preventing emergency conditions in medium-voltage (6-10
kV) urban cable networks provides a new level of analyti-
cal control over the state of underground lines. Modelling
demonstrated a forecasting accuracy of 90-95% due to the
combination of a physical thermal model compliant with
IEC 60287-1-1 and a regression-based machine learning
module that accounts for seasonal dynamics and environ-
mental variability. The algorithm enables early detection of
critical operating risks 1.5-2 hours before reaching the insu-
lation’s limit temperature, thereby improving power supply
reliability, reducing post-failure recovery time by 20-25%,
and decreasing energy losses by 8-10%. Comparative analy-
sis with known approaches confirmed higher stability, lower
computational costs, and the possibility of integrating the
algorithm into existing SCADA systems without additional
capital investment. Key factors affecting accuracy include
the rate of load change (AI/At), current, and soil tempera-
ture, which require adaptive model correction according to
climatic conditions. Further development involves expand-
ing the dataset and implementing deep neural networks
(LSTM, BiGRU) for real-time self-correction of forecasts.
The algorithm has the potential to become the foundation
of an intelligent cable network monitoring system within
the framework of Smart Grid and the “smart city” concept.

Further research should focus on integrating machine
learning methods to enable real-time self-correction of
forecasts, as well as on developing hybrid combined mod-
els. Such models would account for additional factors-soil
moisture content, insulation aging, material degradation,
voltage fluctuations, and load asymmetry-thus improving
the accuracy of thermal state assessment and reliability of
cable network operation under dynamic urban conditions.
Thus, the research results confirm the effectiveness of the
proposed algorithm for early detection of emergency con-
ditions in urban medium-voltage cable networks, opening
prospects for its practical implementation in Smart Grid
systems and digital energy monitoring platforms.
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ANropunTM NporHo3yBaHHSA NepeBaHTa)XeHb
i nonepen)XeHHs aBapiMHNX PEXXUMIB Y MiCbKMX KabenlbHUX MepeXax

AHoTauida. CyyacHmit cTaH MiChbKUX KabeTbHMUX Mepex cepeJHbOI HalpyTru XapakKTepuU3yeThCsl 3POCTAHHSIM
eJIeKTPUYHUX HaBaHTaXKeHb, 110 CIIPUUMHEHe TiABUIIEeHHSIM PiBHS enekTpudikallii MiCbKOT0O cepeoBuIla, PO3BUTKOM
€JIeKTPOTPAHCIIOPTY, PO3IMPEHHIM iHDPACTPYKTYPH 3apsIAHMUX CTAHLIi Ta BIPOBAIKEHHSIM LIMGPOBUX eHePTeTUUHMUX
TexHoJoriii. Ile akTyasnizye moTpedy y CTBOPEHHI iHTeIeKTYaJIbHUX CUCTEM aHAJTiTUUHOIO MOHITOPUHTY, 3aTHUX
CBOEYACHO MTPOrHO3YBATH PO3BUTOK MepeBaHTaskeHb i 3a106iraTi BUHUMKHEHHIO aBapiitHUX peskMMiB po60TH KabelbHUX
Mepex. MeToio po6oTu 6y0 po3po6iieHHS aITOPUTMY ITPOTHO3YBAHHSI ITepeBaHTaXKeHb i IonepenykeHHS aBapiitHUX
PEXMMIB Y MiCbKMX KabeTbHMX Mepeskax cepeHbOI HAMIPyTy Ha OCHOBI iHTerparii ¢i3nuHoi Mogerni TernioBoro cTaHy,
rmobynoBaHoi 3a cranmaproMm International Electrotechnical Commission 60287-1-1, i3 aganTuBHUMM perpeciiitHummu
MeToJaMM MallMHHOIO HaBYaHHS. MeTony Noc/iiyKeHHs BKIIOUalu MaTeMaTUUHe MO en0BaHHs TeIJIOBUX IIPOLIECIB Y
Mig3eMHMX KabesiX, CTaTUCTUYHMIA aHaTi3 BUMipIOBaJIbHMX AaHUX cucteM Tuly Supervisory Control and Data Acquisition,
Mo6YIOBY perpeciiHux i HeJIPOHHMX MPOTHO3HUX MOZeJIelt, a TAKOXK Bepudikallito OTpMMaHUX pe3ylbTaTiB MeTOL0M
MOPiBHSJIBHOTO MOZIe/II0BAaHHS Ha OCHOBI peaIbHUX eKCIlTyaTaliliHux napametpis. OCHOBHI pe3y/nbTaTy 3aCBigumiIn, o
PpOo3po6IieHNi anropuUT™ 3a6e31euye TOUHiCThb MPorHo3y 90-95 % mpu BU3HAUEHH] TeHAEHIIil 10 ITepeBaHTakKeHHS 3aBIsSTKI
KOMIIJIEKCHOMY BPaxyBaHHIO CTPYMOBMX, TEIUVIOBUX i YaCOBMX XapakTepucTuk. Cucrema 3gaTHa ineHTMdiKyBaTH pu3nK
KPUTUYHUX PEXXUMIB 3a 1,5-2 TOOMHY [0 MepeBUILeHHS JOITyCTUMOI TeMITepaTypH i30Js1lii, 110 J03BOJISIE JUCTIETYEPCHKUM
CTy>k6aM 3[iiiICHIOBATM CBOEYACHe KOPUTYBAHHSI TOTOKIB HAaBaHTaskeHHsI. By/lo BCTaHOB/IEHO, 1110 BIIPOBAIKEHHST aJITOPUTMY
MiJBUILY€E HAZi/HICTh eIeKTPOIIOCTauaHHSsI, CKOPOUYE CepellHill yac BimHOBIeHHS Micis aBapiit Ha 20-25 % Ta 3MmeHIye
BTpaTU elneKTpoeHeprii Bz nepeBaHTaxkeHb Ha 8-10 %. [IpakTMYHA I[iHHICTb POOOTH MOJSTAE Y MOKIMBOCTI iHTerparii
aJTOPUTMY Y Jitoui JucreTyepcbKi KoMruiekcu 6e3 MmofepHisallii anapaTHoi yacTMHM. 3alIPOTIOHOBaHM miaxin dopmye
OCHOBY JIJ15 TIepexoy MiCbKMX eHepPreTMYHMUX CUCTEM BiJl peakKTUBHOI O MPeBeHTUBHOI MOJIei TEXHIYHOTO 06CTyTOBYBAHHS
Ta € BYK/IMBUM eIeMEeHTOM PO3BUTKY iHTeIeKTyaaIbHUX Mepek y MexXax KoHnerniii Smart Grid

KniouoBi cnoBa: TerioBuit ctad Kabesio; mia3eMHi KabeabHi Mepesxi; MmainnHHe HaBuaHHs; SCADA-mani; Smart Grid;
HAiiHICTb eJIeKTPOIIOCTauYaHHS
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