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Impact of computer-integrated technologies
on cybersecurity in the defence sector

Abstract. The research relevance is determined by the ever-increasing threat of cyberattacks and the need to protect
defence systems from these threats through the introduction of integrated computer technologies. The study aims to
develop strategies for ensuring digital security in the defence sector, addressing the impact of information technology. The
study analyses the impact of integrated computer technologies on information security in the military sphere, develops
cybersecurity strategies and analyses examples of their application in the defence sector. The study determined that
integrated computer technologies are substantial in improving cybersecurity in the defence sector. The analysis showed
that they can effectively detect, analyse and respond to cyber threats, ensuring reliable protection of critical information
resources. In addition, the digital security strategies developed addressed the specifics of the defence sector, helping to
improve protection against cyberattacks and ensuring immediate action in the event of a threat. The resulting strategies for
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improving the digital security of the defence sector consider the specifics of the industry, contributing to increased resilience
against cyber threats and ensuring prompt action in the event of potential attacks. The most significant examples of the
introduction of these technologies, namely data mining, big data, distributed blockchain technology, analytical methods
of cyber-analysis and cyber-physical systems, have demonstrated their effectiveness in real-world conditions, contributing
to the security and resilience of defence systems. The results show the importance of information technology in improving
cybersecurity in the defence sector. This confirms the need for systematic implementation of such technologies to ensure

effective protection against modern cyber threats

Keywords: information systems; digital defence; military complex; use of innovations; electronic threats

INTRODUCTION

Identification and elimination of digital security prob-
lems is an urgent task, as military information systems
are subject to constant cyber threats. There is a gap in the
development of digital security strategies in the defence
sector, as well as in the understanding of the challenges
associated with this area. The lack of proper digital securi-
ty can have serious consequences for military systems and
national security in general. To understand the studyj, it is
important to get acquainted with the general theoretical
aspects of digital security in the context of the defence
sector. This includes an understanding of the basic princi-
ples of cyber security, covering a wide range of measures to
prevent unauthorised access, destruction or modification
of data, and to ensure the confidentiality and integrity of
information. Analysing typical threats and vulnerabilities
of information systems is key to identifying potential risks
and developing effective protection measures. In addition,
the study of modern approaches to the cybersecurity of
military facilities allows to identify the most effective and
innovative methods and technologies that can be used to
ensure security in this area.

For a more detailed analysis of the current state of
cybersecurity in the context of the defence sector, it is
necessary to consider other studies in this area. For in-
stance, the study of I.L. Humeniuk (2023) showed the pos-
itive impact of information technology on the Ukrainian
economy, in particular, the growth of labour productivity,
optimisation of business processes and improvement of
the quality of services, and identified potential challeng-
es related to employment, competitiveness of industries
and cybersecurity. M. Rakushev et al. (2022) identified
the main capabilities and shortcomings of the Terminal
information and telecommunication system for the in-
telligence needs of the Kyiv Defence Forces and proposed
recommendations for its further improvement. In turn,
A. Munko (2023) determined the place of cybersecurity
in the financial security policy of Ukraine, addressing the
importance of a strategic approach and the development
of a sectoral cybersecurity strategy, and proposed meas-
ures to counter cyber threats in this context.

S. Toliupa & L. Slipachuk (2023) revealed the compo-
sition and structure of measures and tools that are part
of the system of protection of industrial integrated infor-
mation management systems in the cybersecurity sector,
as well as providing a detailed description of the various

resources and tools included in this system. In addition,
a study by J.H. Eom et al. (2023) determine that the key
to creating an intelligent intelligence unit, which is being
developed by advanced military countries, is to strength-
en the security of the information system and real-time
network using the latest technologies, such as artifi-
cial intelligence (AI) and big data (BD). Study results by
F. Ahmed et al. (2023) highlight the interaction between
cybersecurity and cyber defence with a focus on the devel-
opment of the concept of cyber resilience.

D. Galinec (2023) demonstrated how cybersecurity
and cyber defence contribute to cyber resilience using a
new model developed by the author. Moreover, C.O. Qa-
der & D.Z. Ablahd (2023) reflected on the current state
of cybersecurity of computer systems, including the main
threats and measures aimed at reducing these risks. Ac-
cording to S. Mishra (2023), the Al-based cybersecurity
method improves the performance of cybersecurity sys-
tems by enhancing their defence capabilities, which is
manifested in improved data protection, scalability, risk
mitigation, information security and attack avoidance.
Similarly, W.K. Too & M. Mutuku (2023) gained a deeper
understanding of the state of cybersecurity implementa-
tion and identified problems and strategies to improve this
process. The findings of the study can influence policy and
decision-making, guiding future investments in cyberse-
curity and related technologies.

It is worth noting that the scientific contributions of
these studies can help to form a more complete under-
standing of the current state of cybersecurity, especially
in the context of the defence sector and other areas of life.
The authors covered various aspects of cybersecurity, but
some aspects remain insufficiently covered. For instance,
these studies focus on describing information system se-
curity measures but do not consider their impact on mili-
tary facilities. It is also worth analysing the possibilities of
applying cybersecurity principles in the defence sector to
ensure information security and protection against cyber
threats. In general, this study focuses on the identification
of optimal strategies for ensuring information security in
the defence sector, including the impact of modern infor-
mation technologies. The study aims to examine the cur-
rent state of digital technologies in the military sphere, as
well as to identify the main challenges and threats arising
from digital security in the defence sector.
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MATERIALS AND METHODS

To achieve the objective of the study, an overview of the
impact of integrated computing technologies on defence
cybersecurity was conducted, focusing on their role and
potential for strengthening digital security in the sector.
The next phase of the study was to develop strategies to
ensure digital security in the industry. Given the specifics
of this area, the strategies developed were aimed at pro-
tecting against cyberattacks, ensuring data confidentiali-
ty and implementing other measures of great importance
to the security of the state. In addition, a review of best
practice examples in this area was conducted, which meant
analysing successful initiatives and programmes that have
already been implemented in the defence sector in differ-
ent countries. As such, effective methods that could be
used to develop new strategies to ensure digital security
were identified.

The study analysed how these strategies can be ap-
plied, including their effectiveness and suitability for ad-
dressing specific challenges and threats in the defence
context. Various technologies used in the defence sector
to improve cybersecurity were studied. These technolo-
gies include intelligent threat monitoring and detection
systems, data encryption systems, innovative approaches
to protecting critical infrastructures from cyberattacks,
as well as cyber-analytical and cyber-physical systems,
blockchain technologies, BD and Al This stage of the study
included an analysis of the use of Al and machine learn-
ing in the defence sector cybersecurity. These advanced
technologies are used to detect new threats, review large
amounts of data and respond to cyberattacks in real-time.
The effectiveness of blockchain technologies in the field
of cybersecurity, which can be used to create reliable and
unbreakable data storage systems was determined, which
may be especially important for the defence sector, where
confidential and critical information is stored.

Thus, the consideration of the introduction of tech-
nologies in the cybersecurity of the defence sector covered
a wide range of innovative solutions aimed at improving
digital security and protecting important information re-
sources. Additionally, diagrams of complex data protec-
tion systems and cybersecurity strategies that reflected
the structure and functionality of the various components

of these systems were developed. Each scheme has been
designed to meet the specific requirements and challeng-
es faced by the defence sector. To develop the schemes,
modelling methods were used that involved abstracting
the essential aspects of data protection systems and us-
ing various cybersecurity components. The functions of
each component, their interaction and their impact on the
overall effectiveness of the system were addressed to bet-
ter assess the level of protection and identify weaknesses.

The key problems and challenges faced by modern se-
curity systems were also identified, which allowed to iden-
tify priority areas for further research in this area. The re-
sults obtained were systematised and summarised, which
were used to formulate the main conclusions based on the
data obtained and provide the necessary recommendations.

RESULTS

In the digital environment, where information technology
plays a crucial role in defence, digital security is becoming
an extremely important task for ensuring national security
and defence capability. Information technology, including
computerised systems, communication networks, software
and electronic databases, enables the exchange of infor-
mation, the management of military operations and the
storage of sensitive data. However, this environment also
poses new challenges and threats to cybersecurity, includ-
ing cyberattacks, espionage, sabotage and terrorist activi-
ties. Therefore, the development of effective strategies to
ensure cybersecurity in the defence sector, considering the
impact of information technology, is an extremely urgent
and important task.

The first strategy is to develop and implement robust
data protection systems (Fig. 1). This strategy envisages
the creation of modern data protection systems in the de-
fence sector. It includes the development of software that
provides data encryption, network monitoring, intrusion
detection and protection against cyberattacks. Implement-
ing robust data protection systems protects confidential
information from unauthorised access, preserves data in-
tegrity and ensures that information is available to the ap-
propriate users. In addition, this strategy also provides for
regular updates and audits of data protection systems to
identify and eliminate vulnerabilities.

Data protection system in the defence sector

¢ Protection

Data encryption Network monitoring Detecting and protecting against cyber attacks
v v v
Software Network traffic monitoring Threat detection and protection systems

Figure 1. Developing and implementing robust data protection systems

Source: compiled by the authors

This diagram shows that the defence data protec-
tion system includes various components, such as data

encryption, network monitoring, and detection and pro-
tection against cyberattacks. Each of these components
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performs its function to ensure the security and integrity
of important information. Moreover, it is worth giving an
example of how to apply the strategy. For example, a gov-
ernment defence organisation may develop and deploy
specialised software to encrypt sensitive information,
control access to systems, and detect anomalous activity
on the network. Such systems can prevent unauthorised
access to sensitive military data and ensure the security
and integrity of information.

The second strategy is to ensure cyber hygiene (Fig. 2).
It involves the implementation and support of initiatives

Semenenko et al.

aimed at enhancing the cybersecurity culture among
defence personnel and users. This strategy is aimed at
training staff in the correct practices of using computer
systems, implementing data security policies and raising
awareness of potential cyber threats. It is possible to note
that cyber hygiene includes not only technical security
measures but also the awareness and responsibility of
each user for the security of information. Enhanced cyber
hygiene can avoid many threats, such as phishing, social
engineering and other forms of attacks that use social en-
gineering techniques to gain access to a system.

Conducting cybersecurity

training and exercises

Development of security policies
and procedures

Creation and distribution
of educational materials

A\ 4

Internal training and educational Cyber hygiene materials
Safety rules and procedures .
programmes and recommendations

Figure 2. Ensuring cyber hygiene

Source: compiled by the authors

This flowchart presents the main steps of this strat-
egy, including conducting cybersecurity training and ex-
ercises, developing security policies and procedures, and
creating and distributing educational materials. For in-
stance, a governmental organisation can provide regular
cybersecurity training for its staff, make cyber hygiene
materials and resources available, and implement policies
and procedures to protect sensitive information. Such
measures can help staff avoid situations where their ac-
tions could be vulnerable to cyberattacks.

Another strategy is the development and imple-
mentation of cyber security strategies and policies,
which involves the development and implementation of

comprehensive defence sector practices and policies to
ensure digital security (Fig. 3). This strategy aims to es-
tablish principles governing cybersecurity in the defence
sector and identify specific measures for their implemen-
tation. The analysis of this strategy indicates that the
creation of digital security methods and policies is a key
element of effective cybersecurity management in the
military sphere. They define strategic goals and priorities
and are developed with the unique needs and challeng-
es of the defence sector in mind. In addition, they unify
approaches to cybersecurity, create standards and proce-
dures, and promote coordination between different gov-
ernance structures and agencies.

Analysis of the current state of cybersecurity

Development of strategic goals

Create security policies and security procedures

Implementation of strategies and policies

Monitoring and updating security strategies and policies

Figure 3. Developing and implementing cyber strategies and security policies

Source: compiled by the authors

The resulting scheme reflects the sequential process
of implementing this strategy in the defence sector. An
example of the application of this strategy could include
the development of a national cyber strategy for the de-
fence sector, which defines strategic goals and priorities in

the field of cyber security and establishes a framework and
standards for its implementation. Additionally, this strat-
egy may include the creation of internal security policies
and procedures to protect confidential information, critical
systems and infrastructure from cyber threats. In addition,
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it should include a strategy to improve the ability to detect
and respond to cyberattacks (Fig. 4). It aims to improve the
ability of defence institutions to detect and respond effec-
tively to cyberattacks. This strategy envisages a compre-
hensive approach to cybersecurity management, including
analysis of existing detection and response systems, their

enhancement, testing and continuous improvement. The
main steps in the implementation of this strategy are to
analyse the current systems for detecting and responding
to cyberattacks in the defence sector, improve existing sys-
tems and introduce new technologies to more effectively
detect and respond to threats.

Analysis of existing detection and response systems

Improving existing and introducing new technologies

Testing and continuous improvement of detection and response systems

Network surveillance and response to cyber attacks

Figure 4. Improving the ability to detect and respond to cyber attacks

Source: compiled by the authors

This flowchart illustrates the sequence of actions
that are included in a strategy to improve the ability to
detect and respond to cyberattacks. In terms of the prac-
tical application of this strategy, a government defence
organisation could develop and implement a new cyber-
attack detection system based on AI and BD analysis.
This system automatically detects anomalous activity on
the network and quickly alerts potential threats. When
a cyberattack is detected, the system will automatically
launch procedures to isolate and neutralise the threat,
allowing the organisation to respond quickly and effec-
tively to cyberattacks, ensuring the security and integrity
of information.

Attention should also be devoted to the strategy of
creating cyber defence teams and competence centres
(Fig. 5). It envisages the creation of specialised groups and
expert centres dealing with cyber defence. This strategy
aims to increase the effectiveness of the response to cyber
threats by analysing, identifying and eliminating poten-
tial threats to information security in depth. Establishing
cyber defence teams and competence centres involves sev-
eral steps. Firstly, it is necessary to identify the needs and
staffing requirements for cyber defence. Then, specialised
cybersecurity personnel are recruited and trained. After
that, teams and centres are formed to ensure continuous
monitoring and protection of defence information systems.

Recruitment
and training

Staffing needs
and requirements

Formation of teams

Monitoring and protection
of information systems

>

and centres

Figure 5. Establishment of cyber defence teams and competence centres

Source: compiled by the authors

This flowchart shows the sequence of steps to imple-
ment this defence strategy. It starts with identifying needs
and staffing requirements, then includes recruiting and
training specialised staff, forming teams and centres, and
ends with monitoring and protecting information systems.
An example of this strategy could include the creation of
cyber defence centres that specialise in detecting and re-
sponding to cyberattacks in the military sphere. These cen-
tres may be responsible for network monitoring, analysing
security incidents and developing data protection strate-
gies. For instance, a government defence organisation may
establish a cyber defence centre to protect critical military
informationresources and infrastructure from cyberthreats.

Equally important is the strategy of conducting reg-
ular security audits and penetration testing, which is an

important component of the defence cyber defence sys-
tem (Fig. 6). This strategy involves periodic assessments of
vulnerabilities in information systems and infrastructure
to identify potential risks and security gaps. A security
audit is a systematic review, testing and analysis of infor-
mation systems and processes to identify weaknesses and
potential security threats. This process includes reviewing
security policies, applying access control measures, assess-
ing network security, analysing system configurations and
identifying potential vulnerabilities. Penetration testing
is a method of systematically testing the security of infor-
mation systems by attempting to penetrate or intrude into
them. This process simulates the actions of a potential at-
tacker and identifies weaknesses in security systems that
can be used for unauthorised access or attack.
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Planning audits and testing

v

Identify areas for audit and penetration testing

Conducting a security audit and analysing the results > Identifying vulnerabilities

Simulation of attacks

. . . . N
Conducting penetration testing and analysing the results > and intrusions
Evaluate results and develop a plan ; Identify potential vulnerabilities
to improve security systems and develop security measures

Figure 6. Conducting regular security audits and penetration testing

Source: compiled by the authors

This diagram shows the sequence of steps involved
in conducting regular security audits and penetration
testing. Each block represents a separate stage of the
process, from planning to evaluating the results and de-
veloping protective measures. Thus, this strategy can be
implemented, for example, in a government defence or-
ganisation that can regularly conduct security audits of
its information systems and networks, as well as pene-
tration testing using expert teams or external partners.
This identifies potential security threats, risks, and takes
timely measures to prevent or eliminate them.

The strategy of introducing strict access rules and re-
strictions at the user level involves the establishment of

integrated access control systems and the development
of security policies that regulate user access to informa-
tion resources in the defence sector (Fig. 7). This strategy
is aimed at reducing the risk of confidential information
leakage and ensuring compliance with regulatory and le-
gal requirements in the field of cybersecurity. Strict access
rules imply that users’ access rights to confidential infor-
mation and critical infrastructure resources are limited
to the minimum necessary, depending on their role and
functional responsibilities. This may include restricting
access rights through roles and privileges, two-factor au-
thentication, access control lists, and system access au-
diting mechanisms.

Defining roles Setting up access
and privileges control lists

Implementation of
authentication and |
authorisation mechanisms

Audit and
monitoring of access

Figure 7. Introduce strict access rules and restrictions at the user level

Source: compiled by the authors

This flowchart shows the sequence of actions when im-
plementing strict access rules and restrictions at the user
level. As an example of the use of the strategy, a govern-
ment defence organisation can implement this strategy
by establishing a system of roles and privileges for users
depending on their position and functional responsibil-
ities. For example, high-level employees may be granted
enhanced access rights to confidential information, while
low-level employees may be granted limited access rights.
This strategy reduces the possibility of internal threats and
provides greater control over access to important informa-
tion. Moreover, the strategy of cooperation with the private

sector and international partners should be noted (Fig. 8).
It involves partnerships with companies, organisations and
other countries to share information, technologies and
best practices in the field of cybersecurity. This strategy
aims to increase the level of cyber defence capability by
combining the efforts and resources of various actors. Co-
operation with the private sector may include partnerships
with information technology companies to create and im-
plement new data protection systems, develop software to
detect cyber threats, and other initiatives. It is also possible
to jointly conduct training and training programmes to im-
prove the skills of cybersecurity specialists.

Building partnerships

Sharing information and resources

\ 4

Finding and establishing partners.
Conclusion of agreements and joint ventures
with companies, organisations and other
countries.

Exchange of data on cyber threats.
Joint training and education programmes.
Development of international standards and regulations in
the field of cybersecurity.

Figure 8. Cooperation with the private sector and international partners

Source: compiled by the authors
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This diagram illustrates the main steps included in
the strategy for cooperation with the private sector and in-
ternational partners in the field of cybersecurity. Interna-
tionally, the strategy envisages information exchange and
cooperation with other countries in the field of cybersecu-
rity. This could include sharing data on cyber threats, joint
exercises and training programmes, and the development
of international standards and regulations in this area.
For example, the government can cooperate with leading
technology companies to create innovative data protection
systems. In addition, cooperation agreements can be con-
cluded with other countries to share information on cyber
threats and respond to them jointly through joint opera-
tions centres. It is worth noting that these strategies com-
plement each other and form a comprehensive approach
to cyber defence. These include developing technological
defences, promoting a culture of cybersecurity among staff,
collaborating with the private sector and international
partners, and conducting security audits and penetration
testing (Piera et al., 2016). These strategies are aimed at
preventing cyberattacks, identifying potential threats and
responding effectively to them, thus ensuring the security
and integrity of information in the defence sector. Imple-
mentation of strategies requires constant updating and
adaptation to the rapidly changing cyber threat environ-
ment, but at the same time, it opens new opportunities to
improve cybersecurity and protect critical information re-
sources (Metelskyi & Kravchuk, 2023).

In general, integrated computer technologies are a
complex combination of different information systems
that interact with each other to achieve a common goal.
In the defence sector, these technologies play a key role in
ensuring the efficiency, reliability and security of military
operations. Their role is to improve the armed forces, pro-
vide communications infrastructure, increase the accuracy
and speed of response to threats, as well as to enhance de-
fence capabilities and reduce the risk of cyberattacks. With
the advent of the latest integrated computer technologies

in the defence sector, new challenges for cybersecurity
have emerged. Technological developments, such as the
Internet of Things, cloud services and Al, provide the mil-
itary with new opportunities but also increase their vul-
nerability to cyberattacks (Savytska et al., 2024). Analysing
technological trends allows to understand which specific
aspects of cybersecurity require the most attention and
protection measures. A variety of innovative solutions are
widely used to implement computer-integrated technolo-
gies in defence cybersecurity. For example, the use of Al to
analyse data sets detects anomalous activity and potential
cyber threats. Systems that use machine learning to ana-
lyse network traffic can detect and respond to malicious
activity promptly (Pidpalyi, 2024). The large amounts of
data generated in the defence sector can be used to identi-
fy patterns and predict cyber threats. BD analytics systems
identify unusual connections and unusual events that may
indicate cyberattacks. In addition, the use of blockchain in
cybersecurity can help ensure that data is not available for
unauthorised access and ensure the integrity of informa-
tion. For example, using blockchain technology to create a
distributed system for logging network activity can provide
a reliable history of events, making it easier to detect at-
tacks (Smutchak et al., 2023).

It is also important to use analytical methods and
technologies to identify and analyse cyber threats. Various
algorithms and software tools identify and classify threats
based on their characteristics and properties. And the in-
tegration of computer systems with physical processes to
detect and respond to cyber threats in real-time. For exam-
ple, cyber-physical security systems can monitor the oper-
ation of physical facilities, such as power plants or heavy
machinery, and automatically respond to attacks. These
technologies can be successfully used in the defence sec-
tor to ensure cybersecurity and protect critical information
resources. However, it is important to consider their advan-
tages and disadvantages when choosing and implementing
them (Table 1).

Table 1. Comparison of technologies in defence cyber security

Technology
Artificial Intellect

Advantages
High speed of response to threats

Limitations

Requires large amounts of data

BD Ability to detect complex patterns

High demands on computing resources

Blockchain technologies

High reliability and data integrity

Limited scalability

Cyber analytics

Effective threat detection and classification

Requires constant updating of models

Cyber-physical systems

Real-time response to threats

Requires integration with physical systems

Source: compiled by the authors

A general analysis of the table shows that each tech-
nology has its unique advantages and disadvantages. Al
and BD analysis enable fast and efficient detection of cyber
threats but require significant computing resources. Block-
chain technologies and cyber-physical systems provide
reliability and real-time response but may be limited in
scalability and integration. Cyber analytics provides an ef-
fective way of classifying threats but needs to be constantly
updated. When choosing technologies to be implemented
in the defence sector, their characteristics and the needs of
a particular application should be addressed.

In the context of cybersecurity in the defence sector,
there is a need to introduce computer-integrated technolo-
gies to protect critical information resources and effective-
ly counter cyber threats. A variety of innovative solutions
can be used to improve the level of protection and response
to potential threats. Recommendations for ensuring digi-
tal security in the defence sector, considering the impact
of information technology, are based on a comprehensive
approach to cybersecurity. First, a detailed analysis of the
impact of integrated computer technologies on defence
cybersecurity should be conducted. This will identify
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potential threats and determine the most effective ways
to protect yourself. After that, it is necessary to develop
strategies for digital security that meet the requirements
and characteristics of the defence sector and address the
impact of information technology. These strategies can
include regular security audits, penetration testing, strict
access rules and user-level restrictions, and collaboration
with the private sector and international partners.

It is also important to consider the introduction of
computer-integrated technologies in the cybersecurity of
the defence sector. Technologies such as Al, BD, blockchain,
cyber analytics and cyber-physical systems can be success-
fully used to ensure cybersecurity and protect critical in-
formation resources in the defence sector. For instance, the
introduction of machine learning and Al systems to detect
anomalous activity in networks helps to quickly identify and
respond to potential threats. The use of blockchain technol-
ogies to create decentralised and non-destructive data stor-
age systems can provide a high level of protection against
cyberattacks and malicious interference. These examples
demonstrate how information technology can be effective-
ly used to strengthen cybersecurity in the defence sector.

DISCUSSION

This study analysed the impact of computer technology
on cybersecurity, by examining integrated monitoring sys-
tems, data encryption systems and innovative approaches.
The findings confirmed the importance of a comprehensive
approach to cyberspace protection and the need to devel-
op cyber analytics systems for effective network defence.
These findings are also noted by J.M. Couretas (2022).
Moreover, the results of the study pointed to the growth
of security problems due to the introduction of new tech-
nologies and the need for new defence measures, which
also coincides with the findings of Y. Zheng et al. (2021).
The results of the study of R.M. Rajendran & B. Vyas (2023)
emphasised the complexity of cyber threats and stressed
the need to further improve security systems to effectively
counter cybercriminals. Thus, this study has revealed that
integrated monitoring systems and data encryption sys-
tems play a key role in improving cybersecurity in the de-
fence sector. The results confirmed that the development
of innovative approaches is necessary for the effective pro-
tection of the network and information resources.

Additionally, this paper confirmed the importance of
using Al in cybersecurity and noted that it contributes to
the effectiveness of computer system protection, as noted
by B.S. Guru Prasad et al. (2023). What makes this study
different is the detailed analysis of various strategies and
technologies, including both passive and active defences,
that can be used to ensure cybersecurity. This work focused
on developing strategies and considering technologies for
defence in the digital environment, in the context of the de-
fence sector, rather than reviewing aspects of cyber-phys-
ical systems, as was done by T. Liu et al. (2019). Compared
to the above study, this work has identified additional ad-
vantages in the use of Al in ensuring high resistance to
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complex cyberattacks and reducing vulnerability to smart
threats. Thus, this paper has highlighted the importance of
using Al in cybersecurity, confirming that it contributes to
the efficiency of computer system protection.

This study has expanded the understanding of com-
prehensive cybersecurity in the defence sector, focusing on
the implementation of robust data protection systems. It
is possible to state that this study complemented the re-
sults of S.B. Rahayu et al. (2023), which emphasised the
importance of comprehensive cybersecurity education
among employees in the defence and security sectors, as
it discussed in detail strategies for ensuring cybersecurity.
This work focused on general cybersecurity technologies,
not limited to aspects related to quantum computing or cy-
ber-physical protection methods developed by M. Barbeau
& J. Garcia-Alfaro (2022). Compared to the aforementioned
study, this paper focuses on the development and imple-
mentation of general cybersecurity strategies, including
improving methods of detecting and responding to cyber-
attacks, protecting against real-time threats, and ensuring
data integrity. Additionally, this study complemented the
work of M. Kaur (2022), which focused on the importance
of cybersecurity and data protection in the information
environment, as both works focused on improving securi-
ty measures in the digital space. Moreover, the results ob-
tained highlighted the importance of using comprehensive
strategies in ensuring the information security of systems,
as also noted in the study by U.K. Singh et al. (2022). How-
ever, this work has expanded this understanding by pre-
senting concrete ways to protect computer systems and
networks from cyber threats. This study identified common
approaches to cybersecurity, including both passive and ac-
tive defence strategies, which was also done by B. Latha et
al. (2024), where an intrusion detection system was devel-
oped. In other words, the results of this study pointed to
the importance of improving intrusion detection systems
for computer systems and networks. To this end, effective
methods have been developed to integrate these systems
into existing infrastructures, which helps to increase the
level of security and protection against cyber threats.

While this study pointed to the importance of a com-
prehensive approach to cybersecurity in the defence sec-
tor, J. Kallberg (2022) highlighted the strategic inefficiency
of redistributing military capabilities to combat civilian
cyber threats. Additionally, the study questioned the ef-
fectiveness of the integrated intelligence approach in the
defence sector and suggested alternative strategies, while
the study by K. Veni et al. (2024) emphasised the use of this
approach to improve intrusion detection and classification
capabilities for digital-double industrial cyber-physical
systems. Finally, this study examined the specific chal-
lenges and opportunities associated with the impact of
computer-integrated technologies on cybersecurity in the
defence sector, which is an important aspect of global se-
curity and defence, and H. Singh et al. (2023) focused on the
relevance of cybersecurity in the data technology industry.
Thus, they demonstrated that a comprehensive approach
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to cybersecurity in defence is extremely important, espe-
cially given the risks associated with civilian cyber threats.

The study determined that the introduction of com-
puter-integrated technologies in the cybersecurity of
the defence sector involves not only the use of the latest
methods but also requires active improvement of existing
protection systems. The development of cyber defence
requires not only technological solutions but also consid-
eration of the human factor and organisational aspects
(Smailov et al., 2023). This study highlighted cybersecu-
rity issues and the need to improve critical infrastructure
protection measures, as in the study by I. Cesarec (2020).
However, the aforementioned paper focused on analysing
the general state of cybersecurity and identifying threats
in general, while this paper addresses the protection of
critical infrastructure, which plays an important role in
the defence and security sector. The use of machine learn-
ing to ensure the security of computers and information in
the digital environment was also emphasised, as noted by
B.B. Gupta & Q.Z. Sheng (2018). Overall, the study found
that computer-integrated technologies have a significant
impact on cybersecurity in the defence sector. However,
in comparison to the above-mentioned studies, this work
focused on the impact of technology on cybersecurity in
the military structure and considered a wider range of cy-
bersecurity aspects.

It is worth noting that the study provided some
defence-specific protection strategies, while C.F. Az-
ubuike (2023) demonstrated the results of the motivation
of state cyberattacks and the need to develop internation-
al norms and standards for cybersecurity. This study did
not identify the role of cyberspace in special operations,
unlike D. Trifunovic & Z. Bjelica (2018), as this study con-
cluded on the technical aspects of cyber defence and the
impact of technology on the defence sector. The study also
provided a broad overview of cybersecurity technologies
specific to the sector under consideration, and the study
by S. Lee & S. Kim (2021) demonstrated the introduction
of blockchain technologies into national cybersecurity
systems. Thus, the study results included the use of spe-
cific protection measures aimed at ensuring cybersecuri-
ty in the defence sector. Emphasising the importance of a
comprehensive approach, specific recommendations were
made on the use of technologies and strategies for the ef-
fective protection of information resources.

Finally, this study has identified certain challenges in
creating and implementing modern cyber defence strat-
egies. While O.A. Guidetti et al. (2023) identified general
cyber defence strategies, this study focused on adapting
these strategies to the specific needs of the defence sec-
tor, considering its unique challenges and requirements.
In addition, as the study by C. Shi et al. (2024), this paper
presents strategies and technologies for active and passive
network protection. However, the technologies and strat-
egies themselves differ across studies. This paper added
important details to the understanding of current cyber
defence strategies, focusing on specific challenges and

recommendations for the defence sector. Certain aspects
of digital defence have been identified that can be used to
develop effective network defence methods in the context
of military structures.

Based on a comparative analysis with other studies in
the field of cybersecurity in the defence sector, several con-
clusions can be drawn. The study analysed the impact of
computer-integrated technologies on cybersecurity in the
defence sector, focusing on specific aspects of technolo-
gy application in this area. Addressing the results of oth-
er studies, it is possible to emphasise the importance of a
comprehensive approach to cybersecurity, covering current
challenges and opportunities of technology. This confirms
the need to develop new strategies and technologies to
protect against cyber threats in the military sector.

CONCLUSIONS

The study analysed the impact of integrated comput-
er technologies on information security in the military
sphere, created cybersecurity strategies and analysed
examples of the use of these strategies in the defence
sector. The study determined that integrated computer
technologies are substantial in improving cybersecurity
in the defence sector. The analysis showed that they can
effectively detect, analyse and respond to cyber threats,
ensuring reliable protection of critical information re-
sources. In addition, the digital security strategies devel-
oped addressed the specifics of the defence sector, helping
to improve protection against cyberattacks and ensuring
immediate action in the event of a threat. The resulting
strategies for improving the digital security of the defence
sector consider the specifics of the industry, contributing
to increased resilience against cyber threats and ensuring
prompt action in the event of potential attacks.

The most significant examples of the introduction of
these technologies, namely data mining, BD, distributed
blockchain technology, cyber analytics and cyber-phys-
ical systems, have demonstrated their effectiveness in
improving the security and resilience of defence systems.
The results show the importance of information technol-
ogy in improving cybersecurity in the defence sector. This
confirms the need for systematic implementation of such
technologies to ensure effective protection against modern
cyber threats. It should be noted that the study was limited
by the availability of certain data and resources, which may
affect the completeness of the analysis. The rapid pace of
technology development in the cybersecurity industry may
make some results outdated within a short time after the
study is completed. In addition, disadvantages may include
the limited scope of the models or algorithms used, which
may affect the accuracy of the results obtained.

Given the results of the study, it is worth recom-
mending further improvement of integrated computer
technologies in the field of cybersecurity in the defence
sector. To do this, it is necessary to actively introduce
new methods of data analysis, and the use of Al and ma-
chine learning technologies to detect and counter cyber
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threats. One area for further research could be the de-
velopment of other cybersecurity methods specifically
tailored to the needs of the defence sector. In addition,
it is recommended to improve cooperation between the
military and civilian sectors in the field of cybersecurity.
To this end, joint research centres should be established
where specialists from both sectors can work together to

Semenenko et al.

The development of joint research projects and funding
programmes can help bring these sectors closer together
and jointly address cybersecurity issues. Thus, further re-
search in this area can help improve cybersecurity in the
defence sector and ensure effective protection against
modern cyber threats.

solve problems and develop innovative methods of pro- ACKNOWLEDGEMENTS
tecting against cyber threats. It is also necessary to estab- ~ None.
lish mechanisms for information exchange between mil-
itary and civilian scientists so that they can interact and CONFLICT OF INTEREST
learn from each other’s best practices and experiences.  None.
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BnainB KOMN'IOTEPHO-IHTErpPoOBaHUX TEXHONOTIN
Ha Kibep6e3neKy B 060pOHHOMY CeKTopi

AHOTaLif. AKTYalbHiCTb JOCTIIKeHHS BU3HAYAETHCS TIOCTIMHO 3POCTAIOUOIO0 3arp030I0 KibepaTak Ta HeOOXiIHICTIO 3aXUCTY
060POHHMX CUCTEM BifI I[MX 3arp03 IUISIXOM BIIPOBA/IKEHHS iHTeTPOBAaHMX KOMIT IOTEPHUX TEXHOMOTi1. MeTor0 Joc/iikeHHS
€ po3pobKa cTpateriit 3a6e3neueHHs 1[MdPOBOI 6e3rexy B 060POHHOMY CEKTOPI 3 ypaxyBaHHSM BIUIMBY iHbOpMaIiitHux
TEXHOJIOTi. Y BOoC/iaskeHHi MpoaHali30BaHO BIUIMB iHTEIPOBAHMX KOMIT IOTEPHUX TEXHOJIOTIi Ha iHbopMaIliiiny 6e3mexy
y BiiicbKOBii1 cdepi, po3pobieHo cTpaTerii Kibepbesnexky Ta MpoaHaai30BaHO MPUKIALM iX 3aCTOCYBaHHS B 000POHHOMY
cexTopi. JowtiiskeHHS BUSHAYMIIO, LII0 iHTEerpoBaHi KOMIT IOTePHi TeXHOJIOTi] BijirpaloTh BasKIMBY POJIb y MTOKpalleHHi
Kibep6esreky B 000pPOHHOMY CeKTOpi. AHaJIi3 IoKa3as, [0 BOHY MOKYTb e()eKTMBHO BUSIB/SITH, aHATI3yBaTy Ta pearyBaTu
Ha Kibep3arposu, 3a6e3mneuyoun HaJiitHuit 3aXMUCT KPUTUYHO BKIMBUX iHDopMariiitHux pecypcis. Kpim Toro, po3pobieHi
ctparerii uudpoBoi 6e3meky BpaxoBYIOTh Criel[ndikKy 060pOHHOIO CeKTOPY, AOTIOMAralydy MOKPALUIUTY 3aXUCT Bif
KibepaTak Ta 3abe3mneuyoun HeraliHi fii y pa3i BUHMKHeHHS 3arpo3u. Po3pobieHi cTpaTerii migBuineHHs [udpoBoi
6e31eKky 060POHHOI0 CEKTOPY BPaxXOBYIOTh crielndiky ramaysi, COpUsIIOUn MiIBUILEHHIO CTifIKOCTi f0 Kibep3arpos i
3abesneuyroun HeraiHi [ii y pasi moreHuiituux atak. Hai6inpun 3HauyIi mpuKIaayu BIIPOBAAKEHHS LIX TEXHOJIOTIH, a
caMe: iHTe/IeKTyaIbHUIi aHaJli3 JaHMX, BEJIMKI AaHi, PO3IO/iieHa TeEXHOJIOTisI 6JIOKYENiH, aHATITUYHI MeToaAu Kibep-aHasizy
Ta Kibep-diznyHi cucteMu, IPOLEeMOHCTPYBAIN CBOIO e(DeKTUBHICTh B peaIbHUX YMOBaX, CIIPUSIIOUN ITiJBUIIEHHIO 6e311eKu
Ta CTiIKOCTi 060POHHMX CUCTEM. Pe3ynbTaTi MOKa3yloTh BAXKIMBICT iHPOpMalifiHNX T€XHOMOTi AJ1s1 TOKpallleHHs
Kibepbe3mneku B 0600poHHOMY ceKTopi. Lle migTBepaKye He0OXiAHICTbh CMCTEMHOTO BIPOBAIKEHHS TAKMUX TEXHOJIOTi AJIs
3abe3mevyeHHsT eeKTMBHOIO 3aXMUCTY Bif cydacHMX Kibep3arpos

Kniou4oBi cnoBa: indopmarniiiai cucremu; 1ubpoBuit 3axucT; 060POHHMIT KOMIUIEKC; BUKOPWUCTAHHS iHHOBAIIiif;
eIeKTPOHHI 3arpo3u
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