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Modelling the optimal switching scheme
of Ukrainian power grids during blackout in one city/region

Abstract. The purpose of the study was to develop effective algorithms and strategies to minimize the negative effects of
emergency power outages. A methodology had been developed that defines the steps and processes for efficient modelling
and selection of optimal power grid switching schemes that can ensure the stability of power supply and increase grid
resilience during blackouts in a particular city or region. As a result of the study, a power grid switching scheme was
developed and improved for use in military and other crisis situations. Possible power outage scenarios were studied,
which made it possible to consider various response options and ensure maximum efficiency and reliability of power
supply during emergencies. Based on the data, and taking into account additional aspects of grid safety and reliability, the
optimal power transmission routes and location of backup power sources were determined. In addition, a risk assessment
was carried out to ensure stable operation of the system during crisis situations, which helped to increase its resilience
to possible failures. The analysis of existing methods, such as manual switching of networks, use of automated systems

Article’s History: Received: 26.07.2024; Revised: 01.11.2024; Accepted: 27.11.2024.

Suggested Citation:

Mikhailova, L., Dubik, V., Kozak, O., Dumanskyi, O., & Gorbovy, O. (2024). Modelling the optimal switching scheme
of Ukrainian power grids during blackout in one city/region. Machinery & Energetics, 15(4), 69-81. doi: 10.31548/
machinery/4.2024.69.

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
oY Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0000-0002-3419-5446
https://orcid.org/0000-0002-9743-1565
https://orcid.org/0000-0002-0919-0344
https://orcid.org/0000-0002-1750-5844
https://orcid.org/0000-0002-0762-8410

Modelling the optimal switching scheme of Ukrainian power grids...

and involvement of backup power sources, allowed us to identify the advantages and disadvantages of each approach to
ensure stable power supply during a blackout in one city or region. As a result, it was found that by optimizing the grid
switching scheme, the damage caused by blackouts can be minimized. The advantages and disadvantages of the different
approaches were also identified, and the results of the study confirmed that the optimal grid switching scheme significantly

reduces the duration of the blackout

Keywords: energy resilience; emergency management; backup power supplies; outage analysis; energy crises; load

management

INTRODUCTION

Optimization of the power grid switching scheme is aimed
at reducing the negative effects of power outages and en-
suring rapid restoration of power supply. Optimization in-
volves a thorough analysis of the existing power grid to de-
termine the most efficient power transmission routes. This
includes exploring possible options for switching to backup
lines or power sources to minimize the time during which
power is not available.

The relevance of the study is driven by the risk of fre-
quent or prolonged power outages in Ukraine, which can
occur due to a variety of factors, such as natural disasters,
technical failures or military operations. Modelling should
take these factors into account to ensure reliable power
supply restoration. The research problem is the need to
create an effective strategy for managing power supply in
the face of unforeseen power outages. Different cities and
regions may have different types of power grids and infra-
structure, which makes it difficult to develop a universal
switching model that would be effective in all cases.

One important aspect of optimization is the integra-
tion and efficient use of backup power sources, such as
diesel generators or battery systems. An optimal switching
scheme includes automatic or semi-automatic switching to
these reserves in the event of a main source failure. The
introduction of modern automated control systems allows
for a rapid response to emergencies. Monitoring and con-
trol systems can automatically detect outages and instant-
ly activate backup lines, which reduces recovery time. Op-
timization includes load management to avoid overloading
parts of the network that are left without power. This can
include temporarily limiting power consumption in certain
areas or redirecting the load to less busy areas.

The problem in this area is the significant lack of
modern knowledge and technologies required to mod-
el various emergency scenarios. S. Verma & T.R. Chelli-
ah (2024) found that a detailed analysis of the potential
causes of power outages and the development of compre-
hensive action plans for each of these cases is necessary.
This includes identifying possible sources of problems,
assessing their impact on the power system, and creat-
ing a rapid response strategy that will ensure that power
is restored quickly and efficiently, while T. Yakushkin et
al. (2023) found that in the event of a power outage, it
is critical to ensure uninterrupted supply to key facil-
ities such as hospitals, water utilities, and other critical
infrastructure that are vital to the normal functioning of

the population. Issues requiring further research include
the development of methods to optimize grid switching
schemes, which can significantly reduce the impact of
power outages on the economy and the lives of the pop-
ulation, ensuring greater stability and faster restoration
of electricity supply. Another important task is to analyse
the optimal switching scheme that ensures automatic or
semi-automatic switching to backup lines or power sourc-
es, which can significantly reduce the duration of a power
outage. T.G. Grandon et al. (2024) and S. Fang et al. (2024)
analysed and developed conservation strategies, focusing
on the fact that one of the key problems of electricity sys-
tems is the ageing and deterioration of equipment that
has already reached the end of its service life or is ap-
proaching the end of its technical life. This significantly
complicates the process of optimal management and re-
duces the efficiency of the system. S. Abbas et al. (2024)
analysed in detail in their study and established the rela-
tionship between the number of used equipment and its
susceptibility to breakdowns, failures, and emergencies.
They concluded that when equipment is operated beyond
its intended lifespan, the risk of malfunction increases,
which can lead to serious accidents, longer power outages
and threats to the stable operation of the entire system.
Gaps requiring further research include impact assess-
ments, which are particularly important for key compo-
nents such as transformers, generators, cables and other
elements of the transmission and distribution system.
The need for further research into resilience is that worn-
out equipment may operate with less stability, which in
turn reduces the overall reliability of the grid. Another
important issue in this area is that old equipment leads
to more frequent outages, interruptions and lower quali-
ty of electricity supply. A. Alberini & N. Umapathi (2024)
presented a methodology for determining optimal appli-
cation rates, which takes into account that with the age
of equipment, the need for resources for its maintenance
increases. A.V. Soler (2024) & M. Maldet (2023) analysed
that the need for regular repairs, replacement of parts and
maintenance creates a significant financial burden on grid
operators. Different forms of equipment ageing require
additional study, as this process often leads to a decrease
in performance and reliability, it is important to investi-
gate how different forms of ageing affect the functional
characteristics of equipment, and to develop methods to
improve its efficiency and extend its service life.
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Research in this area indicates that increasing ener-
gy losses during transmission and distribution negatively
impact overall system performance and can lead to high-
er tariffs for consumers due to these energy losses. The
management of systems containing legacy components is
complicated by the need to take into account their instabil-
ity and possible reliability issues. This requires additional
efforts to monitor the condition of the equipment and fre-
quent inspections.

The aim of this study was to develop efficient and
adaptive schemes for switching the Ukrainian power grid
during a blackout in a particular city or region, which
would ensure uninterrupted power supply, reduce outage
time and minimize the negative impact on the economy. To
achieve this goal, the following tasks were identified: ana-
lysing the current state of the power grid and its vulner-
abilities, creating models for different blackout scenarios,
assessing the effectiveness of existing switching schemes,
and optimizing switching processes to reduce outage time
and its impact on consumers.

MATERIALS AND METHODS

The study analysed threats and vulnerabilities and devel-
oped typologies that allowed to identify and classify key
threats to grid security in the event of blackouts, such as
increased power outages and reduced system reliability.
This allowed to develop targeted strategies for optimizing
switching schemes for effective power grid management.
The focus was on studying and classifying threats arising
from the introduction of various technologies. This includ-
ed analysing the possible problems and risks associated
with energy management during blackouts in individual
cities or regions, as well as developing effective solutions
to improve system resilience. The threats were classified to
formulate recommendations for improving the processes
of developing and implementing grid-switching schemes.
This included a comparative analysis of different scenarios
and control technologies, as well as the establishment of
benchmarks for performance evaluation. The study cov-
ered the evaluation of various technologies for optimizing
grid-switching schemes. This included studying automatic
and semi-automatic switching options and analysing the
efficiency of backup power sources, such as diesel genera-
tors, battery systems and gas turbine generators. Particular
attention was paid to methods that could ensure rapid res-
toration of power supply. In addition, the study included
the development of recommendations for improving ener-
gy management to minimize economic losses.

Key characteristics were assessed, such as the effec-
tiveness of different grid switching schemes, including au-
tomatic and semi-automatic systems. Each technology was
assessed in detail for its resilience to known challenges,
such as the slowdown in the deployment of new systems,
the increase in the capacity of energy facilities and the
growing competition among energy companies due to the
transition to a balancing electricity market. It was assessed
the possibilities of preventing and detecting emergency
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power outages in various scenarios. This included the
development and testing of algorithms and protocols for
automatic and semi-automatic switching of power grids.
Particular attention was paid to the creation of monitoring
systems and management interfaces that ensure a quick
response to unforeseen situations. It also included an anal-
ysis of safety protocols, maintenance procedures, and the
integration of new technologies and tools to improve effi-
ciency (Salau et al., 2020; Panda & Das, 2021). A key aspect
was to compare the impact of each technology on an impor-
tant task: improving the system of optimal management of
active power flows in electricity systems. This became the
basis for developing methods that improve management
processes. Delays in the implementation of various tech-
nologies were analysed, and the efficiency and reliability
of power systems, including Smart Grid technologies, were
assessed. Particular attention was paid to assessing the ef-
fectiveness of solutions such as automated control systems
(Schneider Electric), software tools for modelling power
grids, and devices for operational control (Siemens). The
project specifications, requirements, and risk level were
taken into account when selecting the modelling technol-
ogies. This included automated control systems such as GE
Digital Energy, monitoring devices from Honeywell Process
Solutions, and blackout simulation software such as DIgSI-
LENT PowerFactory.

RESULTS

Modern technologies aimed at improving the efficiency and
reliability of energy systems, including Smart Grid tech-
nologies, play an important role in the development of the
electricity sector. The introduction of these technologies
into Ukraine’s power system could be a key step towards
the country’s integration into the European energy com-
munity and market. The use of Smart Grid will allow for
more flexible management of energy resources, increase
security of supply, reduce energy losses, and promote the
development of renewable energy sources, which is impor-
tant for achieving energy independence and stability.

As a result of large-scale military operations, occupa-
tion and massive missile attacks on the energy infrastruc-
ture, Ukraine has lost more than 40% of its generating ca-
pacity. This resulted in a technically outdated system of
centralized electricity generation and distribution that was
unable to respond effectively to such challenges. At the end
of November 2022, the country’s unified energy system ex-
perienced its first large-scale blackout, and by March 2023,
the capacity deficit reached a critical level of 4.5 GW. This
situation has highlighted the need to modernize the power
system, introduce new technologies to increase infrastruc-
ture resilience, and diversify energy sources to ensure a
reliable energy supply in the face of external threats (Es-
lahi et al., 2021).

Voltage control in power grids is an important as-
pect that requires compliance with technical standards of
electricity quality in accordance with applicable regula-
tions. This not only ensures the stability of power supply
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parameters,butalsoincreases the overall economic efficien-
cy of power grids and electricity consumers. Voltage regula-
tion helps to avoid overloads, reduce power losses and en-
sure the smooth operation of enterprises and organizations,
which is especially important in today’s economy with its
increased requirements for the reliability of power supply.

According to the Energy Strategy of Ukraine until 2035,
the main direction of development of the Ukrainian energy
sector is the integration of the integrated power system of
Ukraine into the European association of electricity trans-
mission system operators. This creates a need to solve a
number of technical problems related to the assessment of
the performance parameters of the integrated power sys-
tem of Ukraine and ensuring their compliance with Euro-
pean energy standards. One of the key parameters is the
frequency, which directly affects the operation of the entire
power system, and determines its stability and quality of
operation. Research and optimization of frequency is es-
sential to ensure reliable electricity exchange and synchro-
nization with the European power system (Zubko, 2024).

Smart Grid technologies ensure the integration of
various elements of the power system through intelligent
information networks, which allows for more efficient co-
ordination of electricity generation, transmission, and con-
sumption. The use of modern information technologies in
the management of energy flows contributes to the reliabil-
ity and stability of electricity supply, reduction of electric-
ity losses, and full integration of renewable energy sources
into the overall system. For Ukraine, where the energy in-
frastructure requires significant upgrades, the introduction
of Smart Grid technologies is not only appropriate, but also
a critical step to ensure reliable, cost-effective and environ-
mentally sustainable operation of the power system, which
will reduce dependence on traditional energy sources and
bring the country closer to European energy standards.

Automated control systems, such as those from Sch-
neider Electric, play an important role in ensuring the ef-
ficiency and resilience of power systems during blackouts.
They integrate with Smart Grid technologies to monitor
and manage energy flows in real time, which helps to opti-
mize energy consumption and reduce the risk of downtime.
This allows for quick response to faults and increases the
flexibility of systems in the face of change.

GE Digital Energy can play an important role in mod-
elling the optimal switching scheme for Ukraine’s power
grids during blackouts. This energy management automa-
tion system improves the reliability and efficiency of pow-
er grids. Integration with Smart Grid technologies allows
for optimized energy distribution and faster response to
changes in energy demand, which is critical in blackout sit-
uations. Monitoring technologies similar to those of Hon-
eywell Process Solutions can be used to model the optimal
switching scheme for Ukraine’s power grids during black-
outs. They provide high measurement accuracy and data
collection and analysis capabilities, which is important for
ensuring the efficiency and reliability of power systems in
extreme conditions.

The DIGSILENT PowerFactory software can play an
important role in modelling the optimal switching scheme
for power grids during blackouts. It is a tool for simulating
electrical systems that allows analysing their stability and
performance in crisis situations. In particular, the blackout
scenario modelling capabilities help engineers investigate
the system’s response to emergencies and identify critical
components that affect the grid’s stability.

Even before 24 February 2022, Ukrainian scientists and
energy experts were actively calling for the large-scale de-
ployment of renewable energy sources, emphasizing the
importance of decentralizing power generation. Accord-
ing to studies conducted by the State Agency on Energy
Efficiency and Energy Saving of Ukraine, the technically
available potential for energy production from renewable
sources and alternative fuels is estimated at 98 million
tonnes of fuel equivalent per year (Mokred & Wang, 2024).
This indicates the country’s significant potential to reduce
dependence on traditional energy sources and increase en-
ergy security through diversification of energy sources and
localization of production.

According to current standards, the voltage in power
grids must remain within acceptable fluctuations (Qu et
al.,2023). Significant deviations from these limits can dam-
age sensitive electronic equipment and cause disruptions in
the operation of power supply systems. To prevent sudden
voltage surges or drops, voltage regulators are used to ensure
that voltage parameters are stable and within acceptable
limits. This is especially important for ensuring the reliable
operation of critical infrastructures and energy efficiency.

Deviations from the permissible limits can cause seri-
ous emergencies, cascading blackouts and destabilization
of the Integrated Power System of Ukraine, which can lead
to significant technical and economic losses (Shahini et
al., 2024). Frequency regulation is a complex automatic
control task in any power system. Continuous progress in
the field of engineering and technology, as well as the im-
provement of control methods and means, make this task
constantly relevant. The importance of optimizing fre-
quency control and power flows in power systems is grow-
ing along with the increasing share of renewable energy
sources, which adds new challenges to ensure the stability
and reliability of power supply (Kubatko et al., 2024).

In conformity with the Ministry of Energy of Ukraine
for 2021, even before the outbreak of war, 61% of the main
equipment of power substations, such as power auto-
transformers, transformers, measuring transformers and
switches, had exhausted their estimated technical life of 25
years or more. In addition, 13,000 kilometres of 220-330 kV
overhead power lines have been in operation for more
than 40 years, which is 64.45% of the total length. Due to
significant wear and tear, 1,124 kilometres of 220-800 kV
lines (4.95% of the total length) required complete re-
placement or reconstruction. The condition of distribution
grids also remained critical, with 316,000 kilometres of 0.4-
110 kV overhead lines and 24,000 kilometres of 0.4-35 kV
cable lines requiring major repairs, reconstruction, and
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replacement. This significant deterioration of the infra-
structure threatened the reliability of the power supply
and required urgent investments to modernize and main-
tain the uninterrupted operation of the power system. The
adopted Law on the Electricity Market was intended to al-
low power plants with a capacity of up to 20 MW to be con-
nected to distribution networks as distributed generation.
However, in practice, solar power plants and wind power
plants were built and benefited from the green tariff, but
their capacity corresponded to the category of large plants
(from 50 MW to 300 MW). As a result of the lack of a clear
definition of the term “energy exchange” in the legislation,
small (5 kW-5 MW) and medium-sized (5-50 MW) generat-
ing capacities were at a disadvantage in a market dominated
by large monopolists. This created serious obstacles to the
development of competition, as small and medium-sized
producers could not compete adequately due to a lack of
market access and the necessary support mechanisms.

An important task remains to improve the legisla-
tion to create fairer conditions for all market participants,
which will facilitate the development of the energy sector
and the integration of renewable energy sources (Kubat-
ko et al., 2024).

Voltage regulation has a significant impact not only on
the quality of electricity supply, but also on the efficiency
of production processes at industrial enterprises. The cor-
rect voltage level ensures stable operation of equipment,
reduces the likelihood of damage and prevents disruptions
in technological processes. This, in turn, helps to increase
productivity, reduce repair and maintenance costs, and
improve the overall energy efficiency of production facil-
ities. Effective voltage regulation can also have a positive
impact on the quality of end products, as stable electrical
parameters help to avoid defects caused by voltage fluctu-
ations. Therefore, ensuring an appropriate level of voltage
regulation is critical for the sustainable development of
the industrial sector.

Ukraine’s energy sector is undergoing significant
changes due to the reorganization of the energy market,
which increases the importance of ancillary services, in-
cluding frequency regulation. At the same time, there is a
stable trend of increasing the share of renewable energy
sources in the total generating capacity of the Integrated
Power System of Ukraine. This affects the power balance
in the power system and requires the introduction of new
approaches to frequency control. Taking into account nat-
ural fluctuations in renewable energy generation, such as
changes inwind and solar resources, it becomes necessary to
develop effective mechanisms for integrating these sources
into the existing power system. This includes not only the
modernization of existing technologies, but also the intro-
duction of new energy storage systems, the expansion of en-
ergy services and the improvement of interaction between
consumers and producers of electricity. Such steps will not
only improve the stability of the energy system, but also
contribute to the country’s energy independence by reduc-
ing dependence on traditional fuels (Myloslavskyi, 2024).

Mikhailova et al.

Undoubtedly, the war has significantly deteriorated the
condition of electricity equipment, especially large substa-
tions and thermal power plants. It is currently difficult to
predict what the state of Ukraine’s power system will be
like after the war ends, but this state will be the starting
point for a phased modernization using smart technol-
ogies. After the conflict is over, the country will not only
need to rebuild the destroyed infrastructure, but also im-
plement modern solutions that will increase the efficiency
and reliability of the power system. This may include the
integration of automated control systems, improvement of
network infrastructure and development of energy-saving
technologies. In addition, the introduction of renewable
energy sources, such as solar and wind power plants, will
be an important component of Ukraine’s energy independ-
ence and resilience. Thus, the modernization of the energy
system after the war will not only facilitate recovery, but
will also provide the basis for the sustainable development
of the energy sector in the future.

The most common distributed generation systems
based on renewable energy sources include solar panels,
wind turbines, small hydropower plants and biofuel plants.
While hydropower and biofuel plants are dependent on
specific resources, solar and wind power do not have strict
location constraints. Hydropower and biofuel plants pro-
vide more stable and predictable sources of renewable en-
ergy, while wind and solar generation face the problem of
unpredictability due to variations in wind flow and solar
radiation (Stoliarov, 2024). This makes them dependent
on weather conditions, which can complicate the planning
and management of energy resources. However, the devel-
opment of energy-saving technologies and the introduc-
tion of forecasting systems can help solve these problems.
The use of batteries and other energy storage methods will
smooth out fluctuations in energy production, making so-
lar and wind generation more reliable components of the
energy system. Thus, the combination of different types of
renewable energy sources can provide a more resilient and
efficient power system (Abir et al., 2021).

Stable voltage in the power grid avoids sudden stops
of technological equipment, reduces the number of defec-
tive products and improves their quality due to the stabil-
ity of technological modes. The reliable power supply also
has a positive impact on employee productivity and ma-
chinery efficiency, as it reduces the likelihood of sudden
failures or forced downtime (Rexhaj, 2024). In addition,
a stable voltage helps to reduce the cost of maintenance
and repair of equipment, as less wear and tear and damage
occur. This, in turn, improves the overall financial position
of enterprises, allowing them to invest in the development
and modernization of production facilities. Improving the
reliability of power supply also creates a positive image
of the company among customers and partners, as prod-
uct quality and production stability are critical factors in
a competitive environment. Thus, ensuring a stable grid
voltage is a key factor in achieving success in any produc-
tion process.
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That is why the issue of studying frequency and power
control in the Integrated Power System of Ukraine is be-
coming particularly important and relevant. This requires
taking into account the current operating conditions of
the power system, as well as the actual technical condition
of the existing equipment. Such studies are necessary to
assess compliance with the requirements of the European
Network of Transmission System Operators for Electricity,
which is a key step in ensuring that Ukraine is connected
to the European power system. It is important not only to
adapt technologies and procedures, but also to actively
implement innovative solutions that will allow Ukraine to
integrate into the European energy market. In this context,
the development of frequency and power control mecha-
nisms may include the introduction of modern automation
systems, improved consumption and production forecast-
ing models, and the expansion of renewable energy sourc-
es. All of this will contribute to the creation of a more flex-
ible and sustainable energy system ready for integration
into the European energy space and enhancing the coun-
try’s energy security (Muhammad et al., 2020).

Global trends require large-scale modernization of ex-
isting electricity systems to ensure effective integration of
green energy. This includes the introduction of high-qual-
ity control of energy consumption, improved operational
safety, and reduction of the risk of emergencies and their
prevention. The current challenges in the energy sector
require the use of innovative technologies, such as smart
grids, energy storage systems and adaptive demand man-
agement (Ali et al., 2022). This will not only optimize pro-
duction and consumption processes, but also ensure the
stability of energy systems during periods of high loads or
resource shortages. In addition, the integration of renewa-
ble energy sources, such as solar and wind power plants, re-
quires infrastructure upgrades to adapt to their variability.
Raising consumer awareness of energy efficiency is also an
important aspect, which can have a significant impact on
reducing overall energy consumption. All these efforts will
contribute not only to the sustainable development of the
energy sector, but also to the achievement of global sus-
tainability and climate change goals.

To improve the reliability of renewable energy systems,
it is important to combine different types of renewable en-
ergy to create hybrid power plants. Such hybrid systems,
which combine several energy sources (e.g. solar and wind
or solar and hydro), can be effectively used in local power
grids. A local power grid can be created on the periphery
of the Integrated Power System and include its own hybrid
power plant based on renewable energy sources. This grid
can be connected to the general grid, acting as a backup
and ensuring the stability of the electricity supply in cas-
es where the main grid is under load or has an accident.
In addition, hybrid systems in the local power grid can
adapt to changes in demand and resources, reducing the
risk of supply disruptions. This solution also contributes
to the development of energy independence for local com-
munities, allowing them to optimize the use of available

resources and reduce energy costs. With the introduction
of new technologies and management strategies, such hy-
brid power plants can become an important element in the
transition to a sustainable and efficient energy sector.

Voltage regulation also helps to optimize the use of
electricity in production and reduce costs by eliminating
cost overruns caused by voltage surges. It is an important
tool for increasing the efficiency of industrial enterprises.
Ensuring a stable voltage level not only helps to reduce en-
ergy costs, but also helps to reduce the risk of damage to
electrical equipment, which can lead to costly repairs and
production downtime. As a result, businesses can achieve
greater productivity and reliability in their operations. In
addition, voltage regulation allows for more precise pro-
cess control, which in turn improves product quality. This is
especially important in a competitive market, where every
percentage point of savings and quality improvement can
have a significant impact on financial results. Consequent-
ly, the implementation of efficient voltage control systems
is becoming critical to succeeding in today’s manufactur-
ing environment (Ismayilzada et al., 2024).

According to the structure of a smart electricity sys-
tem, there are several key areas of implementation of this
concept (Fig. 1). In Smart Grid systems, electricity gener-
ation has its own peculiarities: instead of the tradition-
al centralized scheme (top-down power flow), there is a
transition to distributed generation (bottom-up power
flow). This means that numerous energy sources, such as
solar, wind, biogas, hydroelectric power plants and oth-
ers, are being connected to the grid at the voltage level of
0.4-35 kV, creating the so-called Micro Grid or distributed
generation systems. These systems have their advantages
and disadvantages. The main advantages include greater
flexibility and the possibility of local energy generation.
However, there are also significant challenges, including
the difficulty of balancing the power system due to une-
ven consumption and generation, the problem of reactive
power flows, and the occurrence of higher harmonics. An-
other important issue is the accumulation of excess elec-
tricity, which requires the construction of various types
of storage facilities to make efficient use of resources and
reduce energy losses.

Transmission and distribution of electricity in smart
grids is carried out using automated systems that allow
monitoring and controlling energy distribution in real
time. This enables operators to respond quickly to changes
in supply and demand. In addition, Smart Grid technolo-
gies automatically detect power failures and can restore
power supply, which significantly reduces the time of out-
ages and increases the reliability of power supply. Such sys-
tems also enable consumers to generate their own energy
and connect to distribution networks, which reduces the
load on centralized energy sources. However, the efficient
transmission and distribution of electricity requires the
modernization of key grid components, including power
equipment, communication and information devices, as
well as automated control and metering systems.
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Electricity Electricity Electricity Electricity
generation transmission distribution consumption
Communication
infrastructure
Operator -—> Electricity market

Figure 1. Interaction of elements of a smart electricity system
Source: compiled by the authors based on C. Kaur et al. (2024)

Therefore, the right approach to creating a hybrid
local power system using storage capacities such as bat-
teries, hydrogen systems, and others will allow us to fully
meet the needs of consumers. With the energy balance ap-
proaching zero at the point of power supply, this will help
reduce the load on the general grid. Thus, consumers will
receive reliable and high-quality electricity, and transmis-
sion losses in the Integrated Power System will be reduced
due to distributed generation.

The modern electricity system is a complex, multi-pa-
rameter and dynamic system with high rigidity. Adequate
modelling of the processes occurring in the equipment and in
the system as a whole is a challenging task. Most studies fo-
cus on modelling the power equipment of the electric power
system, while relay protection devices are usually modelled
in a simplified way. However, the nature of transients during
various disturbances in a real power system often depends
on the response time of relay protection and emergency
automation devices. This also applies to electromechanical
transients, the duration, and characteristics of which deter-
mine the further operation and stability of the power system.

The introduction of smart grids will contribute to the
creation of the power grid as an intelligent system for the
transmission, distribution, and supply of electricity from
producers to consumers. The grid will be integrated with
communication and information technologies, which will
improve the efficiency of the power system and provide bet-
ter service to its users. The schedule of the required voltage
at the grid control points is usually drawn up in advance
for a three-month period or the relevant season. However,
when developing it, it is impossible to accurately predict all
the modes that will arise during the programme, given pos-
sible fluctuations in consumption and production levels,
as well as changes in the grid layout. In addition, weather
conditions cannot be fully taken into account when sched-
uling. For example, this is important for accurate model-
ling of power losses due to corona discharge on overhead
lines when optimizing voltage and reactive power modes.

Operational control devices (e.g., Siemens) are impor-
tant elements in the automation of power systems during
blackouts. They contribute to the efficient management of

energy resources and increase grid reliability. Due to their
flexibility and the ability to integrate with modern tech-
nologies such as the Internet of Things, these devices al-
low for adaptation to changes in production processes and
technological conditions. This ensures a quick response to
market changes and increases the efficiency of energy sys-
tem management.

Any energy grid in the world has a certain drawback,
which is the possibility of rapid spread of abnormalities in
one part of the system, which can lead to so-called systemic
accidents, cutting off power to consumers over large areas.
Experience has shown that the most effective way to pre-
vent such accidents is to improve power system manage-
ment. This management is usually divided into two main
classes: operational dispatch and automatic. Since acci-
dents in power systems develop very quickly, the human
factor in dispatch control often does not have time to cope
with the tasks that arise, so automatic control plays an im-
portant role, complementing the actions of the operator.

The voltage regulating device is mounted on trans-
formers with a voltage of 35 kV and above, located on the
neutral of the high-voltage winding. This results in the
number of turns in the high-voltage winding exceeding the
number of turns in the low-voltage winding. When switch-
ing, a lower current is connected than on the low voltage
side. Connecting voltage regulators to the grounded neu-
tral at high voltage significantly reduces the insulation
requirements of the regulator, providing smoother regula-
tion. A simplified switching diagram for a two-tap trans-
former branch is shown in Figure 2.

On the high voltage side of the transformer, there are
regulated, and unregulated windings connected in series.
Both windings are in the same magnetic circuit, which also
contains the low voltage winding. The regulated winding
has a control range of 9% to +12% or +16% of the nominal
voltage Unom, with a control step of 1.5% or 1.78%, which
can cover 12, 16 or 18 steps. The tap changer consists of
two switches, two contactors and a current-limiting reac-
tor. The current in the high voltage winding passes through
the reactor in opposite directions, which ensures low mag-
netic flux and low reactor resistance.
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Figure 2. Voltage control circuit for transformers with two windings
Note: HV - high voltage, LV — low voltage, C1 and C2 - commutators, R - regulating device, P1 — primary winding, P2 —

secondary winding

Source: compiled by the authors based on G. Liobikiené et al. (2024)

System automation (power system automation) has
several specific features that distinguish it from general
industrial automation. The main feature is that system au-
tomation devices do not operate autonomously. Although
they may be structurally autonomous, their operation is
closely linked through processes in the power system, and
they affect both the power system as a whole and each oth-
er’s operation. Taking into account the state of the elec-
tricity sector and current global trends, Ukraine’s Energy
Strategy for the period up to 2050 sets several key goals.
These include achieving the maximum level of climate
neutrality, renewal, and modernization of energy infra-
structure, increasing the efficiency of resource use in the
energy sector, comprehensive integration with the Europe-
an Union markets and ensuring the efficient functioning
of domestic markets. It also focuses on the development
of alternative energy sources, new products and innovative
solutions in this area. In March 2024, as a result of mis-
sile attacks by the Russian army, thermal power facilities
and hydroelectric power plants, which played an important
role in maintaining the balance of the power system during
peak loads, were severely damaged. On 31 March, Ukraine’s

power system recorded a surplus of capacity due to the ac-
tive operation of solar power plants, which avoided a power
shortage, according to the Ministry of Energy (Liobikiené et
al., 2024). Thus, the development of decentralized renew-
able energy is becoming an important area for minimizing
blackout risks in Ukraine that may arise as a result of new
attacks on energy infrastructure by the Russian military.

DISCUSSION

The transition of power systems to the Smart Grid concept
requires solving several key tasks, including those related
to improving the power flow management system in elec-
tricity networks. Managing power flows is critical to en-
suring stable and efficient operation of the power system,
especially given the growing number of renewable energy
sources and changes in the demand structure. Automat-
ed power flow management systems allow Smart Grids to
control the transmission of electricity between different
parts of the grid in real-time. This allows for prompt re-
sponse to changes in load, redistribution of energy flows,
minimization of losses and avoidance of overloading of
individual lines.
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The results of the study confirmed that the main
mechanism underlying the advanced power flow manage-
ment system is to ensure a balance between electricity
generation and consumption. This is achieved by automat-
ically regulating power flows in real-time, considering the
dynamics of demand and changes in generation, including
from renewable sources. These results indicate that within
the Smart Grid concept, balancing is carried out using in-
telligent forecasting algorithms that take into account the
variability of consumption and generation, especially in
the context of renewable energy sources such as solar and
wind power plants.

Similar conclusions were reached by T. Kurbatova et
al. (2024) and ].S. Rios et al. (2024), who provided in their
studies an overview of the most common methods of pow-
er flow management. Their analysis considered both active
powers consumed by users and reactive power, which plays
a key role in maintaining a stable grid voltage. These meth-
ods are key in the Smart Grid, where advanced optimization
solutions are used to ensure a balance between active and
reactive power, which helps prevent overloads and improve
grid stability. The authors discussed methods where one of
the key challenges of Smart Grid is the integration of vari-
ous energy sources, including distributed generation such
as solar panels and wind turbines, into the overall power
system. This allows for greater flexibility and resilience of
the grid, promoting more efficient use of renewable energy
sources and reducing dependence on traditional generators.

The study found that the integration of renewable en-
ergy sources creates additional challenges for managing
power flows. This is due to the fact that the generation
from such sources is unstable, and the distribution of ener-
gy needs to be constantly adjusted.

The authors F. Khan & A. Rapposelli (2024), and
N. Naseri et al. (2024), in their studies, emphasize that
Smart Grid provides automated control of energy flows
with minimal energy losses. The system uses modern al-
gorithms and technologies for flexible energy distribution,
which allows for an effective response to changing demand
and variations in generation, including from renewable
sources. Such a comprehensive Smart Grid provides dy-
namic load management in different parts of the power
system. Their results point to the lack of effective demand
management in power systems. This can be addressed by
Demand Response technologies, which allow consumers to
adjust their electricity consumption in real-time according
to the current load on the grid.

In the context of resilience research, this approach
helps prevent grid overloads and maintains the stability of
electricity supply even during peak periods. Through the
use of appropriate devices, Smart Grid can create microg-
rids that can function both independently and in integra-
tion with the main grid. In real life, this reduces the load on
the main grid and improves its resilience to emergencies.
Monitoring the management of energy flows in microgrids
ensures efficient load regulation and stability of operation
even in critical situations. With improved monitoring and
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management of energy flows, Smart Grid can reduce en-
ergy losses during transmission. This study highlights the
importance of power system analysis, which becomes par-
ticularly important when distances are long, or the network
is congested. The analysis of these parameters contributes
to a deeper understanding of the mechanisms that influ-
ence effective management, which significantly improves
the overall energy efficiency of the system.

Research in this area was also conducted by P. Manee-
juk et al. (2024), S. Abdelkader et al. (2024) and M.A. Sayed et
al. (2024). They created a new mechanism that provides
high control accuracy, while improving the power flow con-
trol system within the Smart Grid includes comprehensive
cybersecurity measures. This is crucial to protect the in-
frastructure from potential cyberattacks that could cause
serious disruptions to the power grid and to guarantee a
stable and reliable energy supply in the face of growing
threats. Their work has highlighted the need for integra-
tion, as these systems are digitally based and interact with
different elements of the grid via the Internet. Therefore, it
is important to ensure reliable protection against cyber-at-
tacks that could adversely affect the management of power
flows and the stability of the power system. This approach
not only ensures effective hardening of the power system,
but also allows Smart Grid to not only improve the reliabil-
ity and resilience of power grids, but also to provide more
efficient management in the face of variable demand and
the integration of renewable energy sources. It also helps
to reduce energy costs and improve overall energy efficien-
cy, which in turn helps to ensure the stability and cost-ef-
fectiveness of the power system. Ukraine’s distribution
grids, which operate at voltages ranging from 0.4 to 35 kV,
play a critical role in providing electricity at all levels, from
households to industrial facilities (Serdyuk et al., 2024).

Low-voltage networks (0.4 kV) supply electricity di-
rectly to end users, including households and small busi-
nesses. The electricity supply process includes transform-
er substations that reduce the voltage to a level suitable
for consumption. Medium-voltage networks (10-35 kV)
in this study are responsible for supplying electricity to
large areas and industrial facilities. They are responsible
for transporting electricity from transformer substations to
low-voltage distribution systems, ensuring efficient distri-
bution of electricity at the local level. This allows energy to
be delivered to end-users such as households, commercial
and industrial facilities, and maintains the stability and re-
liability of the electricity supply.

The study by F. Alasali et al. (2024) and A. Bebboukha et
al. (2024), like the present study, focus on substations that
provide further voltage reduction. The authors note that
distribution networks guarantee a reliable and stable elec-
tricity supply for all consumer groups. Observations have
shown that these networks are critical for the transmission
of electricity from large generators to end users.

The results showed that these networks distribute the
electrical power received from large transformer substa-
tions to smaller areas according to the needs of consumers.
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Distribution networks equipped with monitoring and con-
trol systems to ensure uninterrupted power supply and
rapid response to emergencies were analysed. Consequent-
ly, many distribution networks in Ukraine are in need of
modernization due to old equipment that can impair their
reliability and efficiency. This study notes that the increas-
ing number of renewable energy sources, such as solar and
wind power plants, requires the adaptation of distribution
networks to integrate new sources and manage their vari-
able generation. The present study notes that with the de-
velopment of digital technologies for monitoring and con-
trolling power grids, there is a growing need to strengthen
cybersecurity to protect grids from potential cyberattacks.
One of the main ways to improve energy efficiency is to
modernize existing systems and introduce the latest power
management technologies. This involves the use of modern
solutions to reduce energy losses, optimize power distribu-
tion and improve the overall efficiency of the energy system.
V.-L. Trinh & C.-K. Chung (2024) reached similar con-
clusions using a different method. They investigated the
impact of introducing Smart Grid technologies that help
optimize energy flow management, integrate renewable en-
ergy sources, and provide increased resilience and efficien-
cy to distribution networks through various mechanisms. It
found that the creation of microgrids that can operate both
autonomously and in integration with the main grid helps
to improve reliability and reduce the load on central sys-
tems. Strategies and recommendations have been devel-
oped that emphasize the critical importance of distribution
networks for the stability of the national energy system.
They point to the need for continuous improvement and in-
novation to ensure efficient and reliable electricity supply.
Overall, the results of the study make a significant
contribution to the understanding of transformers and
load-following autotransformers, which are key elements
of power grids. They play a key role in ensuring the sta-
bility and efficiency of the system, allowing voltage regu-
lation without the need to disconnect the load. To ensure
reliable operation of transformers and autotransformers, it
is necessary to implement modern diagnostic and moni-
toring systems. The study showed that modern diagnostic
systems allow for real-time monitoring of equipment con-
ditions, including temperature conditions, insulation wear,
oil quality, and the state of the tap changer (TC) contacts.
Measures such as the use of these technologies help to
detect potential malfunctions at an early stage and prevent
accidents, which reduces operational risks. In addition, it
helpstoimprove overall systemreliability and extend equip-
ment life. It has also been found that to maximize trans-
former performance, it is necessary to create conditions that
ensure optimal operation. This includes maintaining prop-
er temperature conditions, regular maintenance checks,
and the use of advanced load management techniques to
improve the efficiency and reliability of the equipment.

CONCLUSIONS

It has been found that poor regulation of disruptions in
the normal functioning of power grids leads to a number of
negative social and economic phenomena. These include
not only a decrease in the efficiency of energy supply, but
also an increase in the cost of restoring systems, which in
turn can lead to higher tariffs for consumers.

The study also confirmed that compliance with stand-
ards is critical, in particular, in the context of regulating the
primary bus voltage at power plants and substations that
use regulated reactive power compensation. Currently, this
practice remains less widespread than it could be, which
can have a negative impact on the overall stability and re-
liability of the power system. The lack of proper control
over these parameters can lead to voltage fluctuations, in-
creased energy losses, and increased risks of emergencies.

The study analysed and examined the impact of the age-
ing effect on various components of electric power systems
(EPS), including primary motors, generators, transformers,
power lines, various power consumers and other main and
auxiliary equipment. It is the study of how these elements
are interconnected within the processes of electricity
generation, transmission, distribution, and consumption.
Research in this area is focused on optimizing modelling
processes and developing solutions that will help overcome
these negative phenomena, in particular through the in-
troduction of smart grids. To date, regular monitoring and
maintenance has shown that interruptions in power supply
led to underproduction, lower quality, defective products,
cost overruns or underutilization of resources. It can also
cause equipment to break down in both industrial plants
and residential buildings, causing significant losses to the
economy. Regular training in modelling optimal switching
schemes for power grids has played an important role in
improving the efficiency of blackout management. This not
only provides a more cost-effective approach to managing
electricity supply, but also makes modelling methods more
promising than traditional approaches.

Further research in this area could include the devel-
opment and testing of new methods and technologies for
modelling optimal switching schemes for Ukraine’s power
grids during a blackout in a single city. This includes im-
proving management techniques that ensure reliability
and efficiency in blackout situations, as well as integrating
new solutions that minimize risks. An analysis of the im-
pact of this method shows that it requires relatively low
costs, which is especially important in the context of grow-
ing electricity consumption.
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MopaenioBaHHSA ONTUMalNbHOI CXeMU NepeMUKaHHS eNleKTPoMepeX YKpaiHu
nip yac 6nekayty B ogHoMy MicTi/perioHi

AHoTaUifA. MeTa JOCTiIKeHHS oisraaa y po3po6iii eheKTUBHMX aITOPUTMIB i cTpaTeriit ajist MiHimisallii HeraTMBHMX
HACJTiIKiB aBapiliHMX BiIK/TIOUEHD €JIEKTPOeHeprii. Bys0 po3po6/ieHO MeTOI0MOTi10, SIKa BM3HAYa€ KPOKM Ta MPOLIeCu
1151 eeKTMBHOTO MOZJEMIOBAHHS Ta Bi6Opy ONTUMAIbHUX CXeM IepeMMUKaHHS elIeKTPOMepeX, 110 3/IaTHi 3a6e3MeunT
CTabiIbHICTh €eHeprornocTavyaHHs Ta MigABUIIUTHU CTiMKiCTh Mepexi i yac 61ekayTy B OKpeMoMy MicTi abo perioHi. ¥
pe3ynbTaTi JoTiIKeHHS 6y/10 PO3p0O6IIeHO 7 yIOCKOHATIEHO CXeMy ITlepeMMKaHHSI eJIeKTPOMepPesK IJ1s1 BUKOPUCTAHHS B
YMOBaX BOEHHMX Ta iHIIMX KPU30BUX CUTYaliii. [[poBefeHO BUBUEHHS MOXK/IMBUX CLieHapiiB BiK/II0UeHHS eleKTpOoeHeprii,
10 A03BOJIMJIO BpaxyBaTy pPi3Hi BapiaHTM pearyBaHHS Ta 3a6e3MeuynTy MakCUMaabHy e(PeKTUBHICTb i HamiliHiCTh
€HepronoCcTavyaHHs ITiJ yac aBapiiiHux cuTyarliii. Ha ocHOBi JaHUX, 3 ypaxyBaHHSIM JOIATKOBMX acIeKTiB 6e3meku Ta
HaxitHoCTi Mepeski, 6yaM BM3HAUYEHI ONTUMAaAbHI MapIIpyTH Mepenadi eeKTpoeHeprii, po3TairyBaHHS pe3epBHUX
Ikepest skuBiieHHs. Kpim Toro, 6y/10 mpoBefieHo OI[iHKY PU3UKiB i 3ab6e3reueHHs CTabiibHOI po6OTH CHUCTeMU TIif, yac
KPU30BUX CUTYALliif, [0 JO3BOJIMJIO MTiABULINUTH ii CTiMKiCTh A0 MOKIMBUX 3601B. AHAJTi3 iCHYIOUMX METOiB, TAKUX SIK pyYHE
TepeMMKaHHS MepeX, BUKOPMCTaHHS aBTOMaTU30BaHMX CUCTEM Ta 3a/lyUYeHHS] Pe3ePBHUX JyKepeJsl )KUBJIeHHS, J03BOIUB
BM3HAUMTHM TepeBaru Ta HeJ oMKy KOKHOTO MiIX0My 11 3a6e311eUeHHsI CTabiIbHOTO eIeKTPOIIOCTauaHHS il uac bekayTy
B OTHOMY MicTi a60 perioHi. Y pe3yibrati 6y/10 BCTAHOBJIEHO, 10 3aBASIKM ONTMMi3allil cXeMy repeMUKaHHS MepeXxi MOKHa
MiHIMi3yBaTy LIKOLY BiJ| BiAK/IIOUeHb elekKTpoeHeprii. Takox Oy/u BU3HAUEHi IlepeBary Ta HeJoMiKy Pi3HUX IMiIX0/iB, i
pe3yabTaTy LOC/iIKeHHS MMiJTBepANU/IN, 1[0 ONITUMa/IbHa CXeMa IlepeMMKaHHS elleKTpoMepeski 3HaUHO 3MeHIITy€e TPUBAJIiCTh
BiIK/IIOUEHHS eJIeKTPOeHePrii

Knio4oBi cnoBa: eHepreTuyHa CTiiiKiCTh; aBapiiiHe YIpaB/iHHS; Pe3epBHi IKepesa KMUBJIEHHS; aHasli3 BiJKIIOUeHb;
eHepreTMYHi KpM3K; yIIpaB/liHHS HaBaHTa)KeHHSIM
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