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Mathematical modelling of acoustic leakage channels
in cyber-physical systems

Abstract. Acoustic leakage channels are among the most underestimated threats to cyber-physical systems, since their
occurrence is caused by complex wave processes that are difficult to capture using traditional control tools. The aim of
the study was to develop and experimentally verify integrated approaches to modelling, identification and neutralisation
of acoustic leaks based on a combination of wave models, active compensators and predictive systems. The methodology
was based on 40 numerical experiments performed on four groups of models with subsequent repeated runs to ensure
statistical reliability of the results. Significant differences were found between the four groups of wave models: the
basic configurations (38-46 dB, 4-7% variance) were the simplest; the vibration scenarios formed 3-6 resonances with a
variance of up to 18%; and the ultrasonic ones appeared to be the most critical (18-38 kHz, 71-89 dB, up to 11 resonances);
the acousto-optic models demonstrated mixed time-frequency profiles with a variance of 16-24%. Among the active
neutralisation methods, white noise showed the lowest efficiency (11-14 dB), while narrowband masking provided 19-23 dB,
and Adaptive Noise Cancelling (ANC) achieved the best performance (34-39 dB, stability 96-97%, detection time 0.4-
0.7 s). Among the predictive models, Long Short-Term Memory (LSTM) showed the best results (latency 0.42-0.55 s,
stability 93-96%, reconstruction error 6-8%), while autoencoders were the least accurate (10-14%). The integral safety
index reflected a clear stratification of risks: basic models — 0.62; vibration — 0.71; acousto-optic — 0.79; ultrasonic — 0.84.
Statistical analysis confirmed the significance of the differences between all groups (p<0.01) and the formation of two
clusters of danger. The practical significance of the study lies in the creation of an integrated method for detecting and
suppressing acoustic leaks, which can be directly applied when designing security systems for cyber-physical complexes
to reduce the risk of covert attacks and increase resistance to multi-frequency influences
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INTRODUCTION

Therelevance of the study is due to the rapid growth of the role
of cyber-physical systems in critical infrastructure, industrial
technologies, energy, transport and the defence sector. Deep-
ening the integration of sensor, computing and communica-
tion components increases the dependence of such systems
on the physical manifestations of information processes. The
inconspicuous but technically most dangerous vectors of
privacy violations include acoustic leakage channels, which
are capable of converting vibrational, air, ultrasonic, infra-
sonic and acousto-optic signals into hidden data carriers.

The increase in the accuracy of sensors, the availability
of microphone arrays and the development of spectral anal-
ysis methods create conditions under which even insignif-
icant acoustic vibrations are able to carry confidential in-
formation, which significantly increases the requirements
for the mathematical description, modelling and predic-
tion of the parameters of such channels. In this context,
the results of V. Korniienko et al. (2022) demonstrated that
modulated wave transformations that occur in optical and
electronic elements of cyber-physical systems are capable
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of forming structured trajectories of potential leakage, and
it is these processes that require formalised modelling to
predict their behaviour accurately. The authors drew atten-
tion to the fact that wave interaction between subsystems
must be taken into account when building mathematical
models of protection.

The features of mixing acoustic, electromagnetic and
vibrational components are highlighted by A. Oleynikov et
al. (2025), who showed that even weak nonlinear signal
deformations can form hidden informative channels. Their
analysis of spectral features demonstrated that extended
models of time-frequency dynamics are required to detect
such channels. The structural organisation of layered opto-
electronic systems, where acoustic waves undergo sequen-
tial transformations, is presented by N. Dzyanyi (2025). The
researcher emphasised that the behaviour of the signal
depends on the resonances in each of the material layers,
which requires a multi-level description.

The analysis of the propagation of acoustic pulses
in technical networks, presented by V. Wong & J.A. Mc-
Cann (2021), demonstrated the dependence of the ampli-
tude-frequency characteristics on the infrastructure con-
figuration. The authors emphasised that the adaptation of
such models to security needs allows the identification of
the conditions for the emergence of leakage channels. The
stochastic nature of side channels, considered by W. Lu-
cia & A. Youssef (2021), indicates that random environ-
mental disturbances can significantly affect signal stabil-
ity. The introduction of probabilistic parameters into the
model allows for a more accurate assessment of leakage
risks and prediction of vibration propagation trajectories.
Side channel models reproduced by data analysis methods
are presented by S. Chhetri & M. Al Faruque (2020), who
demonstrated the effectiveness of time-frequency map-
ping of acoustic signals to reconstruct system behaviour.
The proposed approach enhances the accuracy of simu-
lations by combining physical parameters and machine
analysis. Deep acoustic anomaly detection, described by
Z. Shi et al. (2023), confirms that Long Short-Term Mem-
ory (LSTM) architectures are able to capture even minimal
deviations in waveforms. The researchers emphasised that
such an approach provides early detection of leakage in
conditions of variable noise background.

Formal methods for synthesising side channel anal-
ysis, proposed by J. Wang et al. (2021), demonstrate the
possibility of systematically describing signals that can be
used for leakage. The authors showed that algorithms with
correctness guarantees allow the minimisation of errors
during threat classification. An assessment of the robust-
ness of cloaking techniques in cyber-physical systems by
S. Park et al. (2025) showed that acoustic manifestations
can be recovered even with complex cloaking schemes. The
results highlight the need for extended models that take
into account secondary oscillations. Algorithmic approach-
es to anomaly detection in multi-sensor networks reviewed
by R. Pinto et al. (2022) confirm the ability of real-time sys-
tems to capture weak acoustic disturbances. The authors
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proved that the integration of the sensory and communi-
cation layers is a key condition for informative monitoring.

An integrated model for countering physical attacks,
proposed by S. Wu et al. (2022), takes into account the role
of acoustic characteristics in the threat profile. The results
demonstrate that combining signal analysis with control
methods increases the accuracy of recognising dangerous
scenarios. The systematisation of deep learning methods
for analysing physical channels, performed by S. Picek et
al. (2023), shows the promise of neural network approach-
es for reconstructing complex wave structures. The authors
emphasised that the combination of mathematical mod-
elling with deep algorithms forms the basis for advanced
diagnostics of acoustic threats. A coordinated analysis of
the above sources confirmed that acoustic leakage channels
are a multidimensional phenomenon that combines physi-
cal, stochastic and informational properties. Therefore, the
construction of a universal mathematical model requires
the integration of wave physics, sensor monitoring data and
machine signal analysis in a single formalised description.

The aim of the research was to develop and verify inte-
grated methods for modelling, detecting and neutralising
acoustic leaks through a comprehensive analysis of wave
models, active silencing methods and intelligent predictive
systems. The main objectives of the research were: to de-
termine the parameters and structure of a universal mod-
el of acoustic leak channels; to develop mathematical and
simulation methods for active protection against acoustic
influences; to clarify the criteria and procedures for assess-
ing the effectiveness of protecting cyber-physical systems
from acoustic leaks.

MATERIALS AND METHODS

The theoretical and modelling study was carried out in
March-June 2025 using the methods of system analysis,
wave physics and computer modelling of acoustic process-
es in cyber-physical systems. The modelling was conducted
under stable conditions (temperature 22 * 1.5°C, pressure
0.1 MPa, frequency range 10-40 kHz, fixed boundary condi-
tions for solid and air media), which ensured reproducibili-
ty of the parameters and excluded the influence of external
acoustic vibrations. Four groups of models were formed
for the work, covering the main types of acoustic leakage
channels: air, vibration, ultrasonic and acousto-optic.

The first group represented the basic wave models of
acoustic propagation without considering secondary ef-
fects, using Helmholtz equations and classical equations of
vibroacoustics. The second group included models of signal
transformation in structural elements of cyber-physical sys-
tems, which took into account mechanical resonances of cas-
ings, standing waves, interference effects and signal modula-
tion on electronic nodes. The third group of models was based
onastochastic description of acoustic channels using random
perturbations, white and pink noise, as well as parametric
variations of materials, which allowed estimation of proba-
bilistic leakage trajectories. The fourth group combined ana-
lytical models with machine learning algorithms using Long
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Short-Term Memory (LSTM), a network with Gated Recurrent
Units (GRU) and autoencoders, which made it possible to re-
produce complex time-frequency dependencies and predict
the appearance of channels in real time. For each group, 10
test scenarios (n=40) were formed, which ensured represent-
ativeness and the possibility of correct comparison of results.

All simulations were performed in COMSOL Multi-
physics 6.2 and MATLAB/Simulink 2024a using the Acous-
tics, Structural Mechanics and Signal Processing mod-
ules, which allowed modelling the interaction of acoustic
waves with material surfaces, electronic components and
composite structures. The Solid Mechanics ANSYS Fluent
module was used to model vibration processes, taking into
account the parameters Young’s modulus, Poisson’s ratio
and damping. Ultrasonic channels were analysed taking
into account nonlinear effects, harmonic distortion and
frequency dispersion. Simulation data were collected using
Python 3.12 with the PyAcoustics acoustic package and the
librosa digital signal processing suite, which provided a uni-
fied structure of data arrays for subsequent time-frequency
analytics. Time-frequency analysis was used as a key tool
to identify structural patterns of acoustic leaks. The anal-
ysis included short-time Fourier transform, spectrogram
construction, wavelet decomposition, estimation of har-
monic distortions, stochastic impurities and mixed modes
of acousto-optic interaction. Time-frequency analysis pro-
vided the selection of informative features for machine
learning (ML) models and allowed determination of local
resonant peaks, amplitude fluctuations and phase shifts
that form the structure of covert channels. Four approach-
es were used to model active protection means: white noise
generation, narrowband noise generation, antiphase signal
compensation and adaptive suppression. During the analy-
sis of protection protocols, the parameters of noise spectral
density, the degree of leakage attenuation, the stability of
the compensating signal and the sensitivity of the system
to frequency changes were evaluated.

To objectively assess the effectiveness of the models,
international standards in the field of side-channel anal-
ysis and protection of cyber-physical systems were used,
in particular ISO/IEC No. 30147:2021 (2021) and ISO/IEC
No. 30149:2024 (2024). The metrics included the leakage
attenuation coefficient, the proportion of undetected sig-
nals, the average channel detection time and the efficien-
cy of wave profile reproduction. Additionally, the integral
Acoustic Security Evaluation Index (ASEI) criterion was
used, which summarised the modelling results by three
groups of indicators: the accuracy of wave process repro-
duction, the quality of detection of acoustic leakage chan-
nels and the efficiency of active methods for their neutral-
isation. ASEI was calculated for each of the 40 scenarios,

Dominant Amplitude of

Model type

Table 1. Key wave propagation parameters and the nature of leakage channels in four groups of models (n=40)
Number of

after which all values were normalised in order to correctly
compare different types of models within a single metric.
For this, the following integral dependence was used (1):

ASEI — l (Amodcl_Amin + Ddctcct_Dmin

Pprotect=Pmin
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where A, ,, denoted the accuracy of wave process mod-
elling, D, corresponded to the quality of acoustic leak
channel detection, P, .. characterised the effectiveness
of active neutralisation methods, and for each variable its
minimum (A,;,,D,ioPoi) and maximum (A ,,,D
values were used for normalisation within the interval [0;
1], which ensured correct integration of different parame-
ters into a single safety index.

Statistical analysis was performed in MATLAB 2024a
using one-way analysis of variance (ANOVA) to detect in-
tergroup differences and the Mann-Whitney U-test to test
the significance of differences in samples that do not corre-
spond to a normal distribution. To ensure statistical relia-
bility, each modelling scenario was performed three times,
after which the results were averaged with the formation of
95% confidence intervals, which minimised the influence
of stochastic fluctuations. The obtained normalised ASEI
values allowed us to quantitatively assess the effectiveness
of different groups of models and identify the parameters
that pose the greatest risks to the security of cyber-physi-
cal systems in the event of acoustic leaks.

max? Pmax)

RESULTS

Parameters of acoustic leakage channels

in four groups of models

Reproduction of the behaviour of acoustic leakage chan-
nels in cyber-physical systems demonstrated that different
groups of models form distinct wave profiles, which are
manifested through characteristic frequency ranges, ampli-
tude variations, resonant peaks and dispersion features. Ba-
sic wave models, built on Helmholtz equations and classical
vibroacoustic theory, provided the initial configuration for
evaluating the fundamental propagation mechanisms, al-
lowing the separation of the primary leakage channels from
the secondary transformations. In the air environment,
the waves formed stable zones of standing oscillations in
the lower frequency range, while in the vibration models,
mechanical resonances of the body elements dominated,
creating additional signal modulation paths. Ultrasonic
scenarios revealed nonlinear effects and frequency disper-
sion typical of high-frequency leakage channels, whereas
acousto-optic models showed the formation of combined
wave modes in which optical and electronic components
interacted with acoustic perturbations to form mixed mod-
ulation trajectories. The results are summarised in Table 1.

e Standing waves (presence/intensity)

frequency, Hz oscillations, dB resonance peaks level, %
Basic wave 210-480 38-46 1-2 4-7 Pronounced, low intensity
Vibrating 120-950 52-68 3-6 11-18 Pronounced, medium intensity
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Continued Table 1.
Dispersion

level, % Standing waves (presence/intensity)

Ultrasonic 18000-38000 71-89 5-11

22-31 Weak, high-frequency modes

Acoustic and optic | 7500-14000 48-61 4-7

16-24 Fragmented, unstable

Source: calculated by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa

The observed values demonstrate that the basic wave
models provide the most predictable wave propagation
profile, while the structural vibration channels dramat-
ically enhance the amplitude through modal resonances.
Ultrasonic scenarios reveal the potential for high-frequen-
cy latent leakage with pronounced nonlinearity, which
makes it difficult to detect them using standard methods.
Acousto-optic models form hybrid mechanisms in which
acoustic oscillations are modified by optical modulations,
creating complex time-frequency patterns that significant-
ly increase the risk of latent channels in cyber-physical
systems. The depth of wave distortions, resonance peaks
and the nature of dispersion allowed us to identify the
most dangerous frequency bands and channel types, which

will determine the further effectiveness of detection algo-
rithms and active protection.

Time-frequency structure of signals

and stochastic leakage trajectories

Time-frequency analysis showed that the spectral profiles
of acoustic channels are formed by a combination of wave
mechanisms, material parameters and stochastic distur-
bances. The study of the time-frequency structure of sig-
nals made it possible to trace how the interaction of wave
mechanisms, material properties and stochastic distur-
bances forms a unique spectral trace for each acoustic chan-
nel. To summarise the results, the calculated parameters
of the main groups of scenarios are presented in Table 2.

Table 2. Generalised time-frequency parameters of acoustic leakage channels (n=40)

Dominant Average energy

Scenario type

Harmonic

Stochastic variability

Type

range, Hz density, dB distortion, % (white/pink noise), % of interference
Air 10-650 32-44 2-4 6-9/11-15 Weak, linear
Vibrating 120-1200 48-67 5-9 9-12/14-18 Case models
Ultrasonic 18000-38000 71-89 11-17 4-7/12-16 Multi-component
Acoustic and optic 7500-14000 52-63 7-12 8-11/15-20 Mixed, fragmented

Source: calculated by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa

As can be seen from Table 2, the time—frequency char-
acteristics of acoustic channels demonstrate a clear strat-
ification by model type: airborne scenarios form the most
stable spectrum with minimal harmonic distortions (2-4%)
and relatively low stochastic variability, whereas vibration-
al modes sharply increase the energy density of the signal
and generate body modes that enhance interference. Ultra-
sonic channels with a range of 18-38 kHz demonstrate the
highest energy concentration (up to 89 dB) and the maxi-
mum level of nonlinear distortions (11-17%), which makes
them the most sensitive to changes in mechanical and ma-
terial parameters. Acousto-optic models form a mixed pro-
file with fragmentary interference and increased stochastic
variability — a characteristic consequence of the interac-
tion of acoustic waves with electron-photon components.
The combination of these characteristics confirms that the
most risky leakage channels are formed precisely in the ul-
trasonic and acousto-optical regions, where wave process-
es exhibit the greatest instability and spectral saturation.

Figure 1 summarises the time-frequency spectrograms
for 40 simulation scenarios, which reflect the dominant
frequency components, the nature of standing waves, the
degree of interference and the variability of stochastic leak-
age profiles. Additionally, the constructed spectrograms

demonstrate transitions between low- and high-frequen-
cy regimes, which allows us to trace the formation of local
energy maxima in different types of channels. Noticeable
changes in the spectral density over time indicate the dy-
namic nature of stochastic disturbances, which significant-
ly affect the stability and shape of the wave profile. Such a
structural picture allows comparison of the scenarios with
each other and enables the assessment of which frequen-
cy ranges form the greatest risk of acoustic leakage. The
presented spectrograms clearly demonstrate the formed
time-frequency structure of the acoustic leakage channels
for all 40 scenarios, in which the key patterns determined
by the modelling are traced. Within the operating range of
10-40 kHz, low-frequency structural components character-
istic of air channels are clearly visible, as well as high-fre-
quency shifts inherent in ultrasonic and acousto-optic
scenarios. Lower frequencies form stable nodes of stand-
ing waves, while in the upper ranges complex interference
structures with numerous harmonic impurities appear, in-
dicating the multicomponent nature of the wave interac-
tion. Stochastic models with white and pink noise allowed
us to obtain spectra close to the real operating conditions
of cyber-physical systems: white noise created a uniform
energy background on which local resonant maxima stood
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out sharply, whereas pink noise formed spectrally “heavier”
low-frequency regions with gradual energy attenuation at
high frequencies. In scenarios with parametric changes in
case materials, even minor variations in mechanical char-
acteristics (3-5% of the nominal values) caused noticeable
spectral shifts. A shift of formants by 150-300 Hz and an in-
crease in amplitude fluctuations by 8-12% were recorded,
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which indicates a high sensitivity of the channels to ma-
terial inhomogeneities. Standing waves formed localised
frequency “islands” that remained stable throughout the
entire simulation time interval. Interference effects con-
tributed to the emergence of combined modes, in which
high-frequency oscillations were superimposed on slow
wave structures, forming complex time-frequency patterns.
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Figure 1. Time-frequency spectrograms of the leakage channels for 40 scenarios
Source: constructed by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa

In ultrasonic modes, the level of harmonic distortion
reached 11-17%, accompanied by the appearance of second-
and third-order harmonics and the formation of characteristic
horizontal bands in the spectrogram. Acousto-optic models, in
turn, revealed quasi-discrete energy emissions caused by the
interaction of acoustic waves with the electron-photon com-
ponents of the system, which formed discontinuous stochas-
tic leakage trajectories and made it difficult to predict their
behaviour. Scenarios with parametric variations of materials
demonstrated the shift of energy maxima and the reformatting
of spectral structures over time: this confirms that even minor
changes in mechanical properties can radically change the
leakage configuration. In general, the obtained data show that
the time-frequency profiles differ significantly between the
groups of models, and the most unstable and informatively rich
modes arise precisely in the ultrasonic and stochastic regions.

Comparison of simulation results

of active leak neutralisation means

The simulation of the operation of active compensators
showed that the spectral nature of the pressure fields
they create directly determines the level of leak attenu-
ation, suppression stability and system response speed.
The evaluation of four methods — white noise, narrowband
masking, antiphase compensation and adaptive noise
cancelling (ANC) - made it possible to trace how each ap-
proach interacts with the dominant channel frequencies,
resonant peaks and derived harmonic components. To en-
sure reproducibility, the results are structured in Table 3,
which presents the leak suppression index, the integral in-
dicator of the stability of the compensating signal and the
time of detection/neutralisation of the channel for all 40
simulation scenarios.

Table 3. Comparative parameters of four protection methods by Leakage Suppression Index,
Stability Index and detection time

Method

Leakage Suppression Index, dB

Stability Index, % Detection time, ¢

White noise 11-14 92-94 1.9-2.4
Narrowband noise 19-23 81-87 1.4-1.8
Anti-phase compensation 26-31 78-85 0.8-1.3
ANC 34-39 96-97 0.4-0.7

Source: calculated by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa

Comparison of the data in Table 3 showed that differ-
ent active neutralisation methods differ significantly in the
efficiency of leakage suppression. The lowest level of atten-
uation is provided by white noise - its maximum values do
not exceed 14 dB, while the highest indicator is demonstrat-
ed by ANC, reaching 39 dB. A similar pattern is observed
in the stability of the compensating signal: white noise
retains approximately 92-94%, but ANC reaches a peak of

97%, which indicates its ability to adapt to frequency shifts
without loss of efficiency. In terms of response speed, the
difference is even more pronounced: the neutralisation time
varies from 2.4 s in the case of white noise to only 0.4 s for
ANC, which provides the fastest leakage suppression among
all the considered methods. Such a comparison of extreme
values confirms that ANC combines the maximum level of
channel attenuation, the highest stability and the minimum
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response time. Narrowband noise and antiphase compen-
sation occupy intermediate positions, providing moderate
values of the leakage suppression index and neutralisation
rate, but remaining more sensitive to frequency deviations
and phase shifts. White noise, although forming a uni-
form background, is ineffective in resonant ranges, which
limits its practical value in complex wave configurations.

Summarising the results of modelling active means
of neutralising acoustic leaks, it can be stated that the ef-
fectiveness of countermeasures is determined not only by
the level of masking or energy attenuation of the signal,
but primarily by the ability of the method to adapt to the
frequency variability and wave characteristics of a par-
ticular channel. White noise provided only a basic level of
suppression and was not sufficiently effective in resonant
ranges. Narrowband masking showed higher efficiency but
excessive sensitivity to frequency shifts, which is why its
application requires high-precision calibration. Antiphase
compensation demonstrated the most transparent physical
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mechanism - direct destruction of pressure fields — but its
stability is limited by the requirements for precise phase
matching. In contrast, ANC combined high leakage sup-
pression efficiency (highest leakage suppression index),
short response time and exceptional resistance to para-
metric fluctuations of the environment.

Predictive capabilities of LSTM, GRU and autoencoders
in leak channel detection

Intelligent models demonstrated the ability not only to
reconstruct the time-frequency dependencies of acoustic
channels, but also to predict the appearance of a leak be-
fore its stabilisation in the spectrum. Analysis of 40 test
scenarios showed that recurrent LSTM and GRU architec-
tures, as well as deep autoencoders, form different trajec-
tories of wave profile reproduction and respond differently
to stochastic perturbations and interference effects. The
predictive characteristics of the models in leak channel de-
tection are presented in Table 4.

Table 4. Predictive characteristics of LSTM, GRU and autoencoders in detecting leakage channels (n=40)

Average prediction latency, s

Resistance to spectral shifts, %

Long-term reconstruction error, %

LSTM 0.42-0.55 93-96 6-8
GRU 0.47-0.63 88-92 8-11
Autoencoder 0.59-0.74 81-86 10-14

Source: calculated by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa

Table 4 shows that LSTM provided the lowest pre-
diction latency - 0.42 s, while the autoencoder has the
highest - 0.74 s, which immediately indicates the differ-
ent response speed of the models. In terms of resistance
to spectral shifts, the extreme values also belong to these
two architectures: LSTM reaches a maximum of 96%, while
the autoencoder demonstrates a minimum of 81%, which
indicates a significantly lower ability of the latter to adapt
to changes in the frequency profile. A similar trend is ob-
served in the reconstruction accuracy: the error in LSTM is
only 6%, whereas in the autoencoder it increases to 14%,
i.e., more than twice. GRU occupies an intermediate posi-
tion in all parameters, confirming its function as a compro-
mise model between LSTM and autoencoders.

0.96
0.94
0.92
0,9
0.88
0.86
0.84
0.82
0.8 |
0.78
0.76

Figure 2 summarises the results of a comparison of the
three models in terms of key parameters — signal recon-
struction accuracy (Waveform Reconstruction Accuracy),
forecast stability and sensitivity to short-term stochastic
spikes typical of high-frequency leakage channels. The
visualisation demonstrates a clear distinction between
the architectures: LSTM consistently maintains the high-
est accuracy values and the lowest variability in response
to spectral perturbations, while GRU forms intermediate
trajectories with a somewhat wider range of oscillations.
Autoencoders, in turn, show the largest amplitude of de-
viations, which reflects their increased sensitivity to local
energy differences and limited ability to maintain the long-
term context of wave processes.

2345678 910111213141516171819202122232425262728293031 323334353637 383940

B LSTM

GRU ® Autoencoder

Figure 2. Comparison of the accuracy of LSTM, GRU and autoencoders in predicting leakage channels
Source: constructed by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,

ANSYS Fluent, Python 3.12, PyAcoustics and librosa
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Analysis of the obtained data in Figure 2 showed that
LSTM demonstrates the highest ability to reconstruct
long-term dependencies: the Waveform Reconstruction
Accuracy was on average 91-94%, which is due to the deep
context preservation mechanism and effective filtering
of stochastic variations. The GRU model, despite its sim-
pler structure, showed comparable accuracy (87-90%), but
was less resistant to sharp spectral shifts that occurred
in ultrasound scenarios. Autoencoders provided the most
detailed reproduction of local spectral components, but
in long-term forecasting their efficiency turned out to
be lower (82-86%), which is due to the limited ability of
the model to retain information about the dynamics of
wave processes. The general structure of the results in-
dicates that the three tested architectures demonstrate
clearly different capabilities in reproducing wave profiles
and predicting the appearance of leakage channels. LSTM
consistently maintains high accuracy in most scenarios,
which indicates its ability to correctly interpret long-term
dependencies in time-frequency signals. GRU exhibits
similar dynamics, but with a slight decrease in accuracy in
scenarios with sharply pronounced dispersion and abrupt
amplitude transitions, which indicates the sensitivity of
this architecture to fast nonlinear disturbances. Auto-
encoders, although providing an acceptable level of re-
construction, demonstrate a noticeably wider amplitude

of accuracy fluctuations, especially in regimes where
combined modes and harmonic distortions are present.
This behaviour confirms their tendency to lose informa-
tion about local peaks and subtle structural features of
the signal, which makes them less reliable for predicting
high-frequency hidden channels. Taken together, the re-
sults indicate that LSTM is the most robust and adaptive
model for real-time operation, while GRU remains a com-
promise option, and autoencoders are more appropriate
to use as an auxiliary tool for preliminary screening of
poorly structured leakage scenarios.

ASEI integral safety assessment

and statistical verification of results

The ASEI Integral Safety Index made it possible to quanti-
tatively compare the effectiveness of four groups of models
by harmonising three critical parameters: wave modelling
accuracy, the ability to detect leakage channels and the ef-
fectiveness of active neutralisation agents. The obtained
ASEI values demonstrated a clear stratification of models
by safety level: from basic wave scenarios with limited re-
producibility to ultrasonic configurations that provide the
highest sensitivity and accuracy. The summarised results
calculated using (1) are presented in Table 5, which dis-
plays the average normalised ASEI values and 95% confi-
dence intervals for each group of models.

Table 5. ASEI for four groups of models with comparison of mean values and confidence intervals

Model group ASEI (Average) 95% CI lower limit 95% CI upper limit
Basic wave 0.62 0.58 0.65
Vibrating 0.71 0.68 0.75
Ultrasonic 0.84 0.81 0.88
Acoustic and optic 0.79 0.76 0.83

Source: calculated by the author based on simulation results in COMSOL Multiphysics 6.2, MATLAB/Simulink 2024a,
ANSYS Fluent, Python 3.12, PyAcoustics and librosa (n=40 x 3) based on ISO/IEC No. 30147:2021 (2021) and ISO/IEC

No. 30149:2024 (2024)

As can be seen from Table 5, the highest ASEI val-
ues are inherent in the ultrasonic models (0.84), which
indicates their ability not only to accurately reproduce
wave dynamics, but also to provide the best indicators of
early leak detection and the effectiveness of protective
signals. Acousto-optic models demonstrate a relatively
high level of comprehensive safety (0.79), due to the in-
teraction of acoustic and photonic processes that create
informatively rich profiles. Vibration scenarios have an
average level of safety (0.71), which is associated with
modal instability and increased stochasticity of reso-
nances. The lowest ASEI is recorded in the basic wave
models (0.62), which reflects their limited ability to sim-
ulate complex hidden leak channels.

ANOVA confirmed statistically significant differences
between all groups of models (p<0.01), with the effect size
n? being 0.41, indicating a high influence of model type on
ASEI values. Post hoc analysis with Bonferroni correction
showed that each group was statistically different from
the others, but the largest contrast was observed between

the basic wave and ultrasonic scenarios (AASEI = 0.22)
and between the vibration and ultrasonic models (AA-
SEI=0.13). The non-parametric Mann-Whitney U-test con-
firmed this stratification, demonstrating the formation of
two clear clusters: the first — high ASEI values (ultrasonic
and acousto-optic models, U= 152-164, p<0.01), the sec-
ond - medium and low values (basic and vibration models,
U=118-129, p<0.01). Such clustering indicates significant
differences in the wave structure and information rich-
ness of the models, which determine their capabilities for
leak detection and suppression. Repeated three-fold sim-
ulations for each scenario showed minimal inter-iteration
variance (62<0.0043), and the width of the 95% confidence
intervals in Table 5 varies only within £0.03-0.04, which in-
dicates the stability of the integral estimates and the high
reproducibility of the results obtained. The preservation
of ASEI stability when changing the initial conditions and
environmental parameters further confirms that the esti-
mate is invariant to stochastic fluctuations and adequately
reflects the real differences between the models.
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As a result, the use of the ASEI integral index allowed
not only quantitative comparison of the performance of
different groups of wave models, but also identification
of the classes of acoustic channels that are most critical
from the perspective of cyber-physical system security.
The results demonstrate that ultrasonic and acousto-op-
tic models serve as the most informative basis for early
leak detection algorithms, whereas basic and vibrational
models require additional correction or strengthening of
compensating mechanisms. This approach forms a holistic
analytical platform for building optimised diagnostic sys-
tems and active neutralisation of acoustic leaks in modern
cyber-physical architectures.

The obtained results of complex modelling provide
grounds to assert that a multi-level approach to the anal-
ysis of acoustic leak channels — a combination of wave,
time-frequency, compensatory and intelligent models —
provides a significant increase in the accuracy of diag-
nostics and the effectiveness of active countermeasures.
Comparative analysis demonstrated that basic wave and
vibration scenarios can serve only as a starting point for
assessing the fundamental propagation mechanisms, while
ultrasonic and acousto-optical models form informatively
rich profiles that are critical for the early detection of hid-
den leaks. The study of active neutralisation methods con-
firmed the advantage of adaptive ANC compensation, which
provided the highest level of leak suppression and stability
across a wide spectral range. LSTM, GRU and autoencod-
er predictive models demonstrated a clear differentiation
in signal reconstruction accuracy, with LSTM consistently
outperforming the other architectures due to its ability to
retain long-term dependencies and effectively filter sto-
chastic disturbances. The ASEI integrated security index
confirmed the superiority of high-frequency ultrasonic and
acousto-optic configurations, while statistical verification
(ANOVA and Mann-Whitney U-test) demonstrated the reli-
ability of the differences between the model groups and the
stability of the obtained estimates. Thus, the application
of integrated wave, compensatory and machine methods
of leak analysis should be considered a key direction for
improving the security of cyber-physical systems, ensuring
scalability, technological reliability and high sensitivity to
covert channels in real dynamic conditions.

DISCUSSION

The evaluation of time—-frequency profiles of acoustic leaks,
the effectiveness of active compensators and the capabili-
ties of predictive models demonstrates that the formation
of covert channels in cyber-physical systems has a common
nature with other classes of side and injection effects de-
scribed in the modern literature. S. Gao et al. (2023) show
that attacks based on data injection can be successfully
masked within the dynamics of physical processes, arising in
the form of subtle but systematically organised deviations.

The data obtained in the study are consistent with the
conclusions of C. Niu & L. Wang (2021), in that models with
increased stochastic variability and more complex wave
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trajectories demonstrate increased sensitivity to changes
in environmental parameters and algorithmic influences.
This confirms that such structures are the most vulnera-
ble to external disturbances and require the use of more
adaptive data processing and analysis methods. The array
of simulated scenarios in this study showed that it is the ul-
trasonic and acousto-optical configurations that form pro-
files where local frequency or amplitude shifts act as trig-
ger features similar to sparse sensor attacks described by
Z.Zhao et al. (2022). Their work proves that attacks affect-
ing individual sensor components can remain unnoticed
without special reconstruction methods; similarly, in the
case of acoustic leaks, only models with long-term memo-
ry (in particular, LSTM) were able to adequately reproduce
complex time-frequency dependencies and predict the
emergence of a channel before its stabilisation. The simu-
lations obtained in the conducted study are also consistent
with the conclusions of S. Abbas et al. (2024), where the use
of graph neural networks made it possible to localise side
channels according to structural regularities of the signal.
In the spectrograms of acoustic leaks, structural “islands”
of standing waves and repeating interference patterns per-
formed a similar function as markers, which confirms the
importance of spatiotemporal analysis in detecting hidden
side effects. Q. Pan et al. (2022) showed that fuzzy infor-
mation-theoretic approaches are able to detect nonlinear
structures in side channels; this correlates with the data
obtained in this work on the need to analyse nonlinear
harmonics and high-frequency distortions, the magnitude
of which in the simulation reached 11-17%. More complex
scenarios, including acousto-optic models, have common
features with machine failures described by M. Taheri et
al. (2023), where their differentiation requires a combina-
tion of physical modelling methods and intelligent diag-
nostic systems. In the analysed data, such a combination
was provided by the integration of COMSOL/MATLAB
modelling and LSTM/GRU predictive networks.

The results obtained in this study show that the struc-
tural complexity and stochastic variability of acoustic
channels can be enhanced by additional modulating fac-
tors. In the work of A. Lu & G. Yang (2022), a similar trend
is described for sparse attacks, where the presence of ad-
ditional “side information” leads to the complication of
their internal structure. In the spectral profiles of acoustic
leaks, a similar role is played by high-frequency impurities,
which, when combined with low-frequency standing waves,
create complex combined modes that complicate detection
using classical algorithms. This explains why LSTMs, ca-
pable of retaining information about long wave chains,
demonstrated the highest accuracy in modelling. The gen-
eral trends obtained in the study are fully consistent with
the review work of S. Kim & K. Park (2021), which proved
that complex ML approaches are critically necessary for
real protection of cyber-physical systems from side chan-
nels, particularly under multi-frequency influences. In the
analysed time-frequency profiles, this was manifested in
the ability of models with deep memory to stably separate
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primary wave modes from secondary parasitic oscillations
even under conditions of overlapping noise structures,
which classical filters treated as random fluctuations. Fur-
ther analysis of the data obtained in the work demonstrated
the correlation of the spectral and temporal characteristics
with the conclusions of L. Guo et al. (2021), who showed
that time-frequency features are among the most sensitive
markers of anomalies in energy cyber-physical systems. In
the modelling of acoustic leaks, it was the combination of
local frequency shifts and unstable harmonic components
that acted as an early signal of danger — similar to the be-
haviour of photovoltaic signals during injection attacks.
Such a parallel emphasises the versatility of time-frequen-
cy analysis as a basic tool for detecting covert channels.
Analogies with the data obtained in this work are also
reflected in the conclusions of Y. Bai et al. (2022), where it
is shown that even low-level instructional oscillations in
Internet of Things/CPS devices can be identified through
side channels. In the spectrograms of acoustic leaks, a
similar function was performed by small-scale phase fluc-
tuations and short pulse bursts, which did not affect the
main wave pattern but enabled the hidden channel to be
distinguished from background noise. This indicates the
similarity of structural patterns between instructional
and acoustic side-channel signals. In the work of M. Ah-
san et al. (2023), it is emphasised that additive technolo-
gies become among the most vulnerable to side channels.
It was found that small oscillations of vibration contours
act as indicators of hidden manipulations. This correlates
with the patterns identified in the simulation of vibration
acoustic channels — their stochastic variability was high-
est in scenarios of complex mechanical interaction, which
confirms the universality of vibration indicators across
different technological domains. Similar patterns are rein-
forced in the study of N. Raeker-Jordan et al. (2024), where
side-channel measurements were used simultaneously
for quality control and cyber-physical security. Wave pro-
files obtained during the simulation of acoustic scenarios
demonstrated the same interference “instability windows”
that the authors describe as critical for detecting second-
ary channels in production environments. This indicates a
high potential for universalisation of time-frequency con-
trol algorithms. An additional comparison is possible with
the conclusions of A. Spence & S. Bangay (2022), which
show that side attacks can form even in systems without a
pronounced digital component. Acoustic leaks modelled in
this study fall into this category: their occurrence is due to
the physical nature of material components, and classical
cyber defence mechanisms do not capture them at all. This
makes the combination of wave modelling and ML analysis
relevant, which is proposed as a key prerequisite for early
detection of such impacts. The obtained data, compared
with the results of A. Kacmarcik & M. Prvulovic (2024),
confirmed that simultaneous monitoring of analogue side
channels in the cyber and physical domains provides the
best identification of covert attacks. In the case of acoustic
leaks, the function of analogue monitoring was performed

by interference structures and changes in the phase spec-
trum, which in LSTM ML models served as the most stable
features for predicting the occurrence of a leak.

Analytical parallels with the work of K. Prasat et
al. (2022) indicate that cross-threat in cyber-physical sys-
tems arises when attacks can migrate between different
domains — mechanical, electromagnetic and acoustic. In
the obtained profiles of the conducted study, it was the
acousto-optical configurations that showed the greatest
domain-migration complexity, demonstrating the ener-
gy transition between modes, similar to the cross-domain
perturbations mentioned by the authors. Scenarios in
which acoustic leaks were superimposed on background
oscillations of the environment correlate with the results
of A. Alahmadi et al. (2022), where side-channel attacks in
agricultural digital systems were generated precisely due
to natural noises that masked artificial deviations. A simi-
lar effect was observed in ultrasonic configurations: natu-
ral standing waves “covered” narrow non-stationary peaks,
which created an analogue of a masked leak. A comparison
with the work of Q. Hao et al. (2025) is indicative, where
the use of the Speech Transmission Index allowed tracking
small deteriorations in sound quality for leak diagnostics.
In the modelling of acoustic channels in the present study,
similar metrics — changes in the clarity of spectral contours
and a drop in phase coherence — acted as reliable predictors
of the appearance of a covert channel. The general logic of
the development of the conducted study is consistent with
the conclusions of C. Comert et al. (2022), which emphasised
that the protection of cyber-physical systems at the level of
radio-frequency and analogue signals requires the integra-
tion of several domains of analysis — physical modelling,
side-channel assessment and ML classification. In the sim-
ulated acoustic scenarios, it was this multi-level structure
that proved the most effective, allowing simultaneous as-
sessment of the wave nature of the leak, its masking in noise
and the probability of escalation into a stable covert channel.

Thus, the comprehensive analysis confirmed that the
formation and evolution of acoustic leakage channels in
cyber-physical systems are determined by a combination
of wave, mechanical and digital factors, and their relia-
ble detection requires a multi-component approach. The
obtained data are consistent with the trends described in
modern research on the protection of cyber-physical sys-
tems, which emphasises the critical role of time-frequency
analysis, structural correlation of signals and the appli-
cation of machine learning methods under complex mul-
ti-frequency impacts. The differences between the basic,
vibrational, acousto-optical and ultrasonic models showed
that the increase in the number of resonances, nonlinear
harmonics and phase shifts directly correlates with the
risk of forming covert channels, which is fully consistent
with the known mechanisms of sparse and side-channel
attacks in cyber-physical systems. In a broader context, the
results obtained confirm the relevance of the concept of
multi-domain protection of cyber-physical systems, which
involves simultaneous monitoring of physical, acoustic and
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digital manifestations of side channels. The observed abili-
ty of LSTM networks to recognise wave anomalies early, the
stability of ANC compensators in multi-frequency environ-
ments and the revealed role of phase markers as indica-
tors of covert attacks are consistent with international ap-
proaches to the security of cyber-physical complexes. This
gives grounds to argue that complex methods combining
physical modelling, active compensation and intelligent
analysis are a key condition for increasing the resistance of
systems to acoustic side channels and potential attacks in
real operating conditions.

CONCLUSIONS

Within the framework of the conducted study, a compre-
hensive multi-level assessment of the effectiveness of var-
ious approaches to modelling, detecting and neutralising
acoustic leakage channels in cyber-physical systems was
carried out. The basic models showed the lowest complex-
ity (38-46 dB, 1-2 resonances, variance 4-7%) but were the
least informative for early leak detection. Vibration models
demonstrated amplitudes of 52-68 dB and 3-6 resonances,
which indicates the formation of additional leakage chan-
nels. Ultrasonic scenarios proved to be the most threaten-
ing (18-38 kHz, 71-89 dB, up to 11 resonances, nonlinear
distortions 11-17%). Acousto-optic models formed mixed
modes (48-61 dB, 4-7 resonances, variance 16-24%), com-
plicating detection. Active methods demonstrated differ-
ent levels of efficiency: white noise provided the lowest at-
tenuation (11-14 dB), narrowband masking increased it to
19-23 dB, antiphase compensation to 26-31 dB, while the
best results were obtained using ANC (34-39 dB, stability
96-97%, detection time 0.4-0.7 s). Among the predictive
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methods, LSTM was the most efficient — latency 0.42-0.55
s, resistance to spectral shifts 93-96%, reconstruction error
6-8%. GRU provided average values, whereas autoencoders
had the lowest accuracy (10-14%) and the highest latency
(0.59-0.74 s). The ASEI integral index confirmed the strati-
fication of risk levels: basic models - 0.62; vibration — 0.71;
acousto-optic — 0.79; ultrasonic — 0.84. Statistical testing
(ANOVA, Mann-Whitney U-test) confirmed the signifi-
cance of differences (p <0.01) and the formation of low-
and high-risk clusters.

Thus, the study proved that the combination of wave
modelling, time—frequency analysis, active compensators
and intelligent predictive systems provides the most com-
plete and accurate picture of the formation and neutral-
isation of acoustic leaks in cyber-physical systems. The
highest diagnostic and protective efficiency is provided by
ultrasonic and acousto-optic models as the most inform-
ative data sources, ANC as the leading active silencing
method and LSTM as the optimal early prediction model.
Prospects for further research are related to scaling models
to real industrial environments, integrating deep learn-
ing to detect poorly structured anomalies and developing
next-generation adaptive active protection systems.
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MaTteMaTunyHe MoaenioBaHHA aKyCTUYHUX KaHaniB BUTOKY
B Ki6ep¢piznuHux cucremax

AHoOTaUif. AKyCTHYHI KaHa/JX BUTOKY € OJHi€l0 3 HaiOiabIill HeJOOIiHEeHNX 3arpo3 I/ KibeppisuuHuX cucTeM,
OCKIJIbKM iX MOSIBA 3YMOBJIIOETHCSI CKJIAAHMMM XBUJIbOBUMM IIPOIlecaMM, sIKi cKIagHo QikcyBaTy TpaguuiiiHMMu
3aco6amu KOHTPOITI0. MeTolo JOCTiIskeHHS 6Y/10 PO3POOUTH i1 eKCIIepMMEeHTAIbHO epeBipUTY iHTerpoBaHi Mmiaxoau oo
MOZETIOBaHHS, ileHTudikalii Ta HeliTpamisallii aKyCTUYHMX BUTOKIB Ha OCHOBI ITO€ITHAHHS XBUIIbOBUX MOJIEJIe, aKTUBHUX
KOMITIEHCATOPiB i MPOrHO3HUX cucTeM. MeTomoorisi rpyHTyBanacs Ha 40 yncebHUX eKCIepuMeHTaX, BUKOHAHUX 3a
YOTHpMa rpynamMmy MOJesieii i3 mogaabyMy MOBTOPHUMM TPOTOHIB A1 3a6€31eUueHHs CTaTUCTUYHOI HaailiHOCTi
pe3yabpTaTiB. BUSIBIEHO CyTTEBI BiAMiHHOCTI MiX YOTMpPMa IpyramMy XBUJIbOBUX Mogeneii: 6a30Bi KoHdirypariii (38-46 nb,
nucrepcist 4-7 %) 6yau HalimpocTtimmumu, BibpauiiiHi ciueHapii dopmyBanu 3-6 pe3oHaHCiB pu auctepcii 1o 18 %, a
YJIbTPa3BYKOBi — BUSIBYIINCS Haib6iabIn KputuaHumMy (18-38 kI, 71-89 b, no 11 pe3oHaHCiB); aKyCTUMKO-ONTUYHI MO
MPOJeMOHCTPYBa/IM 3MilllaHi yacoBO-yacTOTHI podisi 3 nucnepcieio 16-24 %. Cepen akTMBHUX METO[iB HeliTpamizarii
HalfHMKYY e(eKTUBHICTH 1MoKa3aB 6ianii mym (11-14 nB), Tomi SIK By3bKOCMYTOBe MacKyBaHHS 3abe3mneunsio 19-23 nb,
a Adaptive Noise Cancelling (ANC) gocsirio Halikpaliux mokasHukis (34-39 b, crabinbHicTh 96-97 %, Detection Time
0,4-0,7 c). Cepen MpOrHO3HUX MOZAEIEl HaiiKpallli pe3y/abTaTy mokasana Long Short-Term Memory (JiateHTHicTb 0,42-
0,55 c, criftkicTb 93-96 %, moMmMIKa peKOHCTPYKILii 6-8 %), Tofi SIK aBTOeHKoaepy Oyiny HaiiMeHI TouHuMu (10-14 %).
[HTerpasbHMIi iHOEeKC 6e3rekyn Bimobpas3mB UiTKy cTpaTudikalliro pusmkis: 6a3osi momeni — 0,62; Bi6pariiityi — 0,71;
aKyCcTUKOo-onTuyHi — 0,79; ynbrpasBykosi — 0,84. CTaTUCTUYHMIL aHai3 MiATBepAUB 3HAUYILIiCTh BiMiHHOCTel MixX ycima
rpynamu (p<0,01) i bopMyBaHHS ABOX KiacTepiB Hebe3neku. I[IpakTMUHe 3HAUEHHS AOCTIIKEHHS TTOJISITa€ Y CTBOPEHHI
iHTerpoBaHOi METOIMKY BUSIBJIEHHS Vi IPUITYIIEHHS aKYCTUYHMX BUTOKIB, IKYy MOKHA 6€3110cepeiHbO 3aCTOCOBYBATH TIif,
Yyac MPOEKTYBAaHHS cUcTeM Ge3reky KibepdisMuHMX KOMIUIEKCIB /151 3HVDKEHHST PU3UKY IMPUXOBAHMX aTaK i IMiIBUIIEHHS
CTilIKOCTI 70 6araTovyacTOTHMUX BIIMUBIB
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