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Analysis of radio relay station control system using IT-technologies

Abstract. The study addressed the theoretical analysis of radio relay station control systems using modern information
technologies. The study aimed to identify the potential for improving the performance, reliability and cost-effectiveness
of such systems. The analysis investigated advanced sensor technologies, automation algorithms and monitoring
techniques that could significantly reduce maintenance costs and speed up fault response. Key aspects affecting the
performance of radio relay stations were considered, including the impact of climatic conditions and various operational
scenarios. The importance of automation integration to improve system reliability and reduce the impact of human
error was emphasised. Compliance of the proposed solutions with international radio relay standards, which simplified
integration with existing networks and the possibility of future modernisation, was also highlighted. The results of
the study substantiated the necessity of automation of radio relay systems and created a theoretical basis for their
further development and improvement, which opened new opportunities for improving operational characteristics and
increasing resistance to potential failures. The implementation of new approaches to data management and analysis
was addressed, ensuring quick response to changes during operation as well as resource optimisation. These aspects
provided a competitive advantage in a rapidly changing telecommunications technology environment, emphasising
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the importance of flexibility and adaptability of systems for efficient operation. As such, the study of the theoretical
foundations of automation can be used as a basis for practical recommendations for the implementation of innovative

technologies in radio relay station management

Keywords: communication automation; sensor modules; machine learning; remote monitoring; reliability enhancement;

economic efficiency

INTRODUCTION

The development of automated control technologies has
become an integral part of many industries, including tel-
ecommunications systems. Radio relay stations are sub-
stantial in the transmission of data over long distances,
especially in remote and inaccessible regions where other
means of communication are limited. The efficiency of such
stations, their reliability and cost-effectiveness directly de-
pend on the quality of control and monitoring. However,
traditional control systems for radio relay stations have
many disadvantages associated with manual operation,
insufficient response time to faults, and significant main-
tenance costs. These factors necessitate the search for new
solutions to optimise the operation of radio relay stations.

One of the key areas for improving the management
of such stations is the application of modern IT technol-
ogies and data processing algorithms, including machine
learning and sensor-based analyses. With the help of such
technologies, the performance and reliability of radio re-
lay stations can be significantly improved by predicting
failures and automating routine operations. Scientific re-
search in recent years confirms the significance and prom-
ising potential of such approaches for telecommunication
facilities management. Researchers such as R.M. Thom-
as & S. Malarvizhi (2022), point out the need to improve
the responsiveness of management and suggest the use
of machine learning algorithms to monitor the state of
equipment. I. Rojek et al. (2023) addressed the potential
to improve failure prediction in telecoms networks using
sensor data, and the impact of such systems in reducing
equipment downtime. These works show the potential of
data analytics technologies to reduce operational costs and
improve station reliability. Moreover, I. Rojek et al. (2022)
analysed the economic aspects of implementing automat-
ed control systems, and how automation can reduce main-
tenance costs and improve the overall economic efficiency
of radio relay stations.

However, most existing research focuses on data analy-
sis and processing algorithms, leaving less explored the in-
tegration of these technologies within an integrated radio
relay station management system that accounts for opera-
tion in different climatic conditions and system scalability.
At the same time, modern realities require the creation of
solutions that can work effectively in remote areas with
minimal operator involvement. S. Sadiki et al. (2018), who
analysed the implementation of sensor systems for mon-
itoring telecommunications equipment, showed that au-
tomated systems significantly reduce the need for service
personnel and reduce the likelihood of human error. Never-
theless, specific aspects of the operation of such systems in

radio relay communications, especially in the context of fre-
quent climate change, require further study and adaptation.

At the same time, the introduction of secure trans-
mission channels and modern communication modules
remains an important part of the modernisation of radio
relay stations, as this reduces the risk of leakage and en-
sures a high level of security of information transmission
(Smailov et al., 2023). T. Mazhar et al. (2023) addressed
transmission security in telecommunication systems and
emphasised the importance of secure communication mod-
ules to prevent cyberattacks and improve network stability.
But despite this, there is a gap in the scientific literature
related to the development of integrated control systems
that could integrate sensor data, prediction algorithms and
communication modules into a single infrastructure. This
suggests that an established integrated control system for
radio relay stations can not only improve the reliability of
operation but also significantly reduce station operation
and maintenance costs. The scientific literature devoted to
the automation of radio relay stations and the application
of modern IT technologies in telecommunication systems
is extensive and diverse. The main areas of research include
control automation, sensor technologies, machine learning
algorithms, economic efficiency of automation, integration
of secure communication modules and adaptation of sys-
tems to climatic conditions.

M. Wilson et al. (2020) discussed automated control al-
gorithms that aim to improve the efficiency of radio relay sta-
tions. The study emphasises the need for rapid response to
failures and the development of systems that can automati-
cally adapt to changing conditions. Several papers, including
the research of ].L. Alvarez et al. (2021), emphasised the use
of sensor technologies for equipment condition monitoring.
These works demonstrate how the integration of sensors
into radio relay station control helps to reduce downtime
and improve reliability. A.P. Kane et al. (2022) investigated
the use of machine learning to predict potential equipment
failures. These algorithms can process large amounts of data
and extract useful information for management decisions.

An important area of research is related to the securi-
ty of data transmission. ]. Pochmara & A. Swietlicka (2024)
addressed the implementation of secure communication
channels, which reduces the risk of leaks and increases the
resistance of telecommunication networks to cyberattacks.
Some studies, such as one by S. Sadiki et al. (2018), inves-
tigated how climatic changes affect the operation of radio
relay stations and the need to adapt control systems in dif-
ferent climatic zones. Thus, the present study aimed to de-
velop a system that will improve the performance of radio
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relay stations, minimise the need for manual intervention
and ensure reliable operation in different climatic zones.
The main hypothesis of the study was that the use of an
automated control system that integrates data acquisition
modules, analysis algorithms and secure communications
would reduce operating costs, improve station reliability
and ensure system resilience to climatic changes.

LITERATURE REVIEW

Automation of radio relay control involves many aspects,
including control mechanisms, monitoring systems and
modern IT technologies. Automation has become an im-
portant aspect in many fields, particularly in telecommu-
nications. According to a study by M. Wilson et al. (2020),
new automated control algorithms significantly improved
the management efficiency of telecommunication systems.
The authors emphasise the importance of adaptive solu-
tions that reduce the response time to problems. J.L. Alva-
rez et al. (2021) addressed the integration of sensor tech-
nologies in communication systems. They emphasise that
real monitoring helps to reduce maintenance costs and
improve reliability. This is also supported by A.P. Kane et
al. (2022) who pointed out the role of machine learning in
predicting maintenance of telecommunication equipment.

Security is an important aspect of automation. J. Poch-
mara & A. Swietlicka (2024) addressed the importance of
secure data transmission channels to prevent cyberattacks.
Security issues of automated telecommunication systems
were also covered by S. Ainslie et al. (2023), who described
modern methods of real-time monitoring and their im-
pact on management decisions. A.O. Osahenvemwen &
B.E. Omatahunde (2018) investigated the impact of climate
conditions on telecommunication networks, pointing out the
need to develop adaptive solutions to improve reliability in
the face of climate change. This important observation was
also supported by I. Rojek et al. (2023), who proposed auto-
mated systems to reduce the likelihood of outages in remote
areas. In fact, despite the plethora of studies, many of them
focus on individual aspects, leaving insufficient attention
to the integration of technologies within complex systems.
This is confirmed by a review of the works of K. Jakobsen et
al. (2023), who analysed the challenges of automation in ru-
ral areas, emphasising the need for technical improvement.

Some studies also emphasise the economic benefits of
automation. For instance, S. Berhe et al. (2023) presented
predictive maintenance strategies that reduce the cost of
operating equipment. This correlates with the economic
benefit analyses conducted by U.R. Kamboh et al. (2017) who
highlighted the main business benefits of automation. The
impact ofthe Internet of Things (IoT) on telecommunication
systems is also an important aspect. I. Appiah et al. (2023)
pointed out that the integration of IoT into telecommuni-
cation networks can significantly improve automation and
management processes, providing increasing efficiencies.
This emphasises the need to develop and implement new
protocols and standards that can ensure the smooth op-
eration of these technologies in different environments.

According to a study by A. Aljohani (2023), predictive
analytics is becoming more and more relevant for network
management as it enables timely responses to potential
problems. They emphasise the importance of data for mak-
ing informed management decisions. Efficient process-
ing of big data also opens new opportunities to optimise
network processes and improve customer service. Equally
significant are the studies by N. Zhao et al. (2023), which
analyse the integration of communication technologies.
They emphasise the importance of combining different
technologies to improve the efficiency of systems. In addi-
tion, the works of L. Nazareno & D.S. Schiff (2021) investi-
gated the impact of human factors on automated systems,
emphasising the need to train and adapt personnel to new
technologies. Lastly, the research of K. Park et al. (2023) an-
alysed the scalability issues of automated control systems,
pointing out the need to adapt technologies for different
sizes of telecommunication networks.

In addition to the studies, S.G. Gavrila et al. (2023)
significantly contributed to the overall research, as they
addressed the ethical aspects of automation in telecom-
munications, emphasising the need to account for the so-
cial consequences of the introduction of new technologies.
They emphasise that automation should address the inter-
ests of consumers and society. Another noteworthy contri-
bution is the study by Y. Lee et al. (2023), which addressed
the issues of sustainable development of telecommunica-
tion systems in the context of automation. The authors
highlighted the need to integrate environmental aspects
into automation strategies. The study by P.D.B. Ken-
fack et al. (2023) is also noteworthy, as it analysed the lat-
est technologies that can be used to automate radio relay
stations, emphasising the importance of innovation in
this area. Lastly, the study by A.K. Aliyu et al. (2015) ad-
dressed the energy efficiency of automated systems, which
is critical to reducing costs and increasing sustainability
in the face of climate change. Thus, the literature review
revealed a wide range of studies on automation in tele-
communications, covering various aspects, from economic
benefits to security and the impact of climatic conditions.
However, despite significant progress, there is a need to
further explore the integration of technology into inte-
grated management systems, which will form the basis for
future research in this area.

Additionally, it is possible to note that the growing
interest in automation in telecommunications is linked
to global trends in digitalisation and sustainable devel-
opment. This underscores the importance of continuously
exploring new technologies and methods that could have
a significant impact on the future of the industry. Success-
ful automation can significantly improve productivity and
cost-effectiveness, which in turn will affect the competi-
tiveness of companies and the quality of services provided.

MATERIALS AND METHODS

The study aimed to assess the effectiveness of automa-
tion of radio relay stations by analysing data collected in
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previous experimental studies, as well as by summaris-
ing the practical experience of implementing automated
systems in telecommunications. In this context, a com-
prehensive analysis of existing publications and practical
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experience regarding the impact of automation on key in-
dicators such as fault response time, maintenance costs,
reliability and cybersecurity of telecommunications sys-
tems was conducted (Table 1).

Table 1. Sources for analysing the main areas of telecommunications systems automation

Source Primary research topic

M. Wilson et al. (2020)

Evaluation of the efficiency of automation algorithms at radio relay stations.

J. Pochmara & A. Swietlicka (2024)

Modern technologies in the field of telecommunications system security.

S. Sadiki et al. (2018)

The impact of the Internet of Things on the performance of radio relay stations.

Source: compiled by the authors

To systematise information on modern technological
solutions in automation, several key aspects were consid-
ered that reveal the complexity and versatility of process-
es. Firstly, the system fault response rate determined how
quickly and efficiently the system could detect and correct
the problem. In automated telecommunications systems,
this was particularly important to minimise equipment
downtime, which reduced financial losses and improved
service availability. Automatic monitoring systems ana-
lysed anomalies in real time and quickly notify operators,
reducing delays in response. Maintenance costs were also a
major concern. The introduction of automated technology
could significantly reduce operating costs as systems can
perform diagnostics, identify potential faults and schedule
maintenance. This reduced the number of unscheduled re-
pairs and reduced the likelihood of costly failures.

Another important aspect was the level of system re-
liability, which determined how resilient the system was
to malfunctions and failures. The implementation of in-
telligent monitoring algorithms and predictive analyses
could prevent faults before they occured, thus increasing
the overall level of reliability. The integration of new tech-
nologies such as the Internet of Things (IoT) and predictive
algorithms was addressed. IoT maked it possible to mon-
itor equipment status remotely by collecting data from
various sensors in real-time, which opened new possibil-
ities for analysing and managing the network. Predictive
algorithms, in turn, could predict potential problems based
on accumulated data, thus creating a more resilient and
manageable system. Interviews with telecoms specialists
were also used to substantiate the relevance of automa-
tion (Xin et al., 2023). The data collected covered various
parameters such as fault response times, maintenance
costs and security metrics including the frequency of cyber
threats and their impact on data.

The analysis of the impact of automation on the in-
tegration of new technologies also covered methods of
equipment condition monitoring and the use of machine
learning algorithms. Machine learning was analysed in
terms of predicting potential failures and replacing equip-
ment on time to reduce downtime and improve overall
network stability. Security materials were examined to as-
sess the systems’ ability to protect data from cyber threats.
Statistical methods for processing the collected data were
used to identify correlations between automation and

improved radio relay station performance. Thus, the sys-
tematic approach was used to conduct a generalised anal-
ysis of the effectiveness of automated systems and outline
areas for further optimisation of radio relay stations by
reducing the influence of the human factor on their opera-
tion in different climatic conditions and regions.

RESULTS

Modern sensors used in the automation of radio relay sta-
tions provide high accuracy in monitoring the condition
of equipment. They not only quickly detect faults, but also
predict component wear, which is significant in improving
system reliability. The use of real-time sensors allows for a
quick response to changes in the condition of equipment,
which reduces the likelihood of emergencies and increases
the overall stability of the system.

By integrating sensor technology into the monitor-
ing process, it is possible to significantly improve resource
management and reduce downtime. For instance, predic-
tive analytics based on sensor data can identify potential
problems before they occur, reducing maintenance costs
and improving safety. Adoption of such technologies also
helps optimise maintenance schedules by enabling more
accurate scheduling of inspections and component re-
placements based on real equipment health data. Sensors
not only increase responsiveness to faults but also ena-
ble proactive management, which is an important aspect
of improving the efficiency of telecom systems (Babak et
al., 2021). An important area of research in the field of ra-
dio relay station automation is adaptive algorithms, which
are capable of automatically adjusting the parameters of
equipment operation based on current data on its state.
This approach significantly increases the efficiency of sys-
tem control and optimises operational performance. For
instance, studies show that the implementation of adaptive
algorithms can lead to reduced response times to emerging
failures, minimising downtime and increasing productivity.

Adaptive algorithms account for many factors such
as loads, component states and external conditions. This
allows systems to dynamically change their parameters,
ensuring stable operation even in the face of change. In
addition, the use of such algorithms contributes to better
resource allocation and reduced maintenance costs. As a
result, adaptive algorithms are becoming a key element
for improving the reliability and resilience of radio relay

Machinery & Energetics. Vol. 15, No. 4

N



Analysis of radio relay station control system...

stations by enabling proactive responses to potential faults.
This approach not only improves operational management
but also provides a basis for further implementation of new
technologies and techniques, improving operation of tele-
communication systems.

The analysis of the experience of implementing auto-
mation in various industries determined that automation
helps increase productivity, improve control and reduce
maintenance costs. Studies in related fields, such as manu-
facturing and energy, confirm that automated systems can
significantly reduce dependence on the human factor and
optimise resource allocation. The opinions and conclu-
sions of other researchers on the direction of automation
development in telecommunications were also analysed. In
particular, the integration of predictive analytics and ma-
chine learning, which are becoming increasingly important
for automated management, was prioritised. Predictive al-
gorithms allow not only to effectively predict maintenance
needs but also to significantly improve resource planning,
which is especially important in a complex telecommuni-
cations infrastructure.

Research shows that incorporating machine learn-
ing into a control system helps to analyse vast amounts

of data, identifying patterns and anomalies that can in-
dicate potential faults. This not only improves response
times to faults but also facilitates a proactive approach to
management. Systems using predictive analytics become
more adaptive and resilient to change, which improves the
reliability and efficiency of telecom networks. Thus, the
application of such technologies in automation becomes
not only desirable but also necessary to ensure sustainable
development of telecoms infrastructure. Thus, the qualita-
tive analysis revealed that automation of radio relay sta-
tions offers new opportunities to improve the efficiency,
reliability and security of telecommunication systems.
This stage made it possible to define the key research di-
rections, identify existing knowledge gaps and clarify the
tasks for subsequent stages aimed at developing and test-
ing automated solutions.

One of the main results of the study was a reduction in
fault response times. Table 2 shows the key results of the
quantitative analysis of fault response times before and af-
ter the implementation of automation. Following the data,
automation has significantly reduced the time required to
identify and resolve faults, which is one of the main indica-
tors of system efficiency.

Table 2. Key results of the quantitative time analysis

Parameter Before automation (min)

Average reaction time 45

After automation (min) Decrease (min)

15 30

Source: compiled by the authors based on I. Rojek et al. (2023), Y. Xin et al. (2023)

The reduction in average response time from 45 to
15 minutes demonstrates the high efficiency of automat-
ed monitoring and diagnostic systems. The 30-minute
reduction significantly reduces equipment downtime and
improves overall efficiency in eliminating failures and
malfunctions. This data confirms that the introduction
of automation in the management of radio relay stations
improves the response to critical events, optimising the
maintenance process and increasing the reliability and

performance of the telecommunications system. A 66.67%
reduction in response time indicates a significant improve-
ment in control processes. This was made possible using
modern algorithms for automatic monitoring and data
processing. The introduction of a real-time fault warning
system significantly reduced the time for diagnostics and
problem-solving. The analysis of maintenance costs also
confirmed the positive impact of automation. Table 3 sum-
marises the annual costs before and after automation.

Table 3. Annual costs before and after automation

Parameter Before automation (USD)

Annual costs 6000

After automation (USD) Decrease (USD)

4000 3000

Source: compiled by the authors based on M. Wilson et al. (2020)

A 40% reduction in costs confirms the effectiveness
of automation. The main factor contributing to this re-
duction is the reduced need for manual maintenance and
improved system reliability. Automation has reduced the
number of technical visits and improved overall equipment
performance. In addition, automated control systems have
provided more accurate monitoring of radio relay station
conditions, which has made it possible to identify poten-
tial problems in advance and prevent their development.
This reduced the number of unscheduled repairs and re-
duced equipment downtime. As a result, companies that

implemented automation not only reduced operating costs
but also improved the quality of their services. Better mon-
itoring also contributed to improved system reliability,
which had a positive impact on customer satisfaction. They
began to receive more consistent and higher quality servic-
es, which increased trust in the providers. Improved service
levels have become an important competitive advantage in
the market, which is especially relevant in the increasingly
competitive telecoms industry.

Automation has not only optimised internal pro-
cesses but also created a more positive brand perception
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among customers. Simplifying customer interactions
through automated service systems, such as chatbots
and online platforms, increases satisfaction and trust.
This, in turn, opens up new opportunities for business
growth and expansion, allowing the company to attract
more customers and improve its reputation in the mar-
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ket. Moreover, positive brand perception helps to build a
loyal audience, which is an important aspect of sustain-
able success. The reliability of radio relay stations was
another important aspect of the study. Table 4 shows the
percentage of uptime before and after the introduction of
automated systems.

Table 4. Percentage of uptime before and after the implementation of automated systems

Parameter Before automation (%)

Reliability 85

After automation (%) Increase (%)

98 13

Source: compiled by the authors based on A.P. Kane et al. (2022)

A 13% increase in reliability shows that automation of
system management contributes to improved functional-
ity. The use of monitoring and predictive analytics tech-
nologies identifies potential problems at an early stage
and eliminates them before serious failures occur. This not
only reduces the likelihood of failures but also minimises
equipment downtime, which in turn helps to maintain the
smooth operation of telecommunications systems.

An additional advantage is the ability to analyse large
amounts of data, which enables more accurate forecasting
of system conditions and rapid response to changes. For
instance, the data collected during monitoring is used to
optimise the performance of components, which leads to
increased durability and reduced maintenance costs. Data
security in telecommunications systems was also the sub-

ject of research. Table 5 shows the number of successful
and unsuccessful cyberattack attempts. The 66.67% de-
crease in successful cyberattack attempts underscores the
importance of automation in making systems more secure.
The introduction of encryption and multi-level authen-
tication technologies has been a crucial step in the fight
against cyber threats. These measures not only strengthen
data protection but also form a more robust security archi-
tecture that adapts to new challenges. Automating security
monitoring processes plays a key role in securing telecom
systems. It enables rapid detection and real-time response
to suspicious activity, which is critical in the face of ongo-
ing cybersecurity threats. The use of analytical tools, such
as intrusion detection systems (IDS), provides the ability to
not only record incidents but also predict potential attacks.

Table 5. Number of successful and unsuccessful cyberattack attempts

Parameter Before automation After automation Reduction in attempts
Successful attempts 15 5 10
Unsuccessful attempts 20 3 17

Source: compiled by the authors based on J. Pochmara & A. Swietlicka (2024)

These systems analyse traffic and identify anomalies
to prevent attacks before they can cause damage. The use
of machine learning in data analysis enhances the effec-
tiveness of such systems, allowing them to adapt to new
threats. The integration of automated solutions into secu-
rity processes helps to significantly reduce risks and min-
imise potential financial losses, providing a high degree
of protection for companies and their customers. Automa-
tion is thus becoming an important element in strategies
to ensure the security and stability of telecom systems. In

Table 6. Results of analysing the effectiveness of IoT technologies

Parameter Before IoT implementation

Management efficiency 70

addition, automation of access and user rights manage-
ment minimises the human factor that often causes vul-
nerabilities. Regular software and security updates are also
more easily implemented in automated environments,
reducing the likelihood of exploitation of known vulner-
abilities. Integrating the Internet of Things into telecom
systems is an important aspect of automation. IoT systems
allow for better monitoring and control of stations. Table
6 summarises the results of analysing the effectiveness of
IoT technologies:

After IoT implementation Increase in efficiency (%)

90 20

Source: compiled by the authors based on S. Sadiki et al. (2018) and I. Appiah et al. (2023)

The 20% increase in management efficiency after the
introduction of IoT technologies underlines the impor-
tance of using modern solutions to improve productivity
in telecommunications systems. Automated systems based

on IoT provide continuous real-time data collection and
analysis, which significantly improves management and
monitoring processes.One of the key benefits of the IoT
is the ability to integrate various devices and sensors that
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provide a stream of up-to-date information about the state
of equipment and the environment. This integration allows
operators to not only react quickly to changes but also to
predict potential problems. For example, sensors can detect
deviations from normal equipment operation, enabling se-
rious malfunctions to be prevented in advance (Nussibali-
yeva et al., 2024). This approach minimises downtime and
reduces maintenance costs, allowing companies to plan re-
sources more efficiently. In addition, the data collected can
be used to analyse performance, identify trends and opti-
mise processes, helping to improve the overall efficiency of
telecommunications systems. The integration of IoT into
radio relay station management creates additional oppor-
tunities to improve reliability and safety, which is becom-
ing an important competitive advantage in the market.

IoT systems make it much easier to automate process-
es in various areas, such as monitoring resource consump-
tion, inventory management and optimising workflows
(Hula & Hryha, 2024). For instance, the use of sensors
to monitor the condition of equipment not only enables
rapid response to changes but also allows maintenance
to be planned. This allows faults to be addressed before
they occur, minimising downtime and reducing operat-
ing costs. With this approach, organisations can manage
their resources more effectively and improve performance,
creating a more agile and resilient business environment.
Thus, the adoption of IoT technologies not only improves
productivity and management efficiency but also contrib-
utes to a more flexible and adaptive infrastructure that
can respond quickly to changes in business needs and the
external environment. This, in turn, improves a compa-
ny’s overall competitiveness and allows it to stay ahead
in an ever-changing marketplace. These results support
the initial hypotheses about the positive impact of auto-
mation on telecom systems. The data collected during the
study clearly shows that automation leads to significant
improvements in various aspects of system performance,
including reduced response times, reduced maintenance
costs, improved reliability and data security.

Future research may focus on integrating artificial in-
telligence (AI) and machine learning (ML) technologies to
further improve the efficiency and resilience of telecom
systems. These technologies are capable of processing
large amounts of data, extracting valuable insights from it
and predicting potential problems before they occur. For
instance, Al can be used to optimise network processes and
ML can be used to adapt systems to changing conditions
and loads (Lien et al., 2019). Automating the management
and analysis of data will not only improve the reliability of
systems but also the customer experience, making compa-
nies more competitive in a rapidly changing technological
environment. The implementation of such solutions will
contribute to more proactive infrastructure management
and improve the overall resilience of telecom networks.

The use of artificial intelligence (AI) in network man-
agement opens up new horizons for optimising monitoring
and management (Nesterov, 2023). Al allows systems not

only to respond quickly to changes in operations but also to
predict potential problems, eliminating them before they
occur. For instance, machine learning algorithms can ana-
lyse historical traffic data to help optimise data routing and
improve resource allocation. This means that during peak
times or in the event of unforeseen circumstances, systems
can adapt, routing traffic along more efficient routes and
minimising delays. As a result, such solutions can increase
overall network performance and improve the user experi-
ence. Al can also be integrated into automated control sys-
tems, which further speeds up the decision-making process
and minimises the human factor.

The use of blockchain technologies in telecommunica-
tions systems can significantly improve the security and re-
liability of data transmission. Blockchain provides a decen-
tralised approach to storing information, making systems
more resilient to cyberattacks. Each transaction is recorded
in a chain of blocks, which helps to guarantee data integ-
rity and protection against unauthorised access. The intro-
duction of such technologies can improve user confidence
and reduce the risk of information leaks, which is especial-
ly important in the face of growing cybersecurity threats.

DISCUSSION

The study results confirm the significant impact of auto-
mation on the efficiency of radio relay station management
in telecommunications systems. Reduced fault response
times, lower maintenance costs, increased reliability and
data security are key indicators of the success of automat-
ed systems. These results not only highlight the benefits
of automation but also open new horizons for further re-
search in this area.

The first thing to note is the importance of reducing
fault response times from 45 minutes to 15 minutes. This
means that automated systems can identify and fix prob-
lems much faster, which can significantly reduce downtime
and therefore improve the overall performance of telecoms
systems. This is particularly relevant in the face of today’s
demands for network uptime and increased system load.
Reducing response times not only improves the quality of
service but also contributes to increased user satisfaction,
which is an important factor in a competitive environment.
Comparing our results with the works of other research-
ers, it can be observed that the decrease in response time
is a general trend. For instance, the study by M. Wilson et
al. (2020) also emphasises that the implementation of
automated solutions can significantly reduce the time to
troubleshoot, which supports our findings. However, not
all studies focus on such significant improvements. Some
authors, such as D. Xu et al. (2020), emphasise the need for
an integrated approach to automation, which involves not
only technology implementation but also staff training,
which can affect the speed of response.

The second key finding of the current study is a reduc-
tion in maintenance costs from USD 6000 to USD 3000, a
reduction of 50%. This reduction supports the hypothe-
sis that automation not only improves efficiency but also
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reduces costs. The main factor contributing to this reduc-
tion is the reduced need for manual maintenance and in-
creased reliability of the systems. J.L. Alvarez et al. (2021)
also confirm that the integration of sensor technologies
can significantly reduce maintenance costs, which coin-
cides with our findings. However, despite these positive re-
sults, it is necessary to consider that automation requires
an initial investment in technology and staff training.
These costs can be significant and should be considered
when planning the implementation of automated systems.
Future research could therefore focus on analysing the
long-term economic feasibility of automation, considering
both initial costs and potential savings.

A 13% increase in system reliability is also a signifi-
cant result. This confirms that control automation not only
improves efficiency but also increases the functionality of
systems. The use of monitoring technologies and predictive
analytics can identify potential problems early and correct
them before major failures occur (Bondarenko et al., 2019).
A.P. Kane et al. (2022) also emphasised that predictive
maintenance is a key aspect of reliability improvement,
which confirms our results. However, following M. Polak-
ova-Kersten et al. (2023), high system reliability requires a
comprehensive strategy involving both technological and
organisational changes. Therefore, further research may
focus on the development of integrated management mod-
els that combine technology and processes. The 66.67% de-
crease in successful cyberattack attempts emphasises the
importance of automation to improve system security. The
introduction of encryption and multi-level authentication
systems has significantly reduced risks. This is also consist-
ent with the works of J. Pochmara & A. Swietlicka (2024)
who emphasise the importance of secure data channels.
Nevertheless, security remains a complex and multifac-
eted problem. As emphasised by A.O. Osahenvemwen &
B.E. Omatahunde (2018), even state-of-the-art systems
can be vulnerable to new types of attacks. Therefore, in-
vestigating new threats and developing innovative security
solutions should be a priority for future research.

A 20% increase in management efficiency after the im-
plementation of IoT technologies also demonstrates the
importance of modern solutions. Automated systems based
on IoT enable real-time data collection and analysis, lead-
ing to faster management decisions (Savytska et al., 2024).
This provides new opportunities to optimise processes and
improve service quality. A comparison of our results with
studies by other authors shows that the adoption of 10T tech-
nologies is a recognised practice. N.A. Nanjar et al. (2024)
emphasise that the integration of IoT into telecommuni-
cation networks can significantly improve management
and overall efficiency. However, successful integration
necessitates the availability of appropriate skills among
personnel and an infrastructure capable of supporting the
new technologies. Thus, the findings of our study confirm
the significant impact of automation on the efficiency of
telecom systems. They open new horizons for further re-
search and emphasise the importance of an integrated
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approach to the implementation of new technologies. It
is important to continue exploring new solutions that can
improve system performance and sustainability in a rapidly
changing technological landscape. In summary, the results
of our study not only confirm the positive impact of au-
tomation on the control efficiency of radio relay stations
but also emphasise the need for further research into these
processes. The study determined that automation can not
only reduce fault response times and maintenance costs
but also significantly improve system reliability and safety.
This in turn opens up new prospects for the introduction of
innovative technologies such as IoT and A, which can sig-
nificantly improve the management of telecoms networks.

It is also necessary to address the impact of automation
on the organisational structure and work processes of com-
panies. Automation may require a redefinition of employ-
ee roles and responsibilities, which can create challenges
for human resource management. For instance, with the
introduction of automated systems, there may be a need
for new occupations and qualifications, which will require
investment in training and staff development. Z.G. Khan-
zad & A.A. Gooyabadi (2022) confirmed that successful
implementation of automation requires an integrated ap-
proach that includes not only technology but also a change
in corporate culture. Thus, with the rapid technological
evolution, companies need to proactively adapt to change
and invest in developing their human resources. Successful
automation can become a competitive advantage, but it re-
quires a strategic approach and consideration of all factors
affecting the efficiency of processes.

The importance of analysis of data generated by auto-
mation should also be highlighted. Data collected from IoT
devices and other automated systems can provide valuable
information on equipment performance, user behaviour
and potential bottlenecks in the management process. This
provides opportunities for more informed, data-driven de-
cision-making, which in turn can improve operational ef-
ficiency and reduce costs. It is also worth noting that inte-
grating data analytics into management processes requires
appropriate skills in employees so that they can interpret
the data and use it to improve system performance. In con-
clusion, automation is not an end goal, but a process that
requires continuous analysis and optimisation.

CONCLUSIONS

The study revealed the effect of automation in improving
the control efficiency of radio relay stations in telecommu-
nication technology. The main results show a reduction in
fault occurrence time from 45 to 15 minutes, which con-
firms the hypothesis about the positive effect of managed
solutions on the speed of problem limitation. This results in
reduced system downtime and provides high performance,
which is particularly important in the context of increasing
reliability requirements of telecommunication networks.
In addition, the study showed that automation reduces
maintenance costs by 50%, from USD 6000 to USD 3000, by
reducing manual maintenance costs and improving system
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reliability. These figures indicate the cost-effectiveness of
automated solutions in telecom systems, which could lead
to increased profitability for companies in the future. It was
also found that system reliability increased by 13%. This
result is consistent with the use of technology and pre-
dictive analytics for early detection of potential problems.
With this automation, the number of successful cyberat-
tacks decreased by 66.67%, indicating an increase in data
security due to the implementation of encryption and mul-
ti-level authentication systems. The study also found that
management efficiency increased by 20% after the intro-
duction of IoT technologies, opening new opportunities to
optimise processes and improve service quality. Important-
ly, successful integration of the Internet of Things requires
adequate staff training and appropriate employment.
However, it is worth noting the limitations of the study,

to research to analyse the cost-effectiveness of automa-
tion, as well as to study the impact of new technologies on
organisational culture and work processes in telecommu-
nications companies. This will not only improve the results
but also ensure sustainable development in the face of
market changes.

Future research may focus on adaptive management
systems that can respond quickly to changes in the envi-
ronment and provide a high level of service. This will be a
key aspect for achieving growth and increasing the com-
petitiveness of telecommunications companies in the fu-
ture. A key area for future research may be to study the
relationship between automation and changes in organisa-
tional culture, as well as to analyse new technologies in the
telecoms labour market.

in particular, the need for significant initial investment in ACKNOWLEDGEMENTS
automation and staff training, which can ensure that a  None.
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